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1. The CS121 family - Introduction
1.1 About your CS121

1.1.1 General information

The CS121-series are a group of products designed especially for critical resource
management within technical facilities. The CS121 can act as a UPS (uninterruptible power
supply) manager for all other computers in the network. All of these products share many of
the same basic CS121 features, and some have special components and functions. The
CS121 products are most commonly used for the management of UPS systems, so in this
manual we specially reflect to the usage of such devices with your CS121. All of the basic
features and most of the product specific features and operation are explained in this manual.
This manual is the basis also for other CS121 based products like CS121, CS121BUDGET,
SENSORMANAGER, SM_T_COM, SITEMANAGER, SITEMONITOR, SITESWITCH4 und
RASMANAGER.

o Note: When using the CS121 to act as a UPS (uninterruptible power supply)
manager for other computers in a network it is necessary for those
computers that are being managed by the CS121 to have its own
RCCMD installation. RCCMD is the only possibility for enabling the
communication between the CS121 acting as a UPS-Manager and other
client computers in a network. While it is possible to add the different
computers as clients in the CS121 settings it is only possible for those
computers to act as an RCCMD client when they are running RCCMD.
Each computer running RCCMD must have its own RCCMD license.
This is the only possibility for the CS121 to fulfil its function as a network
UPS (uninterruptible power supply) manager. Setting up the RCCMD
commands is described in depth in the sections 2.3.2 Quickguide to
install an RCCMD-job and 5 Additional Software.

There are several CS121 SNMP-adapters available for different UPS and although they are
mainly made for UPS, the adapters can easily be modified by simply plugging in other products
like the SITESWITCH SS4-AUX, SENSORMANAGER, and Modems in order to add new
features.

There are two basic types of CS121-adapters: external and slot cards. The basic versions for
UPS come without MODBUS-protocol, COM2 for environmental sensors and manageability
and AUX for dry-contacts alarms. For more differences please see section 1.4 Comparison.
There are other external products based on the CS121 such as the RASMANAGER, which is a
CS121 with a built-in modem. Other external devices include the SiteSwitch 4 (for the direct
control over power sockets), the SITEMONITOR 64 (for monitoring up to 64 digital alarms),
and the SITEMANAGER 2 (a device with multiple functions) which are used for handling
facility management purposes that go beyond the UPS systems.

Generally, the SNMP adapter runs an embedded Simple Network Management Protocol
(SNMP) software agent. This agent responds to the SNMP operations “gets” and “sets” and
also forwards “trap-messages” to designated recipients when critical conditions occur to the
UPS - such as low battery status. Additionally, the adapter can send RCCMD signals to client
computers running the Remote Console Command (RCCMD) initiating automatic shutdowns
or other actions in case of an extended powerfail. (The RCCMD client is an extra system
module requiring its own license.)

1.1.2 Functionalities of your CS121

o SNMP Adapter CS121/CS121 Slot: The SNMP adapter is a compact unit requiring minimal
workspace (ca. 28x69x126 mm for the external adapter CS121L). The slot card versions of the
adapter (CS111 and CS121SC) get inserted into the extension slots of UPS models supporting
its card type.

e Serial Port: Two DIP-switches change the adapter's serial port (COM2) to a configuration
port for installation or to a communication port for environmental sensors, modem or other
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functions. The MODBUS-version uses the COM2 as RS485 and is not available for
configuration. The MODBUS version can be configured only via Webbrowser, Telnet and
Default IP address.

e SNMP-Traps for remote monitoring and pre-alarming: The main function of the SNMP-
adapter lays in the transmission of alarm conditions of the UPS to the monitoring station
(SNMP traps and RCCMD traps/commands). It also makes UPS data access able for users in
the network upon request. With this function it is possible to retrieve and monitor eg. battery
capacity of an UPS from an SNMP management station. The event settings configuration
menu also allows for SNMP trap testing.

* Remote Control: With this function it is possible to switch the UPS to Bypass (depending on
the model) or start battery tests. This remote command is executed either via the Network
Management Station or the UPS Management Software or any Webbrowser.

e Telnet: Every Adapter maybe reconfigured via the network, using Telnet or http after the
initial configuration of an IP Address for the adapter. Current UPS data can also be shown
using Telnet. Generally we recommend to use the Webinterface since Telnet (and
terminalconfiguration) does only allow to setup a basic configuration of the CS121.

e Works with all major NMS: The SNMP adapter works with most, widely used Network
Management Systems e.g. HP Open View HP UNIX and Microsoft Windows NT, Novell NMS,
Spectrum, Sun NetManager, IBM Net View/600 and others. All SNMP systems which either
allow the compilation of the MIB or already incorporate MIB RFC 1628 for UPS Systems, can
be operated with the Cs121.

e Multiserver shut down via RCCMD/RCCMD2 compatibility: The SNMP adapter CS121 is
able to initiate a network shutdown with any RCCMD modules from the UPS-Management
Software CD. A TCP/IP based RCCMD signal is sent to all RCCMD clients in the network. This
enables the remote shutdown of practically an unlimited number of client computers,
independent of which operating systems the clients are running. RCCMD is an optional part of
the UPS-Management Software. Your UPS dealer is able to provide you with Licensekeys for
the RCCMD. The UPSMAN service of the UPS-Management Software suite is an optional
module and not needed for that basic CS121 operations. We recommend to use the UPSMAN
service only if the UPS is connected via serial or USB cable, if a CS121 is connected only the
UPSMON (optional OEm designed Windows interface) and the Webbrowser are needed.

e RS-232 UPS Protocol Router — Pipe- through: The CS121 (not BUDGET versions) is able
to transfer the UPS RS-232 protocol on COML1 directly to COM2. This allows the use of
additional monitoring software on COM2 while making extra hardware (RS-232 multiplexer) to
multiply the UPS comport unnecessary.

e Logfile: CS121 has an internal logfile synchronized with either a set timeserver in your
network or from timeservers in the internet. This logfile can be accessed through the
Webbrowser, UPSMON, JAVAMON or via FTP. Due to the maximum file size of 250 lines
(depends on Hardware, newer HW131 have 2-3 more space), old entries are deleted
automatically.

o Network settings: The CS121 Models are adjustable to the network environment. An auto-
sensing function 10 or 100Mbit can be activated.

o Note: In large fast networks as is normally the case by CISCO or HP-Procurve
with auto-sensing switches problems can occur during the reboot of the
CS121. If this is the case and switches are being used then the auto-
sensing function might very well be the problem. Because the CS121 is
per default set to auto-sensing (ON), this can lead to the network
devices not being able to harmonise communication rates with one
another. This auto-sensing process can take a long time and is
sometimes never attainable. This taxes the CPU capacities of the
switches and can greatly slow down the network or even lead ultimately
to its failure. In this case a default network speed should be determined



and set after which, the CS121 can be changed from AUTO to the given
speed, "100half" for example.

e Email client: The CS121 adapters incorporate a built-in SMTP email-client, which is able to
send emails automatically in the event of an alarm.

e Web server: The CS121 Models contain a web-server, which displays all functions and
settings of the adapter. Non-Windows users may use the JAVAMON as graphically display for
UPS data (The JAVAMON module is not implemented in all versions.). Generally the CS121
Webserver is designed for the use with MICROSOFT INTERNET EXPLORER 6 with Active X
and is recommended as configuration and management interface.

1.2 About the communication with the CS121-Adapter
e MODBUS

Modbus is the de facto standard protocol in industry which is used in the building surveillance
and facility management. All CS121 types include an MODBUS over IP interface and
MODBUS over RS232. The CS121 MODBUS types do not have an RS232 interface at COM2,
here they use an RS485 interface. The CS121 BUDGET series does not support MODBUS.
Please see the appendix where also output and protocol interface are shown.

¢ SNMP

The SNMP (Simple Network Management Protocol) is the Internet-standard protocol for
managing devices on IP networks and is defined and standardized in Requests for Comments
(RFCs)-specifications. UPS systems are using in generally as Management Information Base
(MIB) the RFC1628-specification which defines UPS-specific devices.

The CS121 also comes with the standard MIB RFC1628. Because of this MIB is already part
of most SNMP software products, it is not required to compile the MIB (Please search the
MIB2 directory tree for a “UPS-MIB”). If you want to include your CS121-adapter to an SNMP-
Management station, which does not have the standard MIB RFC1628, you can download the
specific MIB from our website. (http://www.generex.de/e/download/cs12x/download_p.html)
Copy the MIB file to the appropriate MIB-directory of your SNMP-station and compile this file.
In most cases your SNMP already has implemented this MIB and a compilation is only
necessary if you want to read extra information than just UPS (e.g. for SENSORMANAGER,
etc.)

For additional information about MIB and NMS see also the section “UNMS” later on in this
manual.

For the CS121-SNMP MIB Implementation, please refer to the GENEREX download-page
http://www.generex.de/e/download/cs12x/download_p.html

This MIB is specially designed for the CS121 and includes SNMP values for all CS121 optional
products (Temperature, humidity, alarm contacts, etc.) Basicly this RFC1628CS121.MIB is the
original UPS MIB, extended by extra values supported from your CS121.

e TCP

Most common way to communicate with the CS121-adapter is over TCP. CS121 includes
UPSTCP, with gives you a complete interface to integrate the adapter into your network.

1.3 The CS121 Adapter Package

The standard CS121-adapter package contains an SNMP-adapter unit with supporting
hardware and software. (Note, that the Budget-models do not have all features.)

Optional is a mounting kit for wall and DIN Rail mounting.

Product Included in delivery

CS121L Power supply external. (For USA/CA UL: Supplied by NEC Class 2

(Extern) Power supply only) User manual English. Configuration cable for serial
port configuration via Terminalsoftware - and for connection of optional
devices for your CS121.




CS121SC
(Slot Chinese)

User manual English. Configuration cable for serial port configuration
via Terminal software - and for connection of optional devices for your
CS121.

CS121F
(Slot FUJI)

User manual English. Configurationcable for serial port configuration
via Terminalsoftware - and for connection of optional devices for your
CS121.

CS121R
(Slot
RIELLO/ARQOS)

User manual English. Configurationcable for serial port configuration
via Terminalsoftware - and for connection of optional devices for your
CS121.

CS121MOD
(Extern)

Power supply external. (For USA/CA UL: Supplied by NEC Class 2
Power supply only) User manual English. Configuration cable for serial
port configuration via Terminal software - and for connection of optional
devices for your CS121. Mini-8 connector for your MODBUS RS-485
connection via COM2.

CS121BL
(Budget Extern)

Power supply external. (For USA/CA UL: Supplied by NEC Class 2
Power supply only) User manual English. (Configuration only via
networkcable)

CS121BSC

(Budget Slot

Chinese)

User manual English. (Configuration only via network cable )




1.4

Comparison

CSi121 FEATURES and Supported CS121 COMMON FEATURES FOR ALL

MODELS OPTIONS UPS models |[MODELS *

Csi21L Second mini din 9 |All 1400 UPS | A cs121 devices are capable of managing

exteral COM port for models from - |ihe UPS models for which they are compatible
- RS232. AUX port |over 60

for digital input/

different UPS

— output. MODBUS  |manu-
9 ‘W RS485 option. facturers.
= Remote RAS
management
options.
CS121SC slot |Like CS121 L All Chinese/
external. Taiwanese
. standard slot
W), UPS models.
St ]
CS121F Second mini din 9 |FUJI UPS
FUJI slot COM port for
RS232. AUX port
for digital input/
output. Remote
RAS management
options.
CS121R Like CS121 F. Riello and
Riello slot Aros UPS
CS121BL Economic CS121 |All 1400 UPS
BUDGET with LAN UPS models from
external management only. |over 50
W= |(No MODBUS over |different
IP, no AUX port for |manufacturer.
dry contacts, no
COM2 interface for
= modem or
environmental
sSensors.
CS121BSC  |Like CS121 All Chinese/
BUDGET slot |BUDGET External |Taiwanese
standard slot
UPS models.

e 4

via the UPS’s native serial protocol. Each

CS121 integrates seamlessly into all
contemporary SNMP facility management
systems.

All CS121 models have their own web server
with configurable event management for
automating responses to power and UPS
status conditions. This includes Emails
transmission, RCCMD net work messages and
shutdowns, logfile entries, grafical logfile for
statistics, RCCMD Traps, UPS shutdown
functions and wake-up calls for computers
which have been shutdowned before (wake-on-
lan).

All actions and events may be configured
individually.

All CS121 have a built-in scheduler for regular
tasks like battery tests, battery calibration and
UPS shutdown/restore.

All CS121 have a wide range of network
management features for alarming users and
managing other SNMP devices and general
overall Computer and Power resource
management via RCCMD.

All CS121s (except BUDGET models) include
MODBUS-over-IP and an optional MODEM
interface.

All CS121s (except BUDGET models) offer a
COM2 for connecting environmental sensors or
for connecting other products and software to
manage the UPS.

All CS121 have 2 years warranty and a free
update period of 3 years. All CS121 are made
in Germany.
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15 CS121 overview
For CS121L, C and Slot card types

No. |Description

2) Network connection RJ45 10/100 Base T
Connector (with Status LED, green=link,
yellow=activity)

2 Serial com-port (COM2) for configuration
or connection of optional devices. (not
BUDGET versions)

?3) Error/Link LED UPS Status (Red=boot or
error, Green (flashing) = normal

4 AUX Input/Output for dry contact alarms
and relays

5) DIP-Switches for configuration mode

(6) Serial port (COM1) for UPS connection
(at BUDGET for terminal configuration)

@) (12V) DC Connection (Outside US : 9V-

30V)
Figure 1:  Connectors of the CS121
CS121 family:
CS121L = external device with external power supply 9V (US: 12V)
CS121SsC = slot device for Chinese UPS with slot (also as BUDGET, CS121BSC).
CS121F = slot device for FUJI UPS Japan
CS121R = slot device for RIELLO/AROS UPS ltaly

CS121MOD = external device with MODBUS RS485 port

CS121CS MOD= slot device with MODBUS RS485 port

CS121BL = external device BUDGET-Model (does not have COM2- and AUX-port)
CS121BSC = slot device BUDGET-Model (does not have COM2- and AUX-port)

e (1) LED-Status of Network connectivity: The LEDs which are integrated into the RJ45
connector (see No. 1 in the figure above) will signal with green a connection to the network
and with yellow network communication.

Green LED  |Red LED Adapter

OFF ON Adapter is looking for UPS/initializing. The start phase can
take up to 2 minutes

Flashing OFF Data flow/normal mode of the UPS

ON ON Communication to UPS interrupted

e (2) LED-Status of the CS121 HW131: The following table is valid for the CS121 HW131
only.

Operating Condition CS121 HW 131 LED-Signaling

Start procedure 1, unpacking of the OS red flashing

Start procedure 2, reboot of the OS red long on

If the red and green LED shine at your CS121 red AND green during reboot

HW131 during the reboot, huge broadcast traffic into
your network is present ,recieve buffer overflow".
The green LED is signalizing at the reboot, that the
Jraffic buffer” is full. Advice: You should filter
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broadcasts via your switch, because it comes to
performance losing of the CS121 HW131

unnecessary.
Normal condition green flashing
UPS communication lost red constantly

¢ (3) DIP-Switches: The DIP-Switches differentiate between two functions: Configuration- and
normal mode.

] ‘é

DIP-Switches: CS121L (left) in configuration mode (IP 10.10.10.10) and CS121SC

S
SR

Figure

: (right) in normal mode
Switch 1 Switch 2 Description
ON OFF Normal operation, device runs on the configured IP-address
OFF OFF Configuration mode  with default IP  Address
10.10.10.10 and active COM 2 configuration for Terminal
SwW

o Note: In the configuration-mode the full functionality of the CS121 is not
provided! Please change to a valid network address and put DIP-switch
1 to position ON as soon as you made your basic network setting! After
this, please continue configuring your CS121 in your network. Please
follow up the procedure in chapter 2 Quickstart in this manual.

Additional information for CS121BL/CS121BSC: The BUDGET-versions do not have an
external connection for COM2. This configuration interface has been routed to COM1 (UPS
port).

e (4) Power supply: A power supply adapter (wall socket unit) (DC, 12V) provides power for
the Adapter (external Model CS121L, CS121MOD, CS121BL only).

o Note: If you are using a different power supply unit from the one in the adapter
package, please consider that the polarity is set correctly. The adapter
might be damaged if the wrong polarity is used. The power supply
voltage should be at least 9V, 12 V is recommended.

For the CS121SC models C and the slot card, there are no power supply
units. These units will receive power directly from the UPS device. The
SNMP adapter C and slot card both incorporate a variable 9-36V input.

UPS Interface cable (extern devices only): Please use the manufacturer’s serial port cable that
came with your UPS to connect the UPS with the SNMP-adapter. Please contact your UPS
manufacturer, if you have questions. Only use the original RS-232 UPS cable for
communication, which was provided with the UPS. If your UPS has a contact closure port,
please use the manufacturer’'s special cable. Please consult your UPS dealer on information
regarding special cables.

1.6 A typical installation - CS121 in a network environment

A typical installation on the SNMP-adapter monitoring a UPS in an Ethernet network follows in
the illustration below. The SNMP-adapter communicates with the UPS to inform you about
your systems power condition.
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NMS (Network
Management Station)

Power cable

cs121 UPS
Figure 3:  CS121 in a network environment
1.7 Connect your CS121 ...

In generally you can choose between 3 ways to configure the CS121-adapter:

e By using the serial port you can make the configuration via a Terminalprogram such as e.g.
Microsoft-HyperTerminal. This configuration-mode allows you to make the fundamental
settings for network connectivity and for defining the event and action-settings.

By using a LAN-connection you can make the configuration via Telnet or Webbrowser:

e The configuration via Telnet supports the same interface as the configuration via
Terminalprogram.

* The configuration via Webbrowser allows you to make all kind of settings and configurations.
If you have any possibility, we recommend you to configure the CS121-adapter via this way.

o Note: External versions: At the CS121BL in configuration-mode a zero-modem
cable (not included) may be connected to COM1. Please use a Terminal
program to configure your CS121 via this connection. Option: At UPS
with a DIP-Switch to configure between the UPS built-in serial port and
outside serial port (e.g. UPS from PHOENIX TEC) you may insert the
CS121BSC into the slot and use the original UPS cable for configuration
via Terminal. We recommend to use the webbrowser as configuration
interface.

1.7.1 ... vVia serial port

The SNMP adapter incorporates two serial ports (not BL and BSC-versions), whereas COM1
(see figure “Connectors of the CS121” above) provides the connection to the UPS and COM2
is used to configure the SNMP-adapter.

CS121BSC:

At the CS121BSC in configuration mode you can use the original UPS serial cable of the UPS
and the in-built RS232 UPS interface to connect your CS121BSC via a Terminalprogram.

For the CS121BSC exists also the possibility to make the configuration via COM1. Therefore
you have to set DIP-switch 1 in Position OFF and connect to COML1 port to the serial port of
your workstation.

CS121 MINI/CS121 R_II:

It is required, that the DIP Switch 2 remains in position OFF, otherwise the device will not start
(valid for CS121Minislot/CS125/CS121R_II built 2008- 2010 from serial number 0123M-0001
to 0123M-1135).

13



Configuration cable (not CS121BL/BSC):

Your package contains a configuration cable, which connects to the serial port (COM2) of the
SNMP-adapter and the serial port of a PC with terminal software. It is sufficient to use a Dumb-
Terminal or Terminal-Emulationprogram, such as e.g. Microsoft-HyperTerminal. During the
configuration of the SNMP adapter please ensure that the DIP switches are in the correct
position. Please also refer to the section 1.5 CS121 overview in this manual.

1.7.2 ...viaLAN
Connect the CS121 with RJ45 cable (not included) to your LAN.

1.8 Verifying the CS121 connectivity

After the CS121-adapter is connected to the UPS and to the Computer via serial port or via
LAN, please verify the connectivity before you start to configure the CS121. The setup system
can be checked before and after a configuration using the following 3 steps:

e UPS-Status displays (LEDs)

During the boot-procedure, the red LED is on, whereas the green LED is off. (Models with
Hardware Version131 do also indicate uncompressing the firmware files with flashing red LED
lightening) The boot process can take up to 3 minutes. If there is an error, the red LED does
not go out. For more detailed information about the UPS-Status LEDs, please see section 1.5
CS121 overview.

After five to ten seconds after the boot-process, the green LED flashes rapidly; this indicates
that the SNMP-adapter is trying to start the communication. The adapter will indicate its
communication accessibility with random green LED flashes.

o Network status LEDs

The LEDs, integrated into the LAN-Connector (RJ45-), will signal a connection to the network
with green and with yellow network connectivity.

e Ping the SNMP-Adapter

Perform a PING-command from the SNMP-station or from another computer in your network
resp. NMS (Network Management Station).

If you do not get a response, check the SNMP-adapter network connection and IP-address of
the SNMP adapter. The IP-address of the adapter is set to 10.10.10.10 if DIP-switch 1 is in
position OFF (configuration-mode).

o Note: The different response rates during the ping process do not correspond
to an error. The adapter does not answer every ping signal at the same
speed, due to different sized UPS protocols. If UPS protocols are of
extensive size a timeout can occur briefly. A permanent timeout however
is an error.
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2. Quickstart

The Quickstart manual gives you a short instruction into the main features and how to make
some basic settings and guides you in connecting the SNMP-adapter to the network and UPS.

o Note: Before you start to configure the CS121 please ensure that your
connections are valid as described in section 1.8 Verifying the CS121
connectivity (Red network-LED off; green network-LED flashing in
intervals). Please take care that your UPS has been correctly installed
before and is running!

There are three methods available for configuring the SNMP-adapter: Telnet, terminal and
HTTP. These methods differ in the type of user interface and in the type of connection to be
used for the configuration. The telnet method shares similarities with both, the terminal and the
HTTP-method. Like the HTTP-method, the telnet method uses a network connection via the
IP-address to establish a communication, but it has the same type of user interface as used in
the terminal-method. The terminal-method requires that the SNMP-adapter be connected via
the serial cable to a host computer. The terminal and telnet methods provide the user with a
text menu indicating per alpha-numeric keys the possibilities for the user to either enter
configuration commands or navigate through the menu levels. The HTTP-method provides the
user with forms in which the system settings are either typed directly into a form or chosen per
drop down menu.

Although, all of the configuration possibilities, Telnet, Terminal and HTTP are generally
available, later in the parts of this manual only the explanation for usage of the HTTP-interface
will be provided. We strongly recommend to use the HTTP interface for configuration and
monitoring.

After you have completed the hardware setup and connected the SNMP-adapter, any of these
three methods can be used to configure the adapter for the network. For this purpose
depending on the configuration method, a communication must be established between the
adapter and user via a serial terminal session or via an established network route in a telnet or
HTTP session. CS121 allows a login only under the username “admin”. Upon entering a
telnet- or terminal-session with the adapter an authorization is required for which the default
password is:

“cs121-snmp”
2.1 Setting up basic network configuration
21.1 DHCP - Obtain an IP address automatically

By default DHCP is off at all CS121. From CS121 FirmWare Version 4.25.x you can switch on
DHCP via DIP switch 2 manually. Therefore the CS121 will get a DHCP IP address from the
DHCP server during reboot. Prior of that, you should detect the MAC address of the CS121 to
be able to find the IP address on your DHCP server. We recommend to use static IP
addresses, because the CS121 is used for multi server shutdowns via RCCMD too and it
might be, that the DHCP server got a breakdown. For that reason the delivery state of the
CS121 is always with DHCP OFF!

o Note: The function DHCP ON/OFF is valid for the following models only: all
CS121 HW 131 and all BACS Il Webmanager Budget (not valid for all
CS121 HW 121, SieteManager, SiteMonitor, MiniSlot and Piller 1/0
Board)!

212 Establishment of a static CS121 IP address manually (default delivery state)

The minimum requirement to operate the SNMP-adapter is to set the IP address, subnet mask
and the UPS model:

e The DIP-switches of the SNMP-adapter firstly need to be set for the configuration. DIP-
switch 1 is switched OFF in the top position as well as DIP switch 2 is switched OFF. Please
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note that the DIP switches of the SNMP-slot card adapter are situated on top of the circuit
board and DIP switch 2 remains in the OFF position in configuration as well as in the normal
mode.

o Note: For slot versions you have to insert and remove the device for any
reboot-process. This will not have any effect on your UPS but we
recommend doing such operations only when the UPS is not supplying
any load!

e As soon as the network-LED is flashing, add a TCP/IP route on your computer for IP-
address 10.10.10.10. This is done via a call from your command line e.g. "route add
10.10.10.10 <your computers IP address>". See also route -? for more help of route syntax.

e Test if you can ping the device now: Enter command ,ping 10.10.10.10“ and check if there is
any response. Now you can connect with any Telnet or HTTP-software and continue with the
configuration.

2.1.3 Using HTTP/Webbrowser

The entire configuration can be done via Webbrowser. Please use the default IP-address
10.10.10.10 and the TELNET password (default: “cs121-snmp”). The username is always
“admin”.

For the configuration using the webbrowser please observe the following:

We recommend the use of Microsoft Internet Explorer 6.x (or higher) or Mozilla 1.3x. Please
note, that Java scripting has to be activated. Using Internet Explorer, the corresponding
settings have to be made under “Internet options” - “security”.

We also recommend never to use the history function of the browser, as this may lead to
multiple transfer of commands (e.g. delete event jobs) to the adapter.

Upon entering a HTTP-configuration session, the user is required to enter a username,
"admin”, in addition to the password "cs121-snmp”.

UPS Status: @ UPS has no Output
AUX Status: ( © © ©  TempMan Status: 27.5 © 315 ¢

N0 O F0O

UPS Status

UPS Power Status
Status UPS has no Output, Seconds on Battery 0

CS121 Status Input Voitaye EEEN I Net zwerkkennwort eingeben
H

System & Network Status lprifiEnarey - Sl
UPS Status @rmitito Y Diese sichere \w/ebsite [auf 132.168 202 125) erfordert eine
AUX & TempMan Status Output Frequency 50.0 H2 Armeldung.

Sitemanager Status Load %

Geben Siz Benutzemamen und Kennwart fiir protected ein

Load in percent Benuzename | admin |
Configuration [T T g .

UPS Model & System
Metwork & Security

Timeserver
COM2 & AUX

Events

Save Configuration =

[# Das Kenrwort in der Kerrwortiste speichern

Fiéhfe 4:  HTTP - Administrator login
o Note: If the HTTP-method does not seem to be available, check to see
whether or not the red LED UPS Status (see section 1.7 Connect your
Cs121 ..)is lit.

» Call Configuration, “UPS Model & System” and choose your UPS Model from the drop
down list. Further configurations like Power, baud rate, cable type etc. were made
automatically (ensure your Browser has enabled JavaScript) and do not need to be set. We
strongly recommend to keep the default settings for this UPS unless you have instructions
from the UPS maker.

16



UPS Status: ) UPS STATUS OK
AUX Status: [ O} 3N ]

Sensor Status: © © ©

UPS Model & System Settings

UPS Model: XANTQ RT 1000 x
Power (VA): 1000
C8121 Status RUAE 1000
System & Network Status Hold Time {min): 5
UPS Status
UPS Functions Recharge Time {h): 5
AUX & SensorMan Status Baud Rate: 2400 |=
Configuration Cable Type: Serial =
UPS Model & System Exchange COM Ports: O
Network & Security
RAS Configuration
Scheduled Actions

Figure 5: HTTP - UPS Model & System Settings

»  Apply your settings with the button at the right side.

» Change to menu “Network & Security” and specify IP-address, Gateway and Subnet mask
to the CS121-adapter.

UPS Status: ) UPS STATUS OK
AUX Status: © © © ©

Network & Security Settings

Sensor Status: © © ©

MAC Address: 00-02-CO-AB-CA-AD
Network Card Speed: I AUTO -
Local Address: [182.-156 202154
CS5121 Status
System & Hetwork Status Gateway Address: |1 92.168.2021
UPS Status Subnet Mask: [255255 255.0
UPS Functions
AUX & SensorMan Status DNS Server: 0.0.00
Configuration Chanoe Administrator P - —
UPS Model & System LRGP
Confirm Password: I
RAS Configuration

Figu.ré 6: HTTP - Network & Security Settings
»  Apply your settings with the button at the right side.
» Change to menu “Save Configuration” and click “Save Configuration”.

2.14 Using Telnet / MS-HyperTerminal

2141 Building up a connection

Use of Telnet, enter the command: ,telnet <IP-Address>“, whereas <IP-Address> is in the

configuration mode set to 10.10.10.10.

Start a Terminalprogram (e.g. MS-HyperTerminal) and ensure that the serial communication
cable for COM2 is connected. To build up the connection, mind the following communication

settings:


http://192.168.202.164/admin/net.shtml
http://192.168.202.164/admin/cman.cgi?cmd=saveboot

2%
Port Settings | Adapter
Baud rate 9600
Bits per second: | 3600 hd Data b|tS 8
Databit= [ =] Parity None
; Stop Bits 1
Parity: |Mone i
Flow Control None
Stop bits: |1 hd Xon/Xoff
e (| Handshaking None
CRI/LF OFF
Local Echo OFF
Terminal Type ANSI (VT100)
ok | canest | s |

Figure 7:  Terminal communication settings

Please confirm this window with OK when you have done all settings. The Terminal is now
ready for communication with the SNMP-adapter and the main menu will start after the

password has been entered. (Default password is “cs121-snmp”).

o Note: The number of password-characters is limited in Telnet. Please do never
use a password longer than 15 characters if you intend to use the

configuration via Telnet!
2.1.4.2 Main menu & IP-Settings

ot Telnet 192.168.202.164

=101 x|

Main Menu

IP Address,. Gateway Address & SHMP System Group
Access Controls of SNMP Communities
Trap Receivers

UPS Settings

Event Settings

Network & Security Settings

COM2 & AUX Settings

Display Settings & Logfiles

Reset Configuration to Default
Current UPS Status

Save, Exit and Reboot

Exit without Saving

Il te Lt e T T T
[=1-cl—0 -1--El- - I*- LY ] g
ol e el b bl e el b e e el

Enter Command => _

-]

Figure 8:  Telnet - Main Menu

To select any option in the main menu enter the number of the option at the Enter command

=> prompt. The program displays the desired screen.

» Type 1 at the prompt and you enter the menu “IP Settings”. Within this menu you can

enter basic network configurations, e.g. IP-address, Gateway-address etc.
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elnet 192.168.202.164 = IDIﬂ
IP Settings ;I
ocal Address: 192.168.2082_164 Mac Addres=z: BA-B2-CA-AB-CA-AA
ateway Address: 192.168.202.801
ubnet Mask: 255 .255.255.088
MS Server: AAA . AdE _ AeA . BeR
yzContact:
yzName - C8—121
yzLocation:
ttached Devices: UPS protected devices
COMMANDS -
[ 11 Set IP address
[ 21 Set gateway address
[ 31 Set subnet mask
[ 41 Set DNS server
[ 51 Set sysContact
[ 61 8et sysMame
[ 71 Set sysLocation
[ 8] Set UPS Attached Devices. (ex. 1 PC. 1 Printerd
[ B] Back to Main Menu
EXAMPLE:
to set the IP address to 128.1688.98.57
=> 1 128.180.90.57 j
Enter Command => _ ~

Figure 9:  Telnet - IP Settings

To change values, enter the number of the option, type <space> and enter the name. Press
<enter>. Your new value displays next to the field heading on the top of the screen. If you want
to return to the main menu, press 0 (zero) and <enter>.

For example: To assign the IP-address of the SNMP-adapter, the gateway and the subnet
mask type at the prompt:

1, <space>, the IP address of the SNMP adapter, <enter>
» Enter Command => 1 192.10.200.0

» Enter Command => 2 192.10.200.254

» Enter Command => 3 255.255.255.0

To assign the system contact name, type 5 and enter the name of the person to contact about
the SNMP adapter.

» Enter Command => 5 Mr. Harry Hirsch

To assign the UPS name SysName, type 5 and enter name of the UPS:

» Enter Command =>6 USV 1

To assign the UPS location SysLocation, type 6 and enter the location name:
» Enter Command => 7 Building 12

2.1.4.3 UPS Settings

» Choose option 4 from the main menu and you enter the menu “UPS Settings”. Within this
menu the user needs to select the UPS model the CS121-adapter is connected to (usually at
COM1).

19



¢+ Telnet 192.168.202.164 = ||:||l|

UPS Settings :l
[ 11 UpsModel : BANTO RT 1608
[ 2] Location H
[ 31 Power <UA> : 1088 [ 41 Load <UA> : 1888
[ 51 Hold time<m>: & [ 6] Recharge time<hd:
[ 71 UpsID :a [ 8] Baudrate : 2488
[ 91 Battery Installation Date: B1_81.2885
[ D1 System shutdown (minutes before battery end — downtime?: &
[ E1 Exchange COM Ports: HNo
[ 81 Back to Main Menu.

COMMANDS =

Enter 1 for a UPS—Model list.
. go enter a Model type 1 <{modelnr>_ex.: 1 1 selects No UPS Model def
ined.

To alter default parameters enter datafield number and value.

ex.> 3 3080 sets Power to 3JBBBUA

ex_: 7 B1.82.2082 sets Battery Installation Date to 1st of Fehruary

2002
Enter Command => _ ﬂ

Figure 10: Telnet - UPS Settings

The CS121-adapter distinguishes here generally between Cable- and Serial-models. With
Cable, the adapter and the contact interface of the UPS are connected with a special cable.
Using Serial, UPS models connect to the adapter via the serial UPS-cable. (Part of the UPS
package). Serial is default, when the user selects a UPS model name from the drop-down list.
When Cable is used, please search the list for the corresponding UPS model and cable type.

The CS-121 supports serial models with its own RS-232 protocol as well as contact UPS
models with the cable types O,C,1-10. Those contact cables are UPS or alarm system specific
and should be provided by the corresponding manufacturer. Our Cable documentation shows
examples of those cables if they are individually made cables.

Please choose the corresponding Serial UPS model or Cable-model communication
parameters. Parameters like baud rate etc. are preset for the corresponding UPS model.

o Note: By selecting the UPS model, the communication protocol is selected at
the same time. If your UPS does not appear in the list, ask your UPS
dealer if another model from the same series can be substituted.

» Select Option 1 to get a variety of possible UPS models. After chosen a model, the default
values of the corresponding UPS model can be configured by typing the number of the option
followed by the value.

o Note: Please do not change parameters except of UPS-model unless you want
to choose specified configuration according your UPS-model!

. o«

Please note option “D”: “System shutdown (minutes before battery end — downtime)“: This
value determines how many minutes before a complete battery unload the event “System
shutdown” from event menu is executed.

The shutdown time interval needs to be set large enough, so that adequate time for a system
shutdown is allocated before the UPS runs out of power. Please calculate this value
generously e.qg. if the battery time of the UPS is 10 minutes and the event procedure takes 2,5
minutes, ensure you start (configure) the shutdown (or other event action) 3 minutes before the
UPS is switched off, so that more than enough time is available to complete the corresponding
event action.

2144 Save configuration

» Call “Save, Exit and Reboot”’-command from the main menu. (The communication to the
adapter will be lost).

ATTENTION: Keep the Telnet, Terminal, Webbrowser window open until the device has been
lost or you see a message that reboot is under progress. If you close the configuration window
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too early it may corrupt the upsman.cfg configuration file. (see also section 4 Adapter
Software-Updates (Firmware))

o Note: Various options and settings for UPS-configuration can be done under
Telnet or HyperTerminal, e.g. setting access controls of the SNMP-
communities, set traps, set display settings, etc. However, the
configuration via Webbrowser offers a much more convenient way to
configure the CS121. If you have any possibility we recommend you to
use this way.

2.2 Adapter-restart and boot procedure

» After you have finished the basic IP- and network-settings you should set DIP-switch 1 in
position ON and restart the adapter with your configurations.

You can perform an adapter restart by unplugging the power supply of the CS121 and wait
until the adapter has restarted with your configurations.

Alternatively you can restart the Adapter with the “Reboot”-Option in the “Save Configuration”-
menu of the Webbrowser. The following message will displayed:

Adapter is rebooting now !

Saving logfiles, configuration and battery capacity to flash memary...

Adapter will reboot now !

Saving logfiles, configuration and battery capacity to flash memory...

Please wait at least 60 seconds then press reload

Figure 11: HTTP — Adapter reboot dialog

A successful restart of the adapter is indicated with the CS121 UPS- and network-LEDs as
described in section 1.7 Connect your CS121 ....

» Reconnect your Webbrowser with the adapter using the configured IP-address. (e.g.
http://192.168.10.123)

Your CS121-adapter is now ready for further configurations!

o Note: If the adapter's HTTP-service is not available, check to see whether or
not a red Status-LED is lit.
Further, test if you reach the adapter with a ping-command. Enter
command ,ping <IP-address>“. If the adapter doesn’t answer to the ping,
check also whether your network routes the IP-address.

2.3 Introduction in the event configuration

The configuration of the CS121 is based on events, whereupon an event can be an UPS-
triggered event such as powerfail, battery low etc., and also events, which are released by the
CS121-adapter, like events from the AUX-port or a connected SENSORMANAGER for
example.

The CS121-configuration allows you to assign one or more actions to each event. An action
can be to send an Email-notification to specific users as well as to perform a shutdown-signal
to several client stations. In addition, it is possible to specify when and how often an action is
to be released.

2.3.1 About same basic events

Please call the menu “Events / Alarms” in the Web-browser to open the main configuration-
site, whereon all configurable events are listed. In the following, we introduce same basic and
important events which should be in general handled from every CS121-Adapter. For a
complete description in-deep please see section 3 Configuration of the CS121.

e Powerfail
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The event “Powerfail” will be released when the UPS has lost the power supply. This event is
usually used to proceed operations like backup-strategies, batch-files to be executed on client
stations etc. pp. You can configure such jobs with the “Remaining time”-parameter to ensure
the actions will be executed completely.

e System shutdown

The event “system shutdown” will be released, if the configurated “System Shutdown Time” (in
the menu “UPS model and system”) is reached. This means, there are yet the configurated
minutes left until the battery’s capacity is expected to be finished (as calculated by the
adapter).

This event should only be used to proceed all operations concerning your forced shutdown
szenarios. Further operations are usually configurated on the event “Powerfail”.

o Note: This EVENT is the final task a CS121 can initiate before the UPS
switches offf DO NOT use this EVENT for triggering shutdowns via
RCCMD etc. because the remaining time in this status is not secure. We
strongly recommend to use the event “Powerfail” and configure the
RCCMD shutdown calls with a UPS “remaining time”, this is the best
way to send RCCMD shutdowns to several IP-addresses in a certain
logic or sequence!

* Battery low

The event “Battery low” will be released from the UPS when the battery charge has reached a
critical state.

¢ UPSMAN started

The event “UPSMAN started” is periodically released in normal operating mode. You can use
this event to configure jobs, which should be executed as long as the adapter is working in
normal mode.

o Note: Same UPS models allows you to configure the thresholds for releasing
UPS specific events individual. CS121 also supports these features if the
UPS includes this possibility. See also section 3.2.10 Events / Alarms in
this manual.

2.3.2 Quickguide to install an RCCMD-job

Condition for setting-up an RCCMD job in the CS121 configuration (like Shutdown for
example) is the installation of RCCMD at the client workstation.

o Note: Each RCCMD-Installation requires a licence key! Usually, the CS121
Adapter Package includes already one licence key. This license key can
only be used once per installation. If more computers need to be added
to the shutdown process, additional licenses are required.

Please follow the description in section 5.1 RCCMD to install RCCMD at the client-workstation.

After you finished the client-side installation of RCCMD you can configure an RCCMD-job at
the CS121-adapter:

For example to configure a job, which initiates a shutdown-signal to a client-workstation,
please enter the event “System shutdown” in the menu “Events / Alarms”. The following “Event
Editor” then lets you add a new job.
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‘Powerfail’ Job 7 7
Function: | Send RGCMD Shutdown to remnote client ~ | When: Immediately, once

ClientIP: [152 168,202 154 © Always

Client |EUEI3  Evary[n seconds

Port

(Default:  Aer ID seconds

6003):  pftar ID seconds & repeat

 pftar ID seconds on battery

 a 0 seconds remaining time

Apply Cancel

Figure 12: HTTP — Job Editor — Introduction

See the figure above, how to configure the RCCMD shutdown for a Client-Workstation. Note,
that you enter the correct IP-Address of the Client.

Now the RCCMD shutdown procedure is already completed. Press the “Test’-Option in the
Event Editor to verify your settings.
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3. Configuration of the CS121

o Note: After you have finished the basic network configuration you should have
set DIP-switch 1 in position ON and rebooted the adapter. At the SC slot
cards you have to remove the card from its slot and change the DIP
Switch 1 to position ON. After this, re-insert the card. Info: There is no
risk to remove/insert the slot card, there will be no effect on the UPS

output.

3.1 CS121 Status-Monitors

The Menu “System & Network Status” shows basic information about general configuration
settings:

System Info & Network Status

System Information

CS121 Hardware  C5121-C-2003 Location
CS121Frmware  CS5121-SNMP v 3.51.4 System Name C5-121
HyNet(5 Rel. 2.4.0(r/) - har 10, 2008 S EE
FFTarget Server Rel. 2.4.50rel) - Mar 10, 2008 Attached Devices UPS protected devices
DRIVER Generex C5121.8 Rel, 2.4.26(vichael) - Jun 02, 2006 . b
Loader: BOOTWNTZ-2(GH), ROM-uersion: 2.3.0¢ak) - May D4, 2006 Sys_lem Time: 02.01.1870 05:23:51
UPS Manufacturer Online Uptime: 0 days 4 hours 23 minutes 51 seconds
Total Uptime Approx. 0 days 13.2 hours

UPS Model HANTO RT 1000

Network Status

MAC Address 00-02-C0-AB-CA-AD Telnet Server on
Network Speed  AUTO HTTP Server on
IP Address 192.168.202.164 Upsmon Server on
Subnet Mask 256.255.295.0 Use RCCMD2 Traps Yes
Default Gateway 192.168.202.1 SNMP Server on
DNS Server 1821682021 Use SNMP Coldboot Trap Mo
EMail Server mail generex-gmbh de Use SNMP Authentication Trap MNo
Time Server 2961529 Modbus Server On

Figure 13: HTTP - System & Network Status

The Menu “UPS Status” gives information about the actual UPS-data, above all the state of
charge and battery load:

UPS Status
UPS Power Status
Status UPS STATUS OK.
UPS Model HANTORT 1000 Locatioh
Input Voltage 22TV Seconds on Battery 0
Input Frequency  L1: 50.0 Hz L2:0.0 Hz L3:00Hz Battery Voltage 4160V
Output Valtage 230% Battery Capacity 100.0 %
Output Frequency /& Autonomy Time 32.91 minutes
Load T % UPS Temperature  27.6

Load in percent

Battery Capacity

-
Figure 14: HTTP - UPS Status

The Menu “UPS functions” allows you to perform USV test- and control-scenarios like battery
tests, etc. The UPS functions depend on the UPS type and its functions. Some UPS only allow
a remote on/off, others have more functions.
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UPS Configuration / Test / Control Functions

UPS Configuration Battery Tests
Enable Auto-Reboot  © E| D Short Test Start | _ Cancel
Enable Bypass fUPSoff ¢ E| D Batteries of UPS will be tested for same secands!
Enable I Disable Buzzer Action Custom Test |3 Min, _Start | _Cancel

BHatteries of LIPS will be tested for the time above!

General off ¢ e|lo]

Bypass operation < _E | D |
Etary opecation ¢ 1] 151 Long Test Start | _ Cancel

Batteries will be tested until battery |ow appears!

EiD the cancelling of buzzer by key control

Bypass operation ( _E | D Restart UPS

Battery operation < | E | © | Start Cancel

‘FaunLnuMUPS Recetve | Show UPS OFF i 1 tmin. f UPS O in 2 min.!

Attention: Power up reset of Ioad is being carried out!

Figure 15: HTTP - UPS Functions
AUX & SensorMan Status:

The AUX & TEMPMAN status shows the actual measurements of the

environmental sensor devices SM_T_COM, SENSORMANAGER or TEMPMAN.

3 5121 SNMP/Web Adapter soft Internet Explorer

Datei Bearbeten  Ansicht  Favoiten Extras 2

-5 QR A VEDB B BE - | e [@miiesizy
UPS Status: © UPS STATUS OK
Aux status: ¢ ©© € TempMan Status: 0.0 © 00© o0 @© 00@©
AUX & TempMan Status
AUX Status ?
1z Fileserver 2 AUX Port 2 3 AUX Port 3 4: AUX Port 4
C$121 Status
System & Network Status
[ o] [ oFF]
Sitemanager Status
¥ Switeh OFF | switchon_ |
JavaMenitor
[y
UPS Status
Configuration
UPS Model & System TempMan Status (TempMan not connected) ?
SR & SRR Sensor  Location Value Unit Threshold (Low) Threshoid (High) Scaling Factor
€Ls 1 Temperature Sensor | 00 Degres Gelsius 0.0 100.0 1.0
EMail 2 Temperature Sensor2 0.0 Degree Celsius 0.0 100.0 1.00
I:“o“r:;:.“:u'x 3 Temperature Sensor 3 00 Degres Caisius 0.0 100.0 1.00
4 Temperalure Sensor 4 0.0 Degree Celsius 0.0 100.0 1.00
Events
Save Configuration /=
Logfiles
AlarmLog
Datalog
ExternalDeviceL oy
WWeb Links
CS1210niine Manual
5121 Firmware Update
Java Runtime Emdronment
|&] Fertig [ [ [ [ Lokales Intranet 7

Figure 16: HTTP - AUX & SensorMan Status

connected

In the above figure, a button menu is presented in which the ports 1 and 2 can be clicked on
and off. A yellow light bulb indicates that output to the corresponding port is being provided,
while the gray unlit light bulb indicates the status of being switched off in which case the
connected device is not being provided with power. The buttons ,Switch Off* and “Switch On”
are password protected. This is the same password that has been set in the CS121-
configuration. The ports 3 & 4 are configured as input sensors, here the OFF symbol shows an
open contact, and alarm would show a closed contact. The AUX port of CS121 can be

configured as output or input — or a mixture of both.
3.2 Configuration
3.2.1 UPS Model & System

Use this menu to define the communication between the CS121-adapter and your UPS.
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UPS Model & System Settings ?

UPS Model: [entorRTIO0 =] UPS ID: [
Power (VA): [l System Name: fegrz
Load (vAY [ioon—— System Location: [Ramburg
Hold Time (min): | R System Contact: [estztaammnistator
Recharge Time () - Attached Devices: [UPS rctected devices
Baud Rate: [2e00 =] Battery Installation Date: [ororzoos
Cable Type: [Seral =] System Shutdovn Time: [E minutes
Exchange COM Ports: r
oot |
Custom Values ?
Custom Text1: - Custom Text4: .
Custom Text2: Custor Texts:
Custom Text3: Custor Texté:
oot |

Figure 17: HTTP - UPS Model & System

With the parameters UPS ID, system-name, -location, -contact you can describe the UPS and
CS121. This is useful e.g. to locate the UPS physically and can be used among others for
event settings.

o Note: Do not change the default UPS-Parameters for Baud Rate and Hold time
unless you have special instructions from the UPS maker.

Please note the field “System Shutdown Time *: This value determines how many minutes
before a complete battery unload the event “System shutdown” from the event menu (please
cp. according section 3.2.10 Events / Alarms) is executed. Attention: This EVENT is the final
task a CS121 can initiate before the UPS switches off | DO NOT use this Event for triggering
shutdowns via RCCMD etc. because the remaining time in this status is not secure. We
strongly recommend to use the Event Powerfail and configure the RCCMD shutdown calls with
a UPS ‘“remaining time”, this is the best way to send RCCMD shutdowns to several IP
addresses in a certain logic or sequence!

o Note: Please apply your changes before leaving the menu to send the values
to the CS12l1-adapter - do not forget to press “SAVE & EXIT &
REBOOT” after you have finished your configuration work!

The section ,Custom Values* contains 6 fields with can be used to save custom specific
comments concerning your UPS.



3.2.2 Network & Security

MAC Address: 00-03-05-0E-30-72 Enable Telnet Server:
Network Card Speed: 100FULL : + Enable HTTP Server:
Local Address: 192.168.222.224 HTTP Port: 30
Gateway Address: 192.168.222.100 WTTP Refresh Time: 10
Subnet Mask: 255.255.255.0 HTTP Default Page: UPS Status -
DNS Server: 192.168.222.100 Enable HTTP Tooltips:
Use DHCP: [ o000 Hide HTTP Device Status Link: [
Use ICMP Check: Hide HTTP Device Status Graphic Link: B
192.168.222.100 Hide HTTP Device Functions Link: (=}
192.168.222.29
192.168.222.155 Enable UpsMon Server:
Upshlon Port: 5769
Change Administrator Password: Use RCCMD2 Traps:
Confirm Password: Enable RCCMD Listener: (=}
RCCMD Listener Port: 5002
Change UpsMon & S54 Password: RCCMD Timeout: 150
Confirm Password: Use RCCMD SSL: B
Use UpsMon Passwaord for Web Pages: ]}
Enable SNMP Agent:
System Name: Cs-121 Use SNMP Authentication Traps: lal
System Location: Use SNMP Coldboot Traps: al
System Contact: SNMP Trap Version: 2~
Attached Devices: UPS protected devices
Enable Modbus over IP:
Modbus Slave Address: 1
Static ARP Entries Modbus Mode: RTU =

Figure 18: HTTP - Network & Security Settings

This menu configures the CS121 network card settings, passwords and enable/disables
several adapter and network services.

o Note: We recommend to set the Network Card Speed NOT to “Auto”, but
rather to the accordant speed of your switch. In addition we
recommend to open the TCP/IP and UDP ports only, that the CS121
is using. Please take a look into the chapter Appendix D. D.9 for
further information. To fend foreign reboots out of the network, we
recommend to disable the port 4000 at your switch. Please note,
that you are not able to update the CS121 firmware anymore.
Enable the port 4000 again, if you want to update the firmware.

Enable RCCMD Listener: Among others, here you can allow the CS121 to act as an RCCMD
listener client. This makes it possible for another UPSMAN-Manager, CS121, SITEMANAGER
or other RCCMD compatible sender to send the adapter an RCCMD command like sending
one of the AUX output ports a high or low signal — or to start other actions.

You can also set the MODBUS configurations in this menu. The configuration requires only the
following entries:

e Enable Modbus over IP: Every CS121 model with Firmware Version 2.0 (or higher) can
also transfer UPS data via the MODBUS-protocol on IP (port 502). You may use any
MODBUS client to read the UPS value from CS121. For using the RS-485 interface, you must
use a CS121MODBUS (special hardware) in other cases you have to use MODBUS-over IP.
This is enabled by default, you may disable this feature via Telnet or HTML-configuration.

e Modbus Slave Address: Enter the corresponding number, meaning which number in the
chain (bus) the adapter is.

e Modbus Mode: RTU (Binary mode) or ASCII mode text output. Please select the type with
the scroll down menu.

o Note:
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ASCIl Mode works at CS131 & CS121 platforms with communcation parameters 7/E/2, or
7/E/1 or with 7/N/2 from baudrate 1200 to 38400. We recommend for ASCII the use of 7/N/2
and the highest baudrate supported by your device.

RTU Mode works at CS131 & CS121 platforms with communcation parameters 8/E/1 or
8/N/2 or 8/N/1 or 8/E/2 or 8/0/2 or with 8/0/1 from baudrate 1200 to 38400. We recommend
for RTU the use of 8/E/1 and the highest baudrate supported by your device.

e Enable Hardware Watchdog: (from firmware 3.87) This is a function that should avoid
hang-ups of the CS121 HW131 (via network problems or other, external devices). This
function is only available at the newer hardware 131, not at the 16bit model CS121 HW121.
The hardware watchdog will be triggered every 20 seconds from one of the CS121 services. If
they get no response, the CS121 will restart by itself. Thereby the broadcasts like denial of
service attacks will be switched off reliable. The hardware watchdog should be used only, if
you cannot determine the cause of a hang-up. If reboots occur often, please contact the
support for an analysis. To switch off the hardware watchdog, uncheck the box “Enable
Hardware Watchdog” and click the “Apply” button. Click the Save Configuration menu and use
the function “Save, Exit and Reboot” and restart the adapter completely. Now achieve a cold
start!

e Change Administrator Password: The password protects against unauthorized usage and
manipulation. The default password is "cs121-snmp". In case you have "forgotten" your
password a master password can be generated using your adapter serial number. Please
contact your manufacturer for more information.

e Change UPSMON & SS4 Password: This is a separate password (default: “cs121-snmp)
and allows to open UPS FUNCTIONS and SS4 FUNCTIONS only to specific users. With this
password, which is valid for the TCP/IP connection to the UPSMON too, the user may switch
on/off the UPS, start battery tests, switch SITESWITCH 4 outputs, but can not change any
other setting on the CS121 configuration. Exception: If the administrator password (default
identic) was not changed. The UPSMON is a Windows client, which is able to connect via
network to the CS121. The UPSMON and SS4 password is used as protection. Advice: For the
activation of the new password (apply button), it is required to reboot the CS121 via the ,Save,
Exit & Reboot” function.

The UPSMON password blocks entry to the UPSMON tools battery test and emergency shut
down. Knowledge of this password enable users to gain access to these security relevant
functions.

3.2.3 The CS121 with DHCP utilization

The firmware version 4.xx and higher contains DHCP. With DHCP your CS121 will get an IP
address automatically from the DHCP server. Please note, that this address allocation should
be fixed, because RCCMD, which checks the addresses of the senders, will not be functional.

Click the “Network & Security” button in the CS121 configuration and check the “Use DHCP”
box.
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Network & Security Settings
MAC Address: 00-03-05-18-00-65 Enable Telnet Server:
Network Card Speed: AUTO 'I Enable HTTP Server:
Local Address: 182.169.222.201 HTTP Port:
Gateway Address: 192.168.222.100 HTTP Refresh Time:
Subnet Mask: 285.255.255.0 HTTP Default Page:
DNS Server: 192.169.202.8 Enable HTTP Tooltips:
Use DHCP: I¥, [255 255 2565 755 Enable UpsMon Server:
Use DHCP =
Change Administrator Password: Receive IP address from DHCP server, ener:
You can configure a specific DCHP server or use 255.255.255.255 for DHCP broadcast,
Confirm Password: T RCC] istener Port:
RCCMD Timeout:
Change Upshon & SS4 Password: Clear
=L _I Use RCCMD SSL:
Confirm Password:

Figure 19: HTTP - Network & Security DHCP Settings
Click the “Apply” button and reboot the CS121 with the “Save, Exit & Reboot” function.

Fallback address: If the DHCP server will not be available, just reboot the CS121 to use the
fallback address. This address is equivalent to the settings of the local address in the menu
+Network & Security Settings“. When DHCP will be available again, just reboot the CS121 to
use the DHCP address.

3.24 The CS121 with ICMP Check
From the firmware version 4.26.x the CS121 is able to answer and send ICMP polls, to check
the quality of the network and, in need, can reboot itself.

Use ICMP Check: Hide HTTP Device Status Graphic Link: |}
192.168.222.100 Hide HTTP Device Functions Link: [
192.168.222.29
m Enable UpsMon Server:

UpsMon Port: 5769

Ch Administrator P: o Use ICMP Check

ange Administrator Password: Mark this checkbox and enter up to 3 IP addresses to enable the ICMP check.

G This will periodically send a Ping to the configured addresses to check the state of the CS121 TCP/IP stack.
It is recommended to use the Gateway address here.

RCCMD Listener Port: 6002

Figure 20: HTTP - Network & Security ICMP Check

You can enter up to 3 addresses, which will be checked via ICMP. If all 3 addresses are not be
reachable, the CS121 will reboot itself after 750 seconds (default). We recommend to use the
IP address of a gateway and 2 more addresses, which are reachable steady. If you enter only
1 or 2 addresses, the amount of the checkable addresses is reduced and the possibility to
initiate a reboot will increase unnecessarily, because less addresses are at hand for the check
of the network quality. If the CS121 will reboot itself often at enabled ICMP check, an analysis
of the network is required (e. g. Wireshark), to be able to find the reason. If this should not be
possible, you should disable all ports at your switch, which are not required for the CS121, to
avoid unnecessarily network traffic. Please take a look into chapter Appendix D., D.9 for further
information.

o Note: The CS121 supports 3 functions of ICMP via RFC 792:
0 — Echo reply
3 — Destination unreachable
8 — Echorequest

Other RFC 792 functions are not supported

3.25 Function hide of HTTP links
The CS121 firmware version 4.23 or higher provides the function to disable the following
HTTP links into the “Network & Security” menu:
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Network & Security Settings ?

MAC Address: 00-03-05-18-00-81 Enable Telnet Server:

Network Card Speed: AUTO - Enable HTTP Server:

Local Address: 192.166.222.186 HTTP Part: 20

Gateway Address: 192.168.200.1 HTTP Refresh Time: 10

Subnet Mask: 255.255.255.0 HTTP Default Page: BACS Status -
DNS Server: 0.0.0.0 Enable HTTP Tooltips:

Use DHCP: E o000 Hide HTTP Device Status Link: o

Hide HTTP Device Status Graphic Link: o ]
Change Administrator Password: Hide HTTP Device Functions Link:
‘Confirm Password:

Figure 21: HTTP — Network & Security Hide HTTP Links

3.2.6 Configuration Static ARP Entries
The CS121 firmware version 4.x or higher provides the configuration of static ARP entries into
the “Network & Security” menu:

ARP Settings
IP Address MAC Address IP Address MAC Address

01 192.168.200.17 00:11:85:17:E9:B5 7
02 192.168.200.18 00:11:85:17:E9.B6 18
03 192168.200.19 00:11:85:-17-E9.B7 19
04 20
05 21
06 22
o7 23
08 24
09 25
10 26
n 27
12 28
13 29
1 30
15 31
16 32

Figure 22: HTTP — Network & Security ARP Settings

You can determine into the ARP Settings, which IP address to which MAC address will be
assigned. Therefore the ARP entry will not expire for this IP address. The ARP table will be
determined firmly and will never expire! Case of application: HP Teaming or an ARP entry is
desired, but the ARP table cannot be restored automatically.

3.2.7 Scheduled Actions

Action: [RECHO Shown 1P or Hostname:

Self Test
Battery Test
Custom Test

Next Occurrence:

Eewiency Onling (inverter Mode)
Ofline @ypass Moce
s Grss o
Switch UPS Outlet
Suitch AUX Port
RCCHD Message

Send Wake-On-LAN Magic Packet

Figure 23: HTTP — Scheduled Actions
In the “Scheduled Actions” menu you can schedule the following actions:
Self test: A self test is a short hardware test, which switches the device to a short discharging.

Battery test: A battery test is a short battery test, which switches the battery to a short
discharging.
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Custom test: A custom test checks, if the batteries are able to hold the downtime at least.

Full test: A full test is used to calibrate the UPS and will discharge the batteries till the ,battery
low* limit. This test should be done once a year at most, because to avoid a damage of the
batteries.

Online (inverter mode): This is a function to switch into “Normal Mode” (power supply of the
battery). This status is the normal UPS mode and it is actual not necessary to schedule any
kind of commands.

Offline (bypass mode): This is a function to switch into “Bypass Mode”. Thereby the inverter
of the UPS is not in usage and the current would not be buffered, if a failure would occur. This
mode displays a failure of the UPS, please call the UPS service to solve the problem.

Shutdown UPS: This action causes the switch off of the UPS. This could be arranged, if a low
charging of the battery occurs, in case of a fire alarm or a power failure happens.

Switch UPS Outlet: This is a function to switch of the UPS outlets (not provided of every
UPS).

Switch AUX port: In general the AUX port is used for additional contacts, which can be
configured as in- or output (e. g.: as input for alarm contacts of an air conditioner or as an
output to switch a connector). If the contacts will be configured as inputs, they are able to be
used as event in the “Event Settings”. Additionally you can establish jobs, if they are
configured as outputs. The menu “Switch AUX port” is for outputs only. You cannot switch
inputs!

RCCMD Shutdown: Here, IP-addresses from computers with RCCMD connection (receivers)
in the network can be entered. The CS121-adapter can then initiate a multi-server shutdown.
The timing for such a shutdown procedure depends on the configured down time of the
adapter (default: time of the remaining capacity of battery in min., during a long power fail.) or
on a countdown timer. Extended CS121-adapters can also use more events (e.g. battery low,
battery defect, communication lost etc.) as RCCMD signals. Please contact your UPS dealer
for more information.

RCCMD Message: With this job the user can combine and configure a text message with
RCCMD event. Text messages can be sent to RCCMD receivers. This makes it possible to
send text messages via RCCMD (version 2 or higher) to a Windows 2000 server or a Unix
computer, using the “NET SEND” or the respective “WALL” method. The problem with notifying
network users on different operating systems is therefore solved.

RCCMD Command: This RCCMD signal will cause any RCCMD receiver (e.g. another
CS121, RCCMD client or SITEMANAGER, SITESWITCH4) to execute a command or
program, e. g.: to start a program at a remote work station.

Native UPS Command: (for very experienced users only) This is a function to execute UPS
own commands. Assumption: The user knows the “Command IDs” and the proper parameter.
These commands require additional parameter. If you want to use these kind of commands,
just contact your UPS dealer.

(De-) Activate Event: This is a function to switch off appointed events/alarms.

Send WOL: WOL stands for “Wake on LAN”. This function uses data packages to prompt
other computers in a local network to start-up. Please use this function in the event “UPSMAN
started” to wake up computers which have been shut downed previously after an extended
power outage, which cause the CS121 or UPS to switch off completely. Additional you may
add this WOL signal to the EVENT “Power restored”. Advice: Not every network cards are
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providing this function or are password protected. Activate this function into the BIOS settings
of the motherboard.

Send Periodic Email: This is a function to send the log files via email periodically (from
firmware 4.xx and higher).

3.2.8 Email

If you wish to define actions to send Emails depending on specified events you need to
configure the Email settings.

Wail Server: mail somewhere.com Use EMail Authentication: 3
Sender Account Name: |some one@somewhere.com Login Name: [someone]
Send EMailto CS121 Admin on all Events: - EMail Password:
5121 Admin Account: [admin@s omewhere.com Confirm Password:
Email Subject: [rest
{(Ritach AlarmLog 1o EMait 2

achan i & |_otersins B |
Test EMail Settings g
Recelver:
Subject; [C5121 TestMail

[This is @ B121 testmail
Wait:
Send

Figure 24: HTTP - Email Settings

In this menu the internet name of your SMTP mail client is required. If DNS is not configured,
the actual mail server name’s IP-address has to be entered. Please also note that the sender
account name (e.g. ups@mailserver.de) should not be a random name since some
Emailservers do not allow this. We recommend to use an existing account e.g.
ups@mailserver.de. Most servers require matching account name and mail server names. E.g.
someone@somewhere.com would be correct, whereas just “someone” would not be sufficient.
If the server name and account name do not match, the following error message will be
displayed in the CS121 alarm lodfile (after some minutes): “Mail: bad answer from mail server:
501 UPSIP204@wrong server.com sender domain must exist.”

The user can check the lodfile if the email transfer works. The logfile (text.log under the
adapter’s root directory ../Flash/text.log) can be viewed using FTP, via the UPSMON tool or via
the Webbrowser “Alarm log”.

The firmware version 4.xx provides the function ,Attach AlarmLog to Email“. Enable it and
every email, that will be send from the CS121, will contain the AlarmLog. If you enable the
function ,Attach all Custom log files to email®, every email will contain the AlarmLog,
UPSData.log and ExternalDeviceLog. Additionally the email contains the parameters UPS
Model, UPS Location, IP-Address of the CS121, System Time and Actual Event.

Mailservers outside the LAN require a username and password. For this function please use
“email authentication” and enter a username and the corresponding email password (twice).
Note: Do not use email authorization if this is not required by your mailserver !

If authorization is required, the email function “AUTH LOGIN” (the CS121 adapter supports
only this function) needs to be supported. (e.g. Freemail.de). This changes the protocol from
SMTP to ESMTP and a password is required.

The length of the password should be a minimum 3 and a maximum of 63 characters.

» Send a test-mail to validate your settings after you have applied the mail-settings. A short
message on the menu indicates whether the test-mail could be sent or not.

The usage of the settings in the live operation requires the reboot of the CS121 via the “Save,
Exit & Reboot” function!

o Note: Please ensure that you have specified a DNS-server in menu “Network
& Security” if the mail-server could not be reached.



3.2.9 Timeserver

The CS121 uses a timeserver to supply the correct date and time of any event in its local
lodfile. If no Timeserver is set, the CS121 will not use date and time in the lodfile, but a date
stamp of 1970. For the normal operation of the CS121 a timeserver is not required, but we
strongly recommend to set access to a timeserver.

Timeserver Settings ?
SNTP or RFC868 TCP compatible timeserver listening on port 37 required
To disable the timesenver feature set timeserver address 110 0.0.0.0

An exemplary public timeserver can be found here (could be used for both protocols):
129.6.15.29 : National Institute of Standards and Technology
or try using a Windows computer in the local network.

Current system time: Thu Jan 6 17:37:50 2011

Timeserver Address 1: 129.6.15.29 SNTP

Timeserver Address 2: 0.0.0.0 SNTP

Timeserver Address 3: 0000 SNTP

Connection Retries: 2

Timezone: (GMT+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna

Automatically adjust clock N
for daylight saving changes: (implemented for european timezones only)

Synchronize Time: [7] onincoming RAS connection

[ on outgoing RAS connection

[ Synchronize C5121 With Timesenver

Set System Time Manually
Timezone: (GMT+01:00) Amsterdam, Berlin, Bern, Rome, Stocknholm, Vienna
Date&Time: Date: 6§ ~ Jan - 2011 +

Time: 17 - 37 - 50 -

Figure 25: HTTP - Timeserver Settings

The timeserver is important to synchronize the UPS lodfile to the actual time. The adapter
supports up to three different timeserver IP-addresses. Both, RFC868- and SNTP- protocols
are available. Enter the IP-address of any timeserver in your LAN or in the internet. In the
internet you will find many timeservers supporting RFC 868 TCP requests, e.g. the IP-address
of the timeserver of the National Institute of Standards and Technology is 129.6.15.29; the
timeserver of the Physikalisch-Technische Bundesanstalt is 192.53.103.103.

o Note: The timeserver will synchronize immediately following the reboot
(featured with Firmware 3.03 and newer). If the synchronisation fails, the
CS121 will attempt another timeserver synchronisation. Following that,
the CS121 will attempt a synchronisation with the timeserver every 24
hours. It is required to unlock UDP port 123. From Firmware 4.17 the
timeserver will synchronize in a 10 minute interval for at most 24 hours,
after it the synchronization interval will be reduced to 24 hours.

The CS121 firmware version 4.28.x provides the option to set the system time manually.
Please note, that after the next reboot the synchronization will be lost.

Attention: The NEWAVE UPS got a special feature: Time synchronization via MODBUS
command 99. With this signal, the internal clock of the CS121 will be reset to 01:00 every
night, because of the optimization of a correct time. To avoid that the CS121 internet
synchronization process will correct this time again (regularly process at every restart and
every 24 hours), it is required to disable the SNTP timeserver into the CS121.

Every Windows computer offers the by “Windows Time” a timeserver which synchronizes the
time of the PC with an internet clock. How to setup the MS-Timeservice is described below.

If you do not have any internet access in your network, you may setup a timeserver which use
the PC clock. For this you may choose any freeware from the internet or download from here:
http://www.generex.de/wwwfiles/timeserver/atcs22.zip
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e Test Timeserver connection: This option is testing the Timeserver connection with a time and
date stamp. Please note that the connection to the timeserver only works, when the adapter is
not in the configuration mode (IP 10.10.10.10). The CS121 should have a timeserver to
synchronize the UPS alarms with your local time. Without a timeserver the CS121 would use a
default time from 1970.

o Microsoft Windows SNTP Timeserver: As timeserver you can use any e.g. Windows PC in
your network which has access to a timeserver in the internet or a local PC clock. To use the
Microsoft Windows timeserver you have to configure and start the “Windows Time Server”
service — see screenshot in the service list:

=101 %]

Datei
= m |

Dienste (Lokal)

Aktion  Ansicht 7

B(@>r n 1

Windows-Zeitgeber Hame % | Beschreibung | Status | futostarttyp | Anmeldenals | -
g wrwiw/-PUblishing Stellt Webverbindung und Webverwal..,  Gestartet Automatisch Lokales System

Den Dienst beenden WHI-Leistungsadapter  Bistet Leistungsbibliotheksinformatio Manuell Lokalss System
Den Dienst neu starten ” _
. n

rtet
%Winduws—\d&rwa\tungsi . Bietet eine standardr ... Gestartet Automatisch

Lokales System

Beschreibung: S windows-Frewall/Gemel... Bietet allen Computern in Heim- und K., Gestartet Automatisch Lokales System
Verwaltet die Datum- und @ Windows-Bilderfassung .., Bistst Bilderfassungsdisnsta fir Sean, Maruel Lokales System
Uhrzeitsynchronisierung auf allen Clients a.. o i

M, sl Wiy = %}Winﬂnwﬁ Tn<taller Fiint Anwendunnen. die als @in Windn.. Marnel I nkalrs Swatam

FTgure 26: MS-Timeservices
To turn your Windows computer into a timeserver, double-click on the clock in the lower right
taskbar and open the following example. After some seconds the tab “Internet Time” appears.
Click on “Internet Time” and check if the timeserver you have chosen here works correctly.

Date and Time Properties 2| Date and Time Properties 2x|
Date & Time | Time Zone | Internet Time | Date & Time | Time Zone Intemet Time |
Date ~Time

|~ Automatically synchranize with an Internet tme server

]

Server: Update Mow |
1oz B v The time has been successfully synchranized with time windows.com on
3 4 5 &6 7 8 9 13.04.2008 at 11:31,

10011 1z @ 14 15 16
1718 19 20 21 22 23
24 25 26 27 28 29 30

11:55:03 ﬁ Mext synchronization: 13.04.2006 at 12:31

Synchronization can occur only when your computer is connected ko the
Internet. Learn more about time synchronization in Help and Support

Current time zone: W, Europe Davlight Time Center.
= ok | caneel | aeph |

After having configured and started your Microsoft Windows Timeserver you have to reboot
your computer and check the Event Logfile of Windows to ensure, the service was started
correctly. In this case, you can configure your CS121 Timeserver using the IP-address of this
Windows computer.

o Note: Please check if your computer is reachable through the network. You
may have to change the Windows Firewall settings.

At Windows Server 2003 and 2008, it is required to enable the NTP server into the registry
manually. Open the following folder:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\W32Time\TimeProviders\Ntp

Server
Click with the right mouse button onto “Enabled” and change the “Value Data” from 0 to 1.
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. Registry Editor
File Edit Wew Favorikes Help

3 Erum ] [ Hame Type | Data
-1 Parameters [3B)cpefaul) REG_SZ (walue not set)
{0 security B8] AllownonstandardiodeCombinations  REG_DWORD 0x00000001 (1)
{2 usbregp Dlitams REG_SZ CWINDOWS|system3z\waztime. di
{3 usbhub REG_DWORD 0x00000000 {0}
8 ESS%DS'Y(%R [R¥]1nputProvider REG_DWORD 000000000 {0}
{0 vds
- vgasave
8 x::iﬁ:ower Edit DWORD Yalue H
g Valsnap Walue name;
vss
=+ w32Time e
{1 Config Value data Base
{1 Enum ' Hexadecimal
{21 Parameters
3 Security " Decimal
-0 TimeProviders
£ MepClient Cancel
LT
{2 waswe

{21 WebClient
{21 Windows WorkFlow Fo
{1 WinHtt pAutoProxy S

{21 Winsockz
{23 winTrust
-] wies
- WndmPrmsh
23 wmi

{20 WmidpRrpl
-0 Wmidpsry
- wuausery
-] WZCSvC
{20 smlprov
([ Controlsetons
(] CurrentConirolSet =

o ,

‘My Computer\HKEY_LOCAL_MACHINELSYSTEM ControlSet0011Services\ W32 Time)\ TimeProvider s\NtpServer

Figure 27: Registry NTP Server

3.2.10 Events / Alarms

The Event/Alarm-pages are the main feature of the CS121-configuration and are based on a
combination of events and actions (resp. Jobs). At CS121 there are various events defined,
such as e.g. “Powerfail”, “UPS Battery bad”, “Battery low” etc. Each event the CS121-adapter
allows you to release one or more actions. An action can be e.g. to write a logfile-entry in the
alarm-logdfile (as default all events do perform an logfile-event), to send an eMail or to perform
an RCCMD-Command (e.g. shutdown signals to several RCCMD Clients). For a short
introduction into the handling of Events and Actions see also the section “Quickstart”.

In this menu the relationships between system events such as alarms and the actions to be
taken those events are defined.

» To configure your events and actions open the menu “Events / Alarms”. The menu “Event
Configuration” shows you an overview about the events and the number of configured actions.

Event Configuration

Event Overview

RCCMD RCCMD RCCMD upPs RCCMD

Event Log EMail st e Execute St AUX Dialer e
Bovwesfail ] 0 1 1 1 ] ] ] 1
P o Powerfail 4 Jabs

System §1. RCCMD Msg 192,168.202.147
2. RCCMD SD 192.165.202.147
LUPSMAN 3. RCCMD Exe 192.168.202.147
LUPS conl4, RCCMD Trap Powerfail on #SERVER UPS can power system for #AUTONOMTIME min.

Fiéulrléﬁzs: HTTP - Event Cdnfigurz;tion with tool tipﬂ

(LT R U
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http://192.168.202.164/admin/event.cgi?e=15
http://192.168.202.156/admin/eventlist.cgi
http://192.168.202.164/admin/eventlist.cgi

» Choose the event you wish to configure to enter the event editor.

UPS Status: © UPS STATUS OK

@ AUX Status: @ © © ©  Sensor Stans: © © ©

NMPIVWeb Adapter Event Editor

Event:'Powerfail'

Event Jobs for 'Powerfail'

C§121 Status JobType When Parameter 1 Parameter2 Parameter 3
System & Network Status 1 Edit Del Test Log P100  Powerfail
UPS Status 2 Edit Del Test RCCMD O Powerfail on #MODEL . Autonomietime

Ll oS Trap #AUTONOMTINE min
AUX & SensorMan Status

Configuration Add new job
UPS Model & System
Network & Security Backto event overview

Figure 29: HTTP - Event Editor

The Event Editor allows you to edit, delete and test existing events, as well as to add a new
event job. Please click on the desired action to enter the Job Editor, who lets you make the
configuration.

Here in the following a short example how to configure an RCCMD-Shutdown signal. For
further explanations please see section 3.2.10.5 RCCMD Jobs later on in this manual.

e Generally, the event “Powerfail” (in same environments also named “Backup mode”) should
be used to enter the RCCMD-Shutdown commands, where required with a delay (“do after”) or
depending on the remaining time.

Event Jobs for 'Powerfail
Job Type When Parameter 1 Parameter 2 Parameter 3
1 Edit Del Test Log P100  Fowerfail
2 Edit Del Test RCCMD Msg © 192.168.202.51 G003 Afterntion: Powerfail occuredll
3 Edit Del Test RCCMD SD P12 192168123123 6003

Figure 30: HTTP — Event Editor, Example of a Shutdown-Configuration

o Additionally, all Actions of the Event “Powerfail” should also be entered in the Event “Battery
low” whithout any delay.

e The Event Editor offers you 3 commands on each Job: Edit, Delete and Test. (See figure
above) Please note: the Test will perform the execution actually, which means for exeample,
that testing a RCCMD-Shutdown Job will actually relealse the Shutdown-Signal at the Client-
side! You should perform a Shutdown-test not until you have switched off the Shutdown-
procedure at the Client. (RCCMD Configuration, Button Configure shutdown)

o All Jobs are saved not until you executed the Save, Exit and Reboot-Procedure, not until the
device is restarted and running in normal mode (DIP-Switch 1 is ON).

e The number of jobs per event ist limited. CS121 Series 2001-2006 allow up to 25 jobs,
running under Firmware 3.5x even up to 35 jobs (approximatley, depends on the jobs). If more
jobs should be executed, you have to configure RCCMD as relay-station, as described in
section 5.1.2.

3.2.10.1 Treshold events

Some UPS models allow you to configure thresholds for releasing UPS specific threshold
events individually. CS121 also supports these features if the UPS includes this option. In this
case, you see at the main Event menu “Event configuration” at the bottom an additional link
“Configure threshold events”. Click here to add a new individual threshold event and you enter
the configuration page “Threshold Events”, within you get the possibilites to configure
individual events.
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http://q01.generex.de/admin/thresevents.cgi

Device Status: () UPS STATUS OK
Sensor Status: © © ©

Threshold Events

Threshold Events

1 Sk_analogue 1<13.00 EditEvent Delete Event  EditJobs Add Threshold Event

2 SM_analogue 1=37.00 EditEvent Delete Event Edit Jobs
Variable: Baltery voltage :

Direction:

Seconds on Battery
Threshold: | Battery Autanomy (m)
Battery charge (%)
UPS Temperaure
Input voltage P-N
Qutput load (%)
SM_analogue 1
SM_analogue 2
SM_analogue 3
SM_analogue 4
SM_analogue §

SM_analogue &
SM_analogue 7
SM_analogue 8

Figure 31: HTTP — Treshold event

The CS121 firmware version 4.27.x or higher provides the option to configure pre-threshold
events for the analog sensor inputs (temperature, humidity etc.) additionally. In this example a
pre-threshold alarm for a SM_T_COM temperature sensor for the value temperature low of
13°C and temperature high of 37°C were defined. The analogue values for external sensors
are configurable through the variable SM_analogue 1-8. The proper threshold events for
temperature low of 10°C and temperature high of 40°C were defined into the menu “COM2 &
AUX’” for the SM_T_COM.

COM2 Settings

COM2 Mode: SM_T_COM - . . 3 .
COM2 Baud Rate: 38400 = Please note: COM2 is always used for configuration as long as DIP switch 1 is off!
COM2 Parity: None ~

SM_T_COM Settings

Location Unit Threshold (Low) Threshold (High) Offset
Temperatur Testfeld Degree Celsius 10.0 400 0.0

Figure 32: HTTP — COM2 Treshold events SM_T_COM

3.2.10.2 Logfile entries

For a numerous of events logfile-entries are already pre-configured as default. To configure a
new logfile-entry, type in the field “Text” the desired message you wish to enter in the logfile
and choose the option on the right side, when/how often the message should appear in the
logfile.

Job Editor

Web Adapter

CS121 Status Function:  [Write to Logfile - When: € Immediately, once

System & Network Status Text: Fowertail € Always

UPS Siatus & Every[100 seconds

UPS Functions

AUX & SensorMan Status € after [100 | seconds
Configuration © After |100 | seconds & repeat

LrErri S © afier 100 | seconds on battery
Network & Security
RAS Configuration
Scheduled Actions

SHMP Apply | Cancel

EMail

Cat 100 seconds remaining time

37



Figure 33: HTTP - Job Editor: Lodfile-entry

Example above: The text “Powerfail” will written into the logfile every 100 seconds for as long
as the event is present. Other actions on events such as Email, RCCMD-shutdown, UPS-
Dialer, TempMan etc. can be configured in the same way. Each event may have an unlimited
number of actions (executed now, delayed etc.).

o Note: Do not forget to apply your changes before leaving the menu to send the
values to the CS121-adapter!

The CS121-lodfile is located in the adapter root directory “../flash” The user can read the
Alarmlog-file using a FTP connection with the default IP address 10.10.10.10 or the configured
IP-address and the username/password combination “admin/cs121-snmp”. Alternatively the
logfiles can also be watched with the GENEREX monitor-tools UPSMON or JAVAMON resp.
via the Webbrowser. About the logdfiles-contents please see also section 3.3 Reading the
Lodfile.

3.2.10.3 Email-Job

‘Powerfail’ Job 3
Function: ~ Send an EMail - When: @ |mmediately, once
Receiver:  someone@somewhere.com ) Scheduled in 0 seconds

‘Separate recaivars by comma to send mal o more then one recsivar, 00 1Ot iNSart S3ioNs] SpacEs. =
D Every 0 seconds

Text: Powerfail on #MODEL . Autonomietime ##
Options: 7] Uge text as subject (L) After 0 seconds
Aftach Alarmlog ) After 0
[/ Attach Datalogs seconds & repeat Actions will only be executed if event condition

- Is still true after the specified seconds!
(L) After 0

seconds on battery
Sa o
seconds remaining time

Figure 34: HTTP - Job Editor: Email-Job
To configure an Email-job follow the entries in the figure above.

o Note: Please ensure that your Email settings in the menu “Email” are valid.
(See also section “Email” above)

Besides text entries, variables can also be integrated into the email from the CS121-adapter.
This may personalize your emails. A list of available variables are documentated in the
appendix (Section E Available Variables of the CS121). Please mind, that the variables are
only getting filled if the event actually occures, not by testing the action. (So simulation is not
possible, you have to create a real alarm to see the full message)

For example please see the figure above: There, the variables #MODEL and
#AUTONOMTIME will be substituted with their current values when the action will be released.

Please notice the syntax, that each variable name must be started with the character # and
must be ended with a <space> character.

»  Apply your settings and test the Email-job in the “Event Editor” to ensure Email will be
sent.

e Continuous, periodic events:

To define an event job which will be executed continuous, e.g. daily, create a job on the event
LUPSMAN started®, as in the following figure:
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"UPSMAN started’ Job 2

Function: Send an EMail - When: ) immediately, once

Receiver: someone@somewhere.com Scheduledin 86400 seconds

Text: UPSWMAN started © Every 86400 seconds

Options: Use text as subject After 86400 seconds
Attach Alarmlog

Attach Datalogs After 86400

seconds & repeat Actions will only be executed if event condition

is sfill true after the specified seconds!
After 86400

seconds on battery
A 86400
seconds remaining time

Figure 35: HTTP - Job Editor: Continuous event job

3.2.10.4 Email-To-SMS

In order to send a SMS message in case of an alarm, you have to use the “Email to SMS
Service” of your GSM provider. This is a service where the UPSMAN sends an email to the
service center of your GSM provider, who converts the email into an SMS. This service is
standard in most GSM networks and very reliable compared to modem solutions. For receiving
emails as SMS you have to contact your GSM provider to open this service. In the following we
describe how this works with some GSM providers in Europe, since these providers change
this very often, please refer to the website of your GSM provider to find out how “Email to
SMS” can be activated for your cell phone.

Example:

GSM Provider T-Systems D1

Your D1 email address will be D1Nr.@t-d1-SMS.de (e.g.:01711234567@t-d1-sms.de) Please
note that you enable receiving emails on your cell phone. This is done by sending a SMS with
the message “OPEN”, to the number 8000.

Only the subject or the text field of the email will be transferred as a SMS, 160 characters from
the subject and text field.

Important: If you want to stop receiving emails, please send a SMS to the number 8000, with
the text “CLOSE”.

(If you want to enable the email transfer again, just send a message to the number 8000,
containing the text “OPEN”, as described before.)

GSM Provider Vodafone

In germany the vodafone email-to-SMS server is called ,vodafone-sms.de"“. Please take a look
onto the vodafone website of your country for the accordant server name.

Please note that you enable receiving emails on your cell phone. This is done by sending a
SMS with the message “OPEN”, to the number 3400.

Only the subject or the text field of the email will be transferred as a SMS, 160 characters from
the subject and text field.

Important: If you want to stop receiving emails, please send a SMS to the number 3400, with
the text “CLOSE”.

(If you want to enable the email transfer again, just send a message to the number 3400,
containing the text “OPEN”, as described before.)

Other providers

Please ask your cell phone network provider for informations about the email to SMS settings.

3.2.10.5 RCCMD Jobs

RCCMD (Remote Console Command) is the world’s most successful shutdown client for
heterogeneous networks and is the most secure way to establish a UPS multiple server
shutdown sequence today. RCCMD clients are listening to an RCCMD server which is usually
an UPSMAN software, CS121 or any third-party UPS manager which has a license to use
RCCMD. An RCCMD server is found inside any CS121 and is triggering RCCMD clients in
case of alarms. Therefore RCCMD requires such listeners on each client-computer you wish to
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forward RCCMD signals. For installation of RCCMD at client-side please see the section in
chapter “Add-on software”.

o Note: RCCMD clients are optional and not freeware. Most CS121 are
equipped today with a single RCCMD standard license, some UPS
makers add more licenses, other do not deliver any license at all with a
CS121. Contact your UPS maker and ask for the license regulations for
RCCMD in conjunction with your CS121.

o Certain pre-settings are imperative for all RCCMD actions.

- First of all in general regards to the CS121-adapter as an UPSMON Server, the ,Enable
UpsMon Server” and the ,Use RCCMD2 Traps*® controls boxes must be checked in menu
“Network & Security Settings”. (default is ON) This enables the CS121 to execute its RCCMD
actions.

- Secondly, the CS121 adapter and the RCCMD client must both be appropriately configured
in order to reach one another using RCCMD commands over the network.

e Because the CS121 adapter plays an active roll when executing its actions “Message”,
“Shutdown” and “Command” (that is to say the CS121 -adapter sends an RCCMD-signal to an
RCCMD client), it is necessary, to enter the IP-address in parameter 1, and the port number of
the RCCMD client in parameter 2 (default port is 6003). Additionally, the RCCMD client must
either be pre-configured with absolutely no sender filter or should be pre-configured with the
IP-addresses of the particular UPSMAN servers (like UPSMAN, CS121 or other RCCMD
compatible sender) that are to function as recognized senders. These configurations take
place when installing the RCCMD client service. Further details are in the RCCMD software
documentation.

Attention: At the function RCCMD Command it is required to configure a job for every single
client. It is not possible to request several clients/IP-addresses in one job to execute a
command.

e RCCMD also includes the feature “RCCMD Trap”. RCCMD Trap is a method for sending
information to the RCCMD stations which have been applied to the CS121. RCCMD Traps
invokes messages at all RCCMD stations. Because of RCCMD plays an active roll in this
mode no receiver information is to be entered in the parameters of this job (see also following
sections). It is condition to enable the RCCMD Trap control box in the menu “Network &
Security Settings”.

e The CS121-adapter uses the parameter-based RCCMD Version 2, which can execute
different actions on the same TCP channel. RCCMD Version 1 clients can only execute one
action (shutdown file execution as default, so any RCCMD signal which is transmitted to an
RCCMD client V1 will cause a shutdown of this server ) RCCMD Version 3 is capable to
handle also redundant UPS installations (eg. PC with 2 power supplies and 2 UPS).

o Note: For all 3 RCCMD event functions a list of the user configured RCCMD
receivers appear in every RCCMD event.

3.2.11 The amount of RCCMD clients is limited and dependent of the size of the
clients per CS121 are guaranteed. If you need more than 50 clients to reach,
to use RCCMD relays (see chapter 5.1.4). However it is only possible to
the same time, meaning that the first 50 RCCMD clients are executed
etc. We recommend to change the timing parmeters of the RCCMD-jobs that
50 commands are transmitted at the same time. We also recommend to use
as Relaystation if you want to shutdown more than 50 computers from a
section 5.1.2 RCCMD with SSL for Windows

The Secure Sockets Layer (SSL) protocol is a cryptographic protocol that provides security

and data integrity for communications over TCP/IP networks.

Use your Web-browser to navigate to the address of your UPS Web-Manager. Click the
“Network & Security” configuration button and enable the SSL network feature.
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Network & Security Settings

MAC Address: 00-03-05-0E-09-E1 Enable Telnet Server:
Network Card Speed: AUTO w Enable HTTP Server:
Local Address: 192.168.202.98 HTTP Port: 20
Gateway Address: 192.188.202.1 HTTP Refresh Time: 10
Subnet Mask: 255.255.255.0 HTTP Default Page: UPS Status
DHS Server: 192.168.202.8 Enable HTTP Tooltips:

Enable UpsMon Server:
Change Administrator Password: Use RCCMD2 Traps:
Confirm Password: Enable RCCMD Listener: [

RCCMD Listener Port: G002
Change UpsMon & S54 Password:

RCCMD Timeout: 180
Confirm Password:

(USERCCMD ssL: )

Use UpsMon Password for Web Pages: B

Figure 36: RCCMD SSL Settings

The SSL network feature requires correct time settings, so it is required to configure a
timeserver. Click the ,Timeserver* configuration button and enter the address of at least one
timeserver.

Time Settings ?

RFC868 TCP compatible fimeserver listening on port 37 required
To disable the timeserver feature settimeserver address 1 to 0.0.0.0,

Some public timeservers (could be used for bath protacols):
129.6.15.29 : National Institute of Standards and Technolegy

192.53.103.103: P Technische Bundesanstalt

‘Current system time: Thu Dec 4 23:49:26 2008

(TmeserverAddress1: 19252103103 SNTP <)

Timeserver Address 2: 0000 SNTP hd

Timeserver Address 3: 0.00.0 SNTP -

Timezone: (GMT+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna

Automatically adjust clock

for daylight saving changes: (implemented for european timezones only)

Connection Retries: 2
Synchronize Time on B
incoming RAS connection:
synchronize Time on &

outgoing RAS connection:

([ TestTimesener1 || [ TestTimesever2 | [ TestTimeservara | | Synchronize CS121 clock now.

Figure 37: Timeserver Settings

Click the ,Save Configuration“ button and the ,Save, Exit & Reboot* button to confirm your
settings.

CS8121 Configuration Manager

Reset to Factory Settings
Load the C5121 factory settings into the configuration editor.

Cancel Recent Changes
Reset all changes and reload the saved settings.

Save Configuration
Write all changes to flash memory. Changes will be used after the next reboot.

Backup Configuration
Store a backup of the configuration on your local harddisk. (Use right mousebutton and “save target as”)
MOTE: For UPLOAD older config files to new firmware versions please contact support.

Reboot
Rebootthe C5121 without saving configuration changes.

MmO v Iy U

Save, Exit & Reboot
Write all changes to flash memory and reboot the CS5121. (Please be patient after clicking here)
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Figure 38: Settings Confirmation

Start the RCCMD Wizard installation again and enable the SSL network feature.
=1 ]

IP address list of all RCCMD servers that are allowed to send a
shutdown command to this client [no entry means:every server).

Add Address ..
Delete Address
Edit Address ...

Metwork zettings

Configure advanced
network settings like IP
address to bind, port
and 551 or uze the
default values.

UPSMAN

RCCMD ver. 40.0.7

< Back Mest » Cancel

Figure 39: SSL Configuration

[Advanced network settings |25

IP address and port:

IP to bind to:  [127.0.0.1
Birovase for [P...
on Port: E003

S5L
(IV Use gecure connection [S5L) )

Cancel | ok |

Figure 40: Advanced Network Settings

3.2.12 RCCMD with own SSL certificates

In this chapter we will describe, how to use an own SSL certificate with RCCMD, e. g.
OpenSSL ( http://www.openssl.org ):

Be your own CA

Using OpenSSL it is quite simple to become your own CA. Just run:
CA.pl -newca

Done! Just ensure, that you select a useful CN (common name)!
Create your RCCMD certificate

You need to create your certificate for RCCMD now. As it will use it for verification, it should
contain the same useful common name (CN), that you selected for the CA. The private key
must not be encrypted to let the RCCMD Client (service) start without trouble. Therefore we
use the “—nodes” option and the “-newreq” command:

CA.pl -newreqg -nodes

Sign with your CA:
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CA.pl -sign

Now create an empty file named “rccmd.pem* and copy the cert information of newcert.pem
(rcemd certificate), newkey.pem (private key) and cacert.pem (CA) into it. Please note, that the
exact copying is required to use it without trouble!

Use your own RCCMD certificate
Do the following steps at the RCCMD Client and every sender (e. g. UPS Web Manager):
. Backup the existing “rccmd.pem”
. Replace the existing “rccmd.pem” with your own
. Restart the RCCMD Client
. Restart the RCCMD Sender

o RCCMD client as relay station)

o Note: The RCCMD timeout is 60 seconds, meaning that after this time the
communication to the RCCMD client will be stopped and a logfile entry
will be made. When an OK response from the client is received, the
system assumes a successful RCCMD Shutdown and proceeds with a
shutdown of the next 50 RCCMD clients. Every minute one batch of up
to 50 RCCMD clients can be executed without SSL.

License regulations:

Please note that in order to use these functions legally, the corresponding RCCMD client
program is installed and started from the UPS-Management Software CD. The RCCMD
license code can only be used once per installation. If more computers need to be added to
the shutdown process, additional RCCMD client licenses are required.
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o Note: All network components, such as routers, hubs etc. need to be fully
UPS-supported, as it is otherwise not possible to reach all clients during
the network shutdown.

Job Editor
“Powerfail' Job 3
Function: Send RCCMD Shutdown to remote client v When: (& immediately, once
Client IP or Hostname: 192168.10.23 O stheduled in[o seconds
Client Port (Default: 6003): 5003 Oevenlo p—
Oamer [0 seconds
Oafer [0 seconds repeat  Actions will only be executed f event condition s still true after the
specified seconds!
Oafter [0 seconds on hattery
Oa o
seconds remaining time

Figure 41: HTTP - Job Editor: RCCMD Shutdown

Here, IP-addresses from computers with RCCMD connection (receivers) in the network can be
entered. The CS121-adapter can then initiate a multi-server shutdown. The timing for such a
shut down procedure depends on the configured down time of the adapter (default: time of the
remaining capacity of battery in min., during a long power fail.) or on a countdown timer.
Extended CS121-adapters can also use more events (e.g. battery low, battery defect,
communication lost etc.) as RCCMD signals. Please contact your UPS dealer for more
information.

Please note at the configuration of the timer box, that the time specifications outside the timer
box (Immediately, once and Scheduled in) will be ALWAYS executed. The time specifications
inside the timer box (Every/After seconds, After seconds & repeat, After seconds on battery, At
seconds remaining time) will be only executed, if the alarm/event is still present.

o Note: For security reasons we recommend to make the same RCCMD
shutdown entries for the Event “Battery low” - but in this Event without
any delays to avoid that the server crashes because of low battery
alarm.

In case a connection is established using telnet or http, the RCCMD-
command can be tested without using disrupting power to the UPS. At
the Web-browser you simply have to press “test” to transmit the
shutdown signal immediately. (see figure HTTP - Event Editor above)
Due to network settings it is possible that this test is answered with
"failed". The signal is often sent and received although the receiver may
not respond correctly. In such cases, only use the receiver side to check
if the signal has actually been received. For checking the communication
between RCCMDs you have to check the RCCMD log file on both sides.
In the CS121 the logs are inside the Alarm log, at the RCCMD client side
the logs are found inside the RCCMD folder e. g. Rccmd.log.

Example for the configuration of a RCCMD Shutdown

Click on the CS121 Web-interface in the menu ,Configuration” the Events/Alarms button.
Select the event Powerfail.
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Event Configuration

Event Overview (Events 121 of 21)

Event Disabled Log ENMail S&iﬁ?ﬁu wl:f:s’:ge
1 Powerfall a 1 1} [1} [1}
2 Powperastorad i 4 1} 1} 1}
3 gyt orerta b 0 0 0
4 UPS|2. RECMD Trap Powerfail on #MODEL . Autonomietime #AUTONOMTIME min. 0 0 0
5 UPS connection lost O 1 0 0 0
6 UPS connection restared O 1 0 a a

Figure 42: HTTP — Event Configuration

Click the “Add new job” button.

Event Editor

Event:'Powerfail'

Event Jobs for 'Powerfail*

Job Type When Parameter 1
1 Edit Del Test Laog P100 FPowetfail
2 Edit Cel Test RCCMD Trap (a] FPowerfail on #0ODEL . Autonomietime #FAUTONOMTIME min.
Add new job

Back to event averdew

Figure 43: HTTP — Event Editor

Select the function “Send RCCMD Shutdown to remote client” in the Job Editor:

Job Editor
‘Powerfail’ Job 3
Function: firie o Cogfile. When: & Immediately, ance
Text: Witz to Logilie O Scheduled in |0 seconds
Ovay o seconds
Send RCCMD Command to rermote client Onfier 0 seconds
Shutdown UPS
Switch AUM/SensoManiUPS Output Cafer |0 seconds & repeat
Send RECMD Trap O afer [0 geconds on battery
Send VWake-Or-LAN Magic Packet
Om |[o
seconds remaining time

Figure 44: HTTP - Job Editor
Enter the ip-address of the client, that should receive the shutdown.

Description of the scheduler box :

"Immediately, once: Action/Job will be executed in case that this EVENT is true immediately,
only once the Action/Job is started (no repeat)".

"Scheduled in”: Action/Job will be executed in case that this EVENT is true with a scheduled
delay of x seconds. Unregarded if the EVENT is still true or not, after the delay the action will
be started.

The timer settings in the blue framed scheduler box will be executed only, if the EVENT is still
true after the delays/countdowns have run out.

E.g. if any action has been configured at "do after 10 seconds" than this action will NOT be
started, if after 9 seconds the EVENT is no longer true. Only if 10 seconds this EVENT was
present, the action will be triggered.

See below the explanation of all timer event configuration options for this type :

"Always”: Action/Job will be executed in case that this EVENT is true immediately and
repeated always as long as the EVENT is true (every 5 seconds according to poll cycle
default of a CS121).

"Every x seconds”: Action/Job will be executed in case that this EVENT is true with a delay
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of x seconds and repeated every x seconds again.

"After x seconds”: Action/Job will be executed in case that this EVENT is true after a delay
of x seconds. Action will be cancelled, if EVENT is false before time has run out.

"After x seconds and repeat”: Action/Job will be executed in case that this EVENT is true
after a delay of x seconds and will be repeated after x seconds again. Action will be cancelled,
if EVENT is false before time has run out.

"After x seconds on battery”: Action/Job will be executed in case that the EVENT UPS ON
BATTERY or POWERFAIL is true and after a delay of x seconds. Action will be cancelled, if
EVENT is false before time has run out. This Job is identical to the EVENT POWERFAIL and
the configuration "After x seconds".

"At seconds remaining time”: Action/Job will be executed in case that the UPS runs on
battery/Powerfail and the remaining time, read by the UPS or calculated by the

internal CS121 routine has reached a certain remaining time. Only useful if the
"Autonomytime" of your UPS can be regarded as reliable.

"REMAINING TIME " is defined as Autonomytime in seconds of this UPS at the actual
discharging level minus the DOWNTIME (configured in menu UPS MODEL & SYSTEM,
default is 3/6 minutes).

Job Editor

Function: MO Ghuliiow 10 remole clienl When: O immediately, ance

Client 1P or Hostuame: 102 168,202 88
Clisnt Port (Dafault: 600%: 6003

O genedulen in|0 szconss

O Every 0 seconds
Jater [0 |seconds
Cafter |0 seconds & repeat Actions will anly be execited il everd condition is still true after the
‘specified secomls!
Safier [300 | secands on battery
Oat U
saconds remaining fime

Figure 45: HTTP - Job Editor / Function

In this example a RCCMD Shutdown is configured for the event Powerfail. The shutdown
signal should be send after 5 minutes (300 seconds). Click the ,Apply” button after you have
finished the configuration. Save your settings via the menu ,Save Configuration“ and execute
the ,Save, Exit & Reboot" function.

CS121 Configuration Manager

Reset to Factory Settings
Load the C5121 factory settings into the configuration editar.

Cancel Recent Changes
Reset all changes and reload the saved settings

Save Configuration
Wit all changes to flash memaory. Changes will be used after the next reboot

Backup Corfiguration
Store a backup ofthe configuration on your local harddisk. (Use riaht mousebution and “save target as")
NOTE: For UPLOAD older config files to new firmware vergions please contact support.

Reboot
Rebootthe ©5121 without saving configuration changes.

OQm Oowo

Save, Exit & Reboot
wyrite all chanpes to flash memaory and rebootthe C5121. (Please be patient ater clicking here)

Figure 46: HTTP — CS121 Configuration Manager
We recommend to test the configuration prior of the implementation of the shutdown function

into a live-system. Click into the Event Editor of Powerfail the “Test” button (Job Type: RCCMD
SD).
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Event Editor

Event:'Powerfail'

Event Jobs for 'Powerfail’

Job Type ‘When Parameter 1 Parameter 2
1 Edit  Del  Test Log P100 Powerfail
2 Edit  Del Test RCCMD Trap o Powertail on #MODEL . Autanomietime #AUTONOMTIME min
3 Edit  Del Test RCCMD 50 B300 102 168 202 88 6003

Add job

Back to event overview

Figure 47: HTTP — Event Editor / Test

After you have clicked the “Test” button (Attention! The shutdown will be executed immediately
without consideration of the defined delay), the following message will be displayed:
Job Test Page

Job Details:

Job type: RCCMD 5D
Parameter 1: 182 163.202.88
Parameter 2: 003
Parameter 3: (nully

Result Command sent. Please wait some seconds and check the C5121 [ogfile for detailed results.

Backio Powerfail' johs
Backto svent overview

Figure 48: HTTP — Job Test Page

You can see the successful sending of the signal into the “AlarmLog”:
AlarmLog

01/02/1970,01:00:18, Timeserver not used. Using default time 1570.

01/02/1970,01:00:36, UPSMAN on No UPS wodel defined has started

01/02/1970,01:01:22, configuracion changed
10/23/2008,12:34:06, Synchronized with timeserver 129.6.15.29. OK

10/23/2008, 14 , UPSMAN on XANTO & 2000 has starsed
10/23/2008, 14 , configuration changed

10/23/2008, 14 , Synchronized with timeserver 129.6.15.29. OK

10/23/2008, 14 , UPSMAN on XANTO 5 1000 has Started

10/23/2008,14:57:51, UpsShucdown delayil OK

10/23/2008, 14 , General Alarm

10/24/2008, 11 , UPS RS5-232 comsunication lost

10/26/2008, , Daylight saving time finished. Clock switched from 03:00:00 to 02:00:00.
10/28/2008, , configuration changed

10/28/2008, , Synchronized with timeserver 129.6.15.29. OK

10/28/2008, , configuration changed

10/28/2008, , Synchronized with timeserver 129.6.15.29. OK

10/28/2008, , UPSMAN on No UPS wodel defined has starsed

10/28/2008, , eonfiguration changed

10/28/2008, , Synchronized with timeserver 129.6.15.29. OK

10/28/2008, , UPSMAN on No UES wodel defined has started

10/28/2008,

,[Rccun is connesting to 192.168.202.88:6003 CEGDdeunnDlJ]

10/28/2008, RCCHD finished to send. OK (RecmdConn0l)

25,

Download as CSVfile (Use right mousebution and "save target as™)
Delete this lagfile

page gensrated: 28.10.2008 13:17:37

Figure 49: HTTP — AlarmLog

3.2.12.1.2 Automatic Reset of the Redundancy Alarm

You can use the function ,Send RCCMD cancel shutdown®, to discard a previously sent
shutdown automatically. If a shutdown was suppressed, because of the existing redundancy at
this point of time, but the problem was solved at the UPS intermediate, you can reset the
shutdown with the function ,Send RCCMD cancel shutdown®. The client, which received the
shutdown, will be encouraged to reset it.

This command can be set individually into your CS121, UPSMAN or BACS WEBMANAGER
Events/Alarms configuration, but makes sense only, if the event, which will send the command,
is true, if the UPS is back in normal condition. For this the events ,POWER RESTORED",
LBATTERY LOW OFF*, ,UPSMAN STARTED" and ,GENERAL ALARM OFF* are suitable, if
they are provided from your UPS into the CS121. The job ,Send RCCMD cancel shutdown*”
would be set into these all-clear events, so that e. g. at restart of the UPS, the event ,UPSMAN
STARTED* would reset the accordant RCCMD client automatically.

Alternative: Should the job ,Send RCCMD cancel shutdown® not be present into your CS121,
UPSMAN or BACS WEBMANAGER, you can use the job ,Send RCCMD shutdown to remote
client* or rather ,Send RCCMD execute to remote client* alternatively.
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The parameter ,WAKEUP* got the same function like the ,Send RCCMD cancel shutdown*
and resets the redundancy alarm of a RCCMD Client into initial state. For this the events
,POWER RESTORED*, ,BATTERY LOW OFF*, ,UPSMAN STARTED" and ,GENERAL
ALARM OFF* are suitable too, to configure the function ,Send RCCMD command to remote
client* with the ,WAKEUP* command.

"Powerfail' Job 3

Function: Send RCCMD Command to remote client =
Client IP or Hostname: 192.168.200.17
Client Port (Default: 6003): 5003
Command:
| 554 Command |

{_ Cancel RCCMD Shutdown [

e ————

Figure 50: HTTP — Job Editor RCCMD WAKEUP

Click into the CS121 menu “Events/Alarms” onto “Power restored” and add a new job. Select
the function “Send RCCMD command to remote client”, set the accordant IP address of the
RCCMD client and click the “Cancel RCCMD Shutdown” button.

0 D (7 JP IP 192.168 77

Figure 51: HTTP — Job Editor RCCMD WAKEUP

RCCMD Message

With this job the user can combine and configure a text message with RCCMD event. Text
messages can be sent to RCCMD receivers. This makes it possible to send text messages via
RCCMD (version 2 or higher) to a Windows 2000 server or a Unix computer, using the “NET
SEND” or the respective “WALL” method. The problem with notifying network users on
different operating systems is therefore solved.

o Note: The corresponding RCCMD clients must be running with RCCMD
version 2. RCCMD version 1 can only execute e.g. a shutdown as more
than one action are not supported by version 1. Please contact your
UPS dealer if you want to use these functions.

3.2.12.1.3 RCCMD Execute/command

This RCCMD signal will cause any RCCMD receiver (e.g. another CS121, RCCMD client or
SITEMANAGER, SITESWITCH4) to execute a command or program.
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‘AUX Port 1 High' Joh 4 ?

Function: Send RCCMD Command to remote client »| When: & immediately, once
Client IP: |1 92.168.202.2 C Always
Cliem_Pﬂﬂ |6I103 c Ever\/lU_ secands
6003):

Coamer [0 seconds &repeat

Coater [I seconds on battery

Cat [0 secondsremaining time

_Apply | | Cancel

Figure 52: HTTP - Job Editor: RCCMD execute/command

Any CS121, SITEMANAGER, SITESWITCH can also act as an RCCMD listener; see the
following examples:

3.2.12.1.4 Example of use 1: CS121-adapter as RCCMD-listener

If it is necessary to execute a command with parameters or a user defined script then these
commands must be prepared as an executable batch on the RCCMD client.

The following example toggles the state of AUX output port 2 to high. To ensure that the above
command works with a CS121 as RCCMD client the following four criteria must be met:

e Enable RCCMD Listener and set RCCMD Listener Port in menu “Network & Security”.

e Add IP of UPSMAN sender in the SNMP community of the CS121-RCCMD client (see also
section “SNMP”)

e Target AUX port must be set to "use as Output” (menu AUX, see according section)

e The send RCCMD Command must match the settings of the CS121 RCCMD listener client.
See the UPSMAN User Manual for setting up this job on a computer running UPS
Management Software.

3.2.12.1.5 Example of use 2: CS121-adapter switches an output

CS121 receives an external RCCMD signal to switch an output at the SS4 (Power Switch)
which is connected to the AUX of a CS121.

If you want to send from a CS121, UPSMAN, SITEMANAGER I, SITEMONITOR II,
SITESWITCH 4 or any other RCCMD sender a signal to any other RCCMD client e.g. to switch
at its AUX port an output, please follow the example below.

o Note: To let the receiver act as RCCMD listener, same basic settings in menu
“Network & Security” are necessary: Please ensure that the option
“RCCMD Listener” is enabled and the RCCMD Listener port is specified.
(Usually the listener port is 6002)

Enable RCCMD Listener: =

RCCMD Listener Port: IB ooz
RCCMD Timeout: |1 a0

Figure 53: HTTP — Enable RCCMD Listener
Generally there are 3 commands which can be transmitted from any RCCMD Sender:

Switch Output (AUX): Syntax ,, | UPSCMD | 20000 | x, y™

where “X” is the port number from 1-8 (4 ports for CS121 AUX, SENSORMANAGER and
SITESWITCH and there are 8 ports for the SITEMANAGER)

y=1 => switch on

y=0 => switch off
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“20000” is the command to switch outputs. (for other commands please contact GENEREX
support)

Syntax examples:

|[UPSCMD|20000|1,1 = Outputlon
|UPSCMD|20000(1,0 Output 1 off
|[UPSCMD|20000(|2,1 = Output2on

|[UPSCMD| 200008, 0 = Output 8 off
Job Editor

'Powerfail' Job 3 ?
Function: Send RCCMD Command to remote client 'l When: & |mmediately, once
ClientIP- — [497 155.202.138  Abways
Client Port IEEIEIZ  Every [0 seconds
(Default:
6003):  After IU seconds
Command: —jPsChD|20000]1,1 < aer o seconds & repeat

S54 command |  After ID geconds on hattery

At IU seconds remaining time
fpply | Cancel |

Figure 54: HTTP - Job Editor: RCCMD-Command

If you want to send a signal from a RCCMD client, e.g. UPSMAN or RCCMD Software, to
switch an AUX port of a CS121, do the following:

C:\RCCMD\

rccmd -se "EXECUTE |AUX|1|1"™ -s -a 192.168.202.165 -p 6002
ATTENTION! The blank after the “Execute” is important!

Common syntax for the switching of AUX ports:

|AUX|1|0 Portl, set to low
|AUX|1|1 Portl, set to high
|AUX|2|0 Port2, set to low
|AUX|2]1 Port2, set to high
|AUX|3|0 Port3, set to low
|AUX|3|1 Port3, set to high
|AUX|4|0 Port4, set to low
|AUX|4]|1 Port4, set to high

e Confirm a digital alarm : You can also use this syntax to e.g. confirm alarms for digital
inputs (e.g. Fire-alarm, door open, air-condition failed, etc.) which you see in the UNMS
software as “New Alarm”. E.g. if your UNMS software shows an active alarm and you want to
“acknowledge” this alarm by a switch witch you connected to a CS121 or SITEMANAGER,
than you can use the following syntax to program your device to send an “ACK” signal to the
receiver. After this your UNMS will show “Alarm acknowledged — recovery action in progress”.
Syntax : |JUPSCMD]|20001|x

where x is the Portnr. (1-8). (,20001“ is the ACK command for digital signals)

Syntax example: |UPSCMD | 20001 |2

This command confirms the Digital-Alarm 2 on a SITEMANAGER, SITEMONITOR,
SITESWITCH or CS121 AUX Inputs.

50



e Confirm Analog-Alarm : The way it works with the ACK of analog alarms like Temperature
thresholds exceed on the UNMS.

Syntax : [UPSCMD|20002|x

where x is the Portnr. (1-8). (,20002“ is the ACK command for for analog signals)

Syntax example: |UPSCMD | 20001 |4

This command confirms the Analog-Alarm 4 on a SITEMANAGER, SITEMONITOR,
SITESWITCH or CS121 AUX Inputs.

3.2.12.1.6 RCCMD Trap

RCCMD Trap is the automatic messaging system of CS121, working with RCCMD clients. If
jobs have been configured in this category, the actions that are set here will be executed only
when an RCCMD client has established a connection to the UPSMON server of the CS121.

‘Powerfail’ Joh 2

Function: [Send RCCHD Tram - When: # Immediately, once
Text: [Powerfall on #MODEL . Autanarnietitme ## © Aways
 Every[0 setondz

 after o secands

 afer o seconds & repeat
 afer o seconds on battery
Ca o seconds remaining time

Anply Cancel

Figure 55: HTTP - Job Editor: RCCMD-Trap

3.2.12.2 UPS shutdown

This event action enables an UPS shutdown. It is possible to configure when to send a
shutdown signal to the UPS in case of an e.g. battery low, firealarm or if a complete power
down is wanted. Attention: This command will cut off the power supply — only for UPS which
support this function!

"Powerfail’ Job 7 ?

Function: W When: & jmmediately, once
Shutdown Time:  [5g  Always
Restore Time:  [130 (@ Everylﬂ— seconds
SD-Type: Im " After |0 seconds
 After [0 seconds & repeat

© After [0 seconds on battery
© At IU seconds remaining time

Cancel |

Figure 56: HTTP - Job Editor: Shutdown UPS-Job

The example above configures that 60 seconds after the event powerfail has occurred, the
UPS is initiating a shutdown and the UPS waits another 120 seconds after the event powerfail
is gone (power restored), before the UPS start up is initiated.
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3.2.12.3 AUX-Port

‘Powerfail' Job 7 ?
Function: ISwnch AUX/Sensorian Output - When: & Immediately, once

Port Number:  Always

EITTITE [SetHigh =] " Every |0 seconds
 after [0 seconds
 pfter [0 seconds & repeat
 after [0 seconds on battery
ot IU seconds remaining time

Cancel |

Figure 57: HTTP - Job Editor: Switch AUX-Port

In general, the AUX port is used for auxiliary contacts that can be configured to function as
either an Input or an Output. (e.g. as input for Air-conditioning alarm contacts and as Output to
switch on electrical sockets or start Beepers etc. ) When these contacts are set as Inputs, they
are to be treated as an event in the ,Events settings“-menu. Reverse, the AUX contacts to be
treated as actions when they are being used as Outputs. The AUX port is also used for
connecting an SS4/AUX power outlet manager, in which case all AUX ports function as
Outputs. For the AUX we provide several “add-ons” like the SS4AUX, SM_IO Relay box,
SM_BUZZ Alarm beeper, etc. For a complete overview of “add-ons” for the AUX please see
the according datasheet, downloadable from www.generex.de.

The CS121 L (external box) allotted from serial number 0121-10417 (delivered from
31.07.2008) about a COMS3 port. The CS121 SC (slot card) allotted from serial number 0123-
09428 (delivered from 03.09.2008) about a COM3 port too. The AUX port assignment is
depending to the hardwaretype different, see figure 71 and 76.

3.2.12.4 Wake on LAN (WOL)

‘Powerfail’ Job 7 ?
Function: ISend Wake-On-LAN Magic Packet A When: & Immediately, once

MAC Address: |  Always

Password: I  Every |0 seconds
" After IU— seconds
 After IU_ seconds & repeat
 After IU— seconds on battery
C At IU— seconds remaining time

Apply | Cancel |

Figure 58: HTTP - Job Editor: Wake on LAN

WOL stands for “Wake on LAN”. This function uses data packages to prompt other computers
in a local network to start-up. Please use this function in the event “UPSMAN started” to wake
up computers which have been shutdowned previously after an extended poweroutage, which
cause the CS121 or UPS to switch off completey. Additional you may add this WOL signal to
the EVENT “Power restored”.

o Note: Not all network cards support this function, and for those network cards
that do, some of them are password protected. Please enable this
function on your computers BIOS settings on the motherboard.

o Attention: If you want to send WOL signals into different subnets, it is required, that
the switch, the PC and the CS121 are configured to “Autosensing”!
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3.2.13 Scheduled Actions

This menu is for programming schedules actions on your CS121 or facility manager
SITEMANAGER. When combined with the other facility managing functions of the CS121
adapter, the Scheduled actions tool can be used to operate and run many different tasks, e.g.
Switch on/off UPS, do battery tests, switch to “green mode” or bypass, etc.

Please check the fime and timeserver settings!
A correctinternal adapter clock is necessary for scheduled actions.

Scheduled Actions

HNext Occurrence Frequency Action
1 11.01.2007 14:00:00  daily Self Test edit| delete
2 12.01.2007 10:00:00  weekly Full Test edit| delete

Add new action

Refresh list
Save listto flashdisk

Figure 59: HTTP - Scheduled Actions with warning

After pressing the “new’-button a configuration window will be opened for the making of new
entries into the scheduled events of the adapter. This is a very dynamic and versatile
configuration window that automatically readjusts itself to adapt to the selected job. Just select
a different type of Action and see how the configuration window changes. This makes it very
easy for the user to configure the individual jobs. In addition, the window makes the scheduling
of reoccurring events very easy by offering the selection of ONCE, DAILY, WEEKLY, and
MONTHLY for each new entry.

o Note: Please ensure that timeserver settings are valid when you configure
scheduled actions. An unreachable timeservice will be indicated at the
top of the menu “Scheduled Actions”.

3.2.14 SNMP

Within this menu you can define access controls for SNMP-communities. This concern e.g.
SNMP-Management tools, Trap receivers etc.

SNMP Settings g
SNMP Communities SNMP Trap Recefvers
Address Community Permission Address Community

1 [182168.202164  [public [Readmite =] 1 [0.0.00 [

2 [oo00 [ [Readonly =] 2 [oono [

3 [ooon [ [Readonly =] 3 [oono [

4 [onno [ [Readonly x| 4 [oono [

5 [o000 [ [Readonly x| 5 [o.000 [

6 [o000 [ [Readonly x| 6 [0.000 [

7 [onna [ [Read oniy =] 7 [ooon [

8 [onno [ [Read oniy =] 8 [ooon [

9 [onna [ [Read oniy =] 9 [ooon [

10 [oono [ [Read only ~] 10 [oono [

oo |

You can send a powerfall trap and a power restored trap to the recelvers defined below:

Please note: To lest newly added recefvers, you must save the configuration and reboot the C8121 first,

Test

Figure 60: HTTP - SNMP
e Network Server Settings

The user may activate or deactivate different options from this menu. Telnet and or SNMP may
be switched on or off and the UPSMON access can be blocked. The network speed can also
be selected and the user can select and adjust the desired security level.
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o Note: Please ensure that in the menu “Network & Security” the option “SNMP
Agent” is enabled. SNMP Traps have nothing to do with RCCMD traps
or the RCCMD shutdown functions. RCCMD works independent from
SNMP.

The submenu displays a column of 10 manager IP-addresses with the corresponding access
permission, the commands and an example. Use this screen to specify which managers have
access to the SNMP adapter agent, the community hames (password) and also what type of
access the IP managers have - read only or read and write.

e Configuring Trap-receivers

Use this to determine which IP managers receive traps (messages) from your SNMP-adapter.
The screen permits you to send traps about your UPS to IP-addresses (managers).

Also, the menu for switching authentication and cold boot traps are located here. If activated
these traps are send to the configured SNMP trap receivers in the trap receiver list.

e SNMP Trap Test

In this menu the user may test the SNMP traps, whereas the defined traps are only used for
test purposes and do not represent real traps. The receiver must also be configured in order to
make this test work. Additionally, save the settings and reboot your CS121 before testing the
communication with the configured IP-address. (does not work in configuration mode). If you
use SNMP Test trap, you will receive SNMP Traps of a “Powerfail” and “Power restored “
scenario — the simulation of a power outage of some seconds.

See also Network & Security-Settings.
3.2.15 COM2 & AUX

3.2.15.1 COM2

This menu takes the user into the submenus for the general settings of the COM2 and AUX
connection ports of the CS121-adapter.

COM2 Settings
COM2 Mode: ST CoM )
COM2 Baud Rate: Please note: COM2 is always used for configuration as long as DIP switch 1 is off!
Pipe Through 1
COM2 Parity: Pipe Through 2
COM3 Mode: Modbus/SPI3
Temphan Apply
Sensorhlan
Sensorhlan 2
AUX Settings RAS
Port Hame gi‘}:@:s;g 2 sage HNC contact Switch on C5121 Powerup Powerup Delay (seconds)
1 AUXPort1 SiteManager 2v3  [Output = a A
SiteManitor 2
2 AUXPort2 oML GOM Output  ~ | B 0
3 AUX Port 3 SM_T_H_COM Output = (] (= 0
4 AUXPort4 output ] ] 0
‘Write logfile entry on AUX output:
Appl
SS4Mode:  Off -
SM_T_COM Settings
Location Unit Threshold {(Low) Threshold (High) Offset
Temperatur Rack Degree Celsius 10.0 400 0.0
Apply

Figure 61: HTTP - COM2 Mode overview
e Configuration Mode:

This sets the normal configuration mode for using the provided cable (CS121-TEMP
configuration cable).

o Note: Unless DIP-switch 1 is OFF the COM2 port is always running in
configuration mode.




e Pipe-Through Mode 1:

Enable or disable the “pipe-through” of the adapter. If enabled, the RS-232 protocol of the UPS
will be transmitted to the COM2 of the adapter, so now you can connect any other RS-232
software to the adapter to make use of the RS-232 UPS protocol — parallel to the adapter. This
makes the use of multiplexer hardware is no longer necessary. 2 serial interfaces on your UPS
which are working parallel are utilized now. Reminder: If you have enabled this function, you
can no longer configure the adapter via the serial cable, you must changed the settings via
HTTP. As communication cable between CS121 and your application you have to use the
original CS121 configuration cable.

e Pipe-Through Mode 2:

Analog to Pipe-through mode 1, the UPS data is piped through to COM2 but not directly. In
order to accelerate the internal processes of the adapter, the UPS data is accumulated into
memory before being made available to COM2. Consequently, Pipe-through mode 2 also does

not provide for the relaying of signals to the UPS through COM2 either. (See also section
“Network & Security Settings”)

> & | @

Aim "
uPs \
€S$121 Configcable
(CS121-TEMP)
LOCAL 2D, ERp
NETWORK NETWORK NETWORK

Figure 62: Pipe Thru Installation

¢ MODBUS/SPI3

The selection of MODBUS/SPI3 in the drop down menu of the COM2 settings enables the
CS121 MODBUS/SPI3-Profibus function. The default CS121 device types communicating
MODBUS via RS232. The special CS121 device types LM and SCM communicating RS485
via the COM2. You can detect by means of the CS121 serial number 0124-..., if you got a
CS121 with RS485 interface. The CS121_SPI3 Profibus and LONBUS converters will be
connected to the COM2 with RS232 port and as configuration use MODBUS/SPI3.Please take
a look into chapter 6.7 for further information.

o TEMPMAN & SENSORMANAGER | & II:

The TEMPMAN and SENSORMANAGER are extensions to the CS121 that connect to COM2
of the adapter. The newer of the two products is the SensorManager. These devices are
simply plugged into the CS121 for setup and the only mandatory change on the adapter to
enable this functioning is to set the COM2 Settings to either TEMPMAN or SENSORMAN. The
configuration is easily achieved via the HTML page of the CS121 web server. Please note the
drop-down menu and entry fields on the page. (see screenshot above) For in-depth
SENSORMANAGER settings see following up chapter.
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ZA CS121 SNMP/Web Adapter - Microsoft Internet Explorer =)
Datei Bearbelten Ansicht  Favarken Extras 7 ‘

-2 -0 0ETB| D BB - | adese [E epiesiany 5
UPS Status: © UPS STATUS OK
Aux status: © © © ©  TempMan Staws: 0.0 © 00© 00@© o00@©
COM2 Settings ?
COM2 Modle: Fipe Thraugh 2 =
COM2 Baud Rate: 38400 7
©8121 Status COM2 Parity: Mone = Apply
System & Network Status
UPS Status
e
Sitemanager Status AXiSetings g
Port  Name UseasOutput  Switch on CS121 Powerup Powerup Delay
1 [Fileserer - ~ i
2 |MUKPort2 (] (m 0
Configuration 3 [auxPons O (m| 0
UPS Model & System
Network & Security 4 |aPorts r r 0
SNMP
EMail Wurite logfile entry on AUX output: [~
Timeserver
COM2 & AUX
Activate 554 Mode Appl
e L seigseatn 2z
Save Configuration |m
Logfiles TempMan Settings ?
alarmLog Sensor Location Unit Threshold {Low)  Threshold (High) ~Scaling Factor
';::EL“‘JID ool 1 [Temperature Sensor 1 [Degree Celsius o) 000 100
ternalDevicel og
Web Link 2 [Temperature Sensor 2 [pegree celsius i [1o0.0 [1.00
eb Links
5121 Online Manual 3 [Temperature Sensor 3 [Dearee Celsius 00 [100.0 [1.00
E3iE e L 4 [Temperature Sensor 4 [Cegree Celsius oo [100.0 .00
Java Runtime Environment I I
Apply
[&] Fertin || Lokales Intranet 7

Figure 63: HTTP - COM2 & AUX with TEMPMAN

¢ RAS-Mode

The selection of the “RAS”-entry in the drop down menu of the COM2 settings enables the
CS121-RASManager function. This function is only operational if a RASMANAGER ist used
(CS121 with inbuilt modem) and a RASMANAGER license key is provided (optional, part of
RASMANAGER). While it is also possible to select this entry in the Telnet menu, it is only
possible to configure the RASMANAGER settings using the HTTP interface of the CS121. See
menu “RAS Configuration” for further settings.

e GSM Modem

A GSM modem provides the notification or rather forwarding of the UPS events/alarms via
SMS. Please take a look into chapter 6.5 for further information.

e SiteManager 2, SiteManager 2/v3

The selection of SiteManager 2, SiteManager 2/v3 enables the communication between the
CS121 and the SiteManager. The SiteManager is a professional facility management device,

which provides 8 configurable analog inputs, 8 digital inputs and 8 switchable relay contacts.
Please take a look into the SiteManager Il user manual for further information.

e SiteMonitor 2

The COM2 selection SiteMonitor 2 enables the communication between the CS121 and the
SiteMonitor 2. The SiteMonitor 2 is a professional facility management device, which provides
64 digital inputs for several contact detectors.

¢ SM_T_COM

The SM_T_COM is a temperature sensor for the CS121 and is used for the monitoring and
controlling of UPS rooms, server rooms etc.. Please take a look into chapter 6.2 for further
information.
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e SM_T_H_COM

The SM_T_H_COM is a temperature and humidity sensor for the CS121 and is used for the
monitoring and controlling of UPS rooms, server rooms etc.. Please take a look into the
SM_T_H_COM datasheet for further information.

3.2.15.2 AUX and SITESWITCH4 Settings

The AUX connection is an input/output port for connecting external contact devices such as
alarms or for connecting to an SS4AUX SiteSwitch power socket manager. The SS4
SiteSwitch is a standalone device with a built in CS121. The SiteSwitch SS4 AUX is an
inexpensive and practical extension to the CS121 adapters enabling the individual power
switching of up to four power sockets — using the inbuilt AUX port (4 pins) of the CS121. By
entering the corresponding list number, the AUX ports are switched to output or input.

The AUX port can only read signals, if the port is switched to input. If switched to output the
AUX port can send signals to an optocoupler for example. (Refer to the circuit diagrams in the
appendix.) After a reboot, the state of the switches remains in the status previous to the
reboot.

The following describes the configuration of the AUX ports using the HTML interface. All of the
AUX ports 1 — 4 can be manually set to ,Output” so that in the event of an alarm, the CS121
can be preconfigured in the “Events” menu to switch the ports individually. When all ports are
set to “Output’, this is equivalent to activating the ,SS4 Mode“. The SS4 mode is to be
activated when connecting a SITESWITCH4 to the AUX port of the CS121.

When the Output options are deactivated, the AUX ports act as inputs used for monitoring
signals such as input from alarm contacts. For example, while configuring port 2 as an input to
monitor an alarm, the CS121 can also be preconfigured to respond to the alarm signal from
port 2 to shut on or off a device connected to one of the other ports that has been set to
Output.

For example see also the settings in figure “HTTP - COM2 & AUX” above.

The OUTPUT setting is to be configured with a power-up sequence so that, for example the
fileserver on port 1 will be switched on upon Power up. In the Power up delay-fields the
number of seconds after a Power up in which a connected port device is to be switched on can
be entered. E.g. the setting 10 in the Power delay column will cause the switching on of the
fileserver on Port 1 to be delayed by 10 seconds after the Power up. Note that executing the
Save, Exit & Reboot does not cause a Power up, in order to cause a Power up the power
supply to the adapter must be interrupted. The differences between a Reboot and a Power up
become more noticeable when considering the AUX port contacts. During a Reboot the current
status of the ports remain unchanged unless the settings of the ports have been changed from
input to output or vice versa. A Power up will set the ports to the preconfigured Power up
settings.

o Note: From CS121 HW131 it is required, if the AUX ports will be defined from
“Unused” to In- or rather Output, that a cable with Pull-Down resistance
or a CON-AUX or a CON-R-AUX is connected. Otherwise the status
display of the AUX ports is undefined and can be changed by itself
anytime !

3.2.16 SENSORMANAGER

The SENSORMANAGER is a data measurement and collecting unit which allows the
individual measurement and monitoring of 8 analog measurement devices (0-10V) and 4
digital alarm inputs or 4 outputs (open collectors). SENSORMANAGER has its own chapter in
the manual, wherein the features and field of applications etc. pp. are described as well as in
depth the various specific configurations.

In generally, the SENSORMANAGER unit is connected with its COM 1 port to CS121’s COM 2
port, which has to be configurated as SensorManager mode (see also section COM 2 settings
above).
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Within the configuration page “Sensor Manager Settings” of the CS121 you can - among
others - define limit values when events (to be configurated in “Events / Alarms”) will be

released.
Sensor Location Unit Current Threshold Threshold SensorType Scaling Scaling
Value {Low) (High) Divisor Offset
1 [Temp. sensor1 [Degree Celsius 0.0 [0.0 [0 [custem =] 255 Jo
2 |Temp.Sensor2 |Degree Celsius 0.0 ID.U |1UU.D |Custum j |2.55 |U
3 |Temp.Sensor3 |Degree Celsius 0.0 ID.U |1UU.D |Custum j |2.55 |U
4 |Temp.Sensur4- |Degree Celsius 0.0 ID.U |1UU.D |Custum j |2.55 |U
5 |Temp.Sensor5 |Degree Celsius 0.0 ID.U |1UU.D |Custum j |2.55 |U
i} |Temp.SensorB |Degree Celsius 0.0 ID.U |1UU.D |Custum j |2.55 |U
7 |Temp.SensorT |Degree Celsius 0.0 ID.U |1UU.D |Custum j |2.55 |U
8 |Temp.Sensor8 |Degree Celsius 0.0 ID.U |1UU.D |Custum j |2.55 |U

Sensor Manager Inputs

B

Input Location NC Contact Input Location NC Contact
1 [Digital Input 1 r 3 [Digital Input 3 r
2 [Digital Input 2 r 4 [Digital Input 4 r
Loy |
Sensor Manager Outputs ?
Qutput Location NC Contact Qutput Location NC Contact
1 |Digital Output 1 r 3 |Digital Output 3 -
2 |Digital Qutput2 r 4 [Digital Output 4 -

Apply

Figure 64: HTTP — Sensor Manager Settings

Please see SensorMan in section “Accessories” of this manual.

3.2.17

RAS Configuration

This is the standard setting for the RASManager, the CS121 with the built-in modem. Most of
the CS121 products can also have the RASManager feature enabled by purchasing PPP
License Key and by connecting a supported modem. The RASManager and RASControl

software come with an extra user manual for describing this feature.

RAS Manager Settings ?

Common Settings
Modem:

RAS Manager Phone Number:

RAS Client Settings
Act as Client:

PPP Operation Timeout (sec):
Number to Dial:
Number of Connection Attempts:

Destination Address:

RAS Server Settings
Actas Server:
Enable Callback:
Server IP Address:

RAS Manager analog  ~

200

5
0.00.0

v
lal

192.168.55.1

Modem First Time Init:
Modem Init String:

Username:
Password:
Confirm Password:

Inactivity Timeout (sec):

Username:
Password:

Confirm password:

AT&F&DOEDX3530=24512=1050=0&w0
AT

user

user

Figure 65: HTTP - RAS Manager Settings
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3.2.18 Save Configuration / Reboot

If you are satisfied with your configuration select “Save, Exit & Reboot” and wait until the
adapter informs you about the reboot-process.

Please notice that a reboot of the CS121 may take up to 3 minutes. During the boot phase the
CS121 is compiling the user settings and waits for timeserver response. As soon as the start-
up process is through and all requested data are present or ,timed-out‘, the UPS
communication starts and the green LED is flashing to signalize the UPS RS-232 traffic. Now
the device is ready for use and you may check the UPS values with any Web browser
(http:://<IP address>) or SNMP software - or you may connect with Datawatch Pro-tools, such
as UPSMON, UNMS, USW or JAVAMON. When connecting with UPSMON or UNMS, TCP/IP
can be selected instead of SNMP. This is faster and contains more UPS values than an SNMP
communication.

3.3 Reading the Lodfiles

The CS121-Alarmlog contains the alarm protocol of events that were designated as alarms in
the Event/Settings-section and include the user defined alarm settings of the CS121
configuration as well as the events that are designated as alarms in the UPS native protocol.
These entries include such things as CS121 Admin defined email notifications which lead to a
much higher alarm entry log level than would otherwise be the case if only UPS protocol
defined alarms were being recorded. For explanation, the following illustrates typical log file
entries made by the UPS:

The CS121 logs the time after a new start up:
01/17/2007,16:21:45, Synchronized with timeserver 192.53.103.103. OK
This indicates a successful synchronization with the timeserver.

01/17/2007,16:23:39, UPSMAN <UPS model> has started
UPS communication functions and device is in normal operation mode. This is the standard
entry after every successful reboot of a CS121.

(The following entries result only from user defined settings as with the CS121
ADMINSTRATOR EMAIL Settings.)

01/17/2007,16:28:39, MAIL: subject "CS121 Event 4" successfully sent.

All “EVENT X" designated alarms are viewable in the EVENT list of the web browser. EVENT 4
for this particular UPS is the EVENT "UPSMAN started" — This means that an Email was sent
with the text "UPSMAN started" which acts to confirm the log entry of 08:06:50 as Email.

01/17/2007,16:28:47, MAIL: subject "CS121 Event 16" successfully sent

In this case, the Scheduler has been activated and is ready for operations. In this case, the
scheduler is set to conduct a "Selftest" which it in turn relays per email to the designated
CS121 ADMIN.

01/17/2007,16:28:47,MAIL: subject "CS121 Event 26" successfully sent
01/17/2007,16:29:03,MAIL: subject "CS121 Event 27" successfully sent
01/17/2007,16:29:28,MAIL: subject "CS121 Event 28" successfully sent
01/17/2007,16:30:46,MAIL: subject "CS121 Event 29" successfully sent

These are 4 Emails indicating the status of the AUX Ports (Auxiliary connection for external
alarms), which are set to give notification of the status signal LOW. Since the AUX Status can
only be set to High or Low and given that the CS121 in itself cannot distinguish the device, an
alarm email will be sent by the CS121 to the designated ADMIN at startup per default with the
startup status of each connected alarm. In this case, it is up to the administrator to determine if
the emails indicate an actual alarm or not.

01/17/2007,16:34:48,MAIL: subject "CS121 Event 38" successfully sent
01/17/2007,16:35:12,MAIL: subject "CS121 Event 39" successfully sent
01/17/2007,16:35:16,MAIL: subject "CS121 Event 40" successfully sent
01/17/2007,16:35:28,MAIL: subject "CS121 Event 41" successfully sent
01/17/2007,16:35:33,MAIL: subject "CS121 Event 42" successfully sent
01/17/2007,16:35:40,MAIL: subject "CS121 Event 43" successfully sent
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01/17/2007,16:35:51,MAIL: subject "CS121 Event 44" successfully sent
01/17/2007,16:35:57,MAIL: subject "CS121 Event 45" successfully sent

These are 8 Emails sending information about analogue sensors (temperature, humidity and
the like) that are connected to a SENSORMANAGER, indicating that all controlled values are
within tolerance levels - or that no sensor is connected to the device or connection port.

01/17/2007,16:36:30,MAIL: subject "CS121 Event 54" successfully sent
01/17/2007,16:36:41,MAIL: subject "CS121 Event 55" successfully sent
01/17/2007,16:36:48,MAIL: subject "CS121 Event 56" successfully sent
01/17/2007,16:36:57,MAIL: subject "CS121 Event 57" successfully sent

These 4 Emails indicate that the digital sensors (for airconditioning, fire alarms and the like) of
the SENSORMANAGER, are either in the normal state or that no sensor is connected.

01/17/2007,17:41:12,MAIL: subject "CS121 Event 62" successfully sent
01/17/2007,17:41:36,MAIL: subject "CS121 Event 63" successfully sent
01/17/2007,17:43:23,MAIL: subject "CS121 Event 64" successfully sent
01/17/2007,17:44:01,MAIL: subject "CS121 Event 65" successfully sent

These 4 Emails indicate the status of the digital alarm contacts of the sensors (for Emergency
OFF, fire extinguisher and the like) connected with the SENSORMANAGER, showing either
the status is NORMAL or that nothing is connected.

01/17/2007,17:52:13,MAIL: subject "CS121 Event 70" successfully sent

This Email shows that no SENSORMANAGER is connected although the CS121 is configured
as having a connection to a Sensormanager. This informs the ADMIN that the CS121 is
incorrectly configured. In this case, the user should correct the settings.

The UPS data will be logged with timestamp into the CS121 Datal.og.
) CS121 SHMP/Web AR rero i

Datei Bearbeiten Ansicht Chronik Lesezeichen Extras Hilfe

- http://192.168 222,236/ 77 - | |28~ Google
c (6 0]

G (5121 SNMP/Web Adapter

Device Status: () UPS STATUS OK
Sensor Status: © © ©

Datalog

*
Date, Time, InVoltl, InValt2, InVolc3, InFreql, InFreq2, InFreq3, Loadl, Load2, Load3, BattVolt,BatcTemp, BattCap, OutVolt, AutonomT ime
11/12/2010,00: .0,100.0,230.4,110.2
11/12/2010,00: .5,100.0,230.4,99.3
11/12/2010,00: .0,100.0,230.4,139.

- CS121 Status 11/12/2010,00: .5,100.0,230.4,139
System & Network Status 11/12/2010,00: .5,100.0,230.4,110
Device Status 11/12/2010,00: .5,100.0,230.4,110
Device Status Graphic 11/12/2010,00: .5,100.0,230.4,110
Device Functions 11/12/2010,00: -5,100.0,230.4,110.
SensorMan Status 11/12/2010,00: .5,100.0,230.4,99.3

11/12/2010,00: .5,100.0,230.4,110.

+ Configuration 11/12/2010,00: .5,100.0,230.4,110

11/12/2010,00: .5,100.0,230.4,110

- Logfiles 11/12/2010,00: .5,100.0,230.4,110
AlarmLog 11/12/2010,00: .5,100.0,230.4,110.
iDataLog 11/12/2010,00: .5,100.0,230.4,110.
Datalog Chart 11/12/2010,00: .5,100.0,230.4,110
ExternalDeviceLog 11/12/2010,00: .5,100.0,230.4,110
ExternalDeviceLog Chart 11/12/2010,00: ,0.0, .5,100.0,230.4,110

: 11/12/2010,01:01 .5,100.0,230.4,110

+ Web Links 11/12/2010,01:04:26,227.7,0.0, -0,100.0,230.4,110.

Figure 66: HTTP — CS121 Datalog
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The data of the connected devices (e. g. temperature sensor) will be logged into the CS121
ExternalDevicelLog.
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Datei Bearbeiten Ansicht Chronik Lesezeichen Extras Hilfe

- £ | G http://192168.222.236/

| G €S121 SNMP/Web Adapter u—

Device Status: {{ UPS STATUS OK
Sensor Status: ' © ©

GENEREX
'Y ExternalDevicelog

Date,Time, Sensorl, Sensor2, Sensor3, Sensor4, Sensor5, Sensoré, Sensor7, Sensors

11/12/2010,02:20:09,22.5,23.0,0.0,0.0,0.0,0.0,0.0,0.0
11/12/2010,02:23:12,22.5,23.0,0.0,0.0,0.0,0.0,0.0,0.0
11/12/2010,02:26:14,22.5,23.0,0.0,0.0,0.0,0.0,0.0,0.0

- C5121 Status 11/12/2010,02:29:15,22.5,23.0,0.0,0.0,0.0,0.0,0.0,0.0
System & Network Status 11/12/2010,02:32:18,22.5,23.0,0.0,0.0,0.0,0.0,0.0,0.0
Device Status 11/12/2010,02:35:20,22.5,23.0,0.0,0.0,0.0,0.0,0.0,0.0
Device Status Graphic 11/12/2010,02:38:21,22.5,23.0,0.0,0.0,0.0,0.0,0.0,0.0
Device Functions 11/12/2010,02:41:21,22.5,23.0,0.0,0.0,0.0,0.0,0.0,0.0
SensorMan Status 11/12/2010,02:44:21,22.5,23.0,0.0,0.0,0.0,0.0,0.0,0.0
11/12/2010,02:47:23,22.5,23.0,0.0,0.0,0.0,0.0,0.0,0.0

+ Configuration 11/12/2010,02:50:23,22.5,23.0,0.0,0.0,0.0,0.0,0.0,0.0
11/12/2010,02:53:26,22.5,23.0,0.0,0.0,0.0,0.0,0.0,0.0

- Logfiles 11/12/2010,02:56:29,22.5,23.0,0.0,0.0,0.0,0.0,0.0,0.0
AlarmLog 11/12/2010,02:59:30,22.5,2%.0,0.0,0.0,0.0,0.0,0.0,0.0
Datalog 11/12/2010,03:02:30,22.5,23.0,0.0,0.0,0.0,0.0,0.0,0.0
11/12/2010,03:05:33,22.5,23.0,0.0,0.0,0.0,0.0,0.0,0.0

xternalDeviceLog 11/12/2010,03:08:34,22.5,23.0,0.0,0.0,0.0,0.0,0.0,0.0
ExternalDeviceLog Chart 11/12/2010,03:11:35,22.5,23.0,0.0,0.0,0.0,0.0,0.0,0.0

) 11/12/2010,03:14:35,22.5,23.0,0.0,0.0,0.0,0.0,0.0,0.0

+ Web Links 11/12/2010,03:17:35,22.5,23.0,0.0,0.0,0.0,0.0,0.0,0.0
11/12/2010,03:20:37,22.5,23.0,0.0,0.0,0.0,0.0,0.0,0.0

Figure 67: HTTP — CS121 ExternalDevicelLog

In figure 62 the logging of a SM_T_H_COM is displayed, sensor 1 for the temperature, sensor
2 for the humidity.

At unify UPS their events will be imported out of the UPS directly and are displayed into the
CS121 menu LogFiles, “UPS Events”.

e S R«

@ C X Ay | G hitp//192168.222.206/ 7 -J[2
| ' C5121 SNMP/Web Adapter |_|—

UPS Status: ) UPS Status OK
Aux stas: © © © ©

i |
newave
| U

Event Logfile

| ___mime ____lupsiofcodel _ _Event | state |

- C5121 Status 17.05.2006 09:18:42 2 2203 U ELKO CAPACITOR MAX 80808080
System & Network Status 17.05.2006 09:18:42 1 6403 KINV DONT CLOSE 80808080
UPS Status 17.05.2006 09:18:42 2 6403 KINV DONT CLOSE 80808080
UPS Status Graphic 13.05.2006 11:40:14 2 2202 FINAL TEST PAR SAVED 21d08080
UPS Functions 13.05.2006 11:39:27 1 6403 KINV DONT CLOSE 21d08080
AUX Status 13.05.2006 11:39:27 2 5403 KINV DONT CLOSE 21d08080

. 13.05.2006 11:39:26 1 2203 UELKO CAPACITOR MAX 30808080
Etcialieon 13.05.2006 11:39:26 1 1401 MAINS BYP FAULT 80808080
- Logfiles 13.05.2006 11:39:26 2 2203 U ELKO CAPACITOR MAX 80808080
UPS Events 13.05.2006 11:39:26 2 1401 MAINS BYP FAULT 80808080
AlarmLog 13.05.2006 10:45:39 1 a202 FINAL TEST PAR SAVED 21408080
Datalog 13.05.2006 10:45:39 2 a202 FINAL TEST PAR SAVED 21408080
Datalog Chart 13.05.2006 10:44:50 3 6403 KINV DON'T CLOSE 21408080
T e 13.05.2006 10:44:50 2 6403 K INV DONT CLOSE 21408080
P e T 13.05.2006 10:44:49 1 1401 MAINS BYP FAULT 80808080
13.05.2006 10:44:49 2 1401 MAINS BYP FAULT 80808080

+ Web Links 13.05.2006 10:12:18 1 a202 FINAL TEST PAR SAVED 21408080
13.05.2006 10:12:18 2 2202 FINAL TEST PAR SAVED 21408080

13.05.2006 10:11:30 3 9104 PARAMETERS SAVED 21408080

13.05.2006 10:11:30 1 9104 PARAMETERS SAVED 21408080

13.05.2006 10:11:30 2 9104 PARAMETERS SAVED 21408080

Figure 68: HTTP — CS121 UPS Events
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3.4 CS121 for Transfer Switches

The CS121 is used from time to time for automatic transfer switches (ATS) too. The graphical

display depends on the manufacturer.
» C 5 |G hitp://192163.222173/

£ Meistbesuchte Seiten || Erste Schritte 5 Aktuelle Nachrichten

| & c5121 SNMP/Web Adapter e
AUX Status: © © @ ©

GENEREX
*

CS5121 Status
System & Network Status
UPS Status
AUX Status

Configuration
UPS Model & System
Network & Security
LED Display
RAS Configuration
Scheduled Actions
SHMP
EMail
Timeserver
COM2 & AUX
SensorManager
Events | Alarms
Save Configuration |m

Logﬁles Input Voltage Net 1 22689V ‘Output Voltage 2265V
AlarmLog Input Frequency Net 1 50.0Hz Output Current 0.4 A
Datalog Input Voltage Net 2 2275V QutputLoad 20%
Datalog Chart Input Frequency Net 2 50.0 Hz
ExternalDeviceLog
ExternalDeviceLog Chart

Web Links
Online Manual
Firmware Update

Figure 69: HTTP — Status Page Socomec Transfer Switch

Powering Business Worldwide

- C8121 Status
System & Network Status
STS Status
AUX Status

AUX Status: © © © ©

Model: EATON STS 16

+ Configuration

+ Logfiles
+ Web Links

Output

@ General Failure

Figure 70: HTTP — Status Page Eaton Transfer Switch
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All ASYS, AEG and PILLER transfer switches are using the extended RFC1628 SNMP MIB
(Download). The models SOCOMEC STS and LTM got their own MIB (STS LTM MIB), which
is available as download from our website:

http://www.generex.de/index.php?option=com_content&task=view&id=63&Itemid=104

4. Adapter Software-Updates (Firmware)

Usually the CS121-Adapter already contains a specified firmware-version and does not need
to be updated unless you have problems or you find a update recommendation on our website.
(use firmware online update link on CS121 page).

If you have connected your CS121 via LAN a link at the Webbrowser configuration page
(CS121 Firmware Update) indicates you with red or green coloured information whether you
should perform a Firmware-Update or not.

Firmware Update Page

Device: 1N
OEM Id: 4
Your version:  3.91
Latest version: 3.51

Mo newer firmware available. Update is not possible.

Complete Yersion History
Figure 71: HTTP - Firmware Update Page

o Note: We strongly recommend to update any firmware lower than 2.69 to the
actual version!

All actual Firmware-updates are provided at www.generex.de download page.

o Note: Any interruption of a firmware upload may damage your adapter. If this is
the case, you have to reformat the adapter with special software See
section “Firmware Recovery”. or contact your UPS software support for
more information.

The boot procedure of the CS121-adapter performs several steps:

o First, the firmware is going to be uncompressed.

o Starting firmware

e Control process called UPSMAN is going to be started and USV connection is trying to
established

e Services e.g. Webserver etc. started

There are two ways to update your firmware-version, by using the Setup-tool or via FTP.

4.1 Firmwareupdate via Setup-tool

Firmware updates are available for free at www.generex.de. Download the specified version
(mind your OEM ID) and follow up the setup-procedure. If necessary, consult your UPS dealer
for further information.

4.2 Firmwareupdate via FTP

A firmware update can be made via FTP during normal operation of the CS121-Adapter
(username: “admin”, password: “cs121-snmp”). Simply overwrite the older firmware files,
PROJECT.HEX, UPSTYP.UPS and MESSAGES.DAT in the FILES folder with the newer files
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and reboot the adapter. Afterwards, reconfigure the device via Telnet. For more details read
the README.TXT of the firmware update package.

Note: The configuration of the CS121 can be saved for archiving purposes
using an ftp-connection. Simply download the ,upsman.cfg“ to the
directory of your choice. Later on, after the CS121 has been updated,
the configuration can be saved back into the ,flash* directory of the

CS121 per ftp.

=& / Name
-3 flash http
{3 ramdisk @AlarmLog
Ejﬂ DatalLog
]ﬂ ExternalDevicelog
ftp_accounts.tat
Profile Name: ICID] Connect l (%] modbus.ini
=)
Host Address: Iqm-QENEIEN-de Cancel I = PHUEGTHEE
sentrymsg.dat
Port I21 ™ Use PASY Mode I™ Use Firewall Upsian.cld
 upstim.dat Open
Login: Iadmin I~ Anonymous ] upstyp.ups Quick View
= | version.txt Download
Password: I “““““““““ Download To...
Delete
Rename
. Properties
Figure 72: CS121-configuration settings via ftp.

A firmware-update via FTP changes not only the operating system part of the CS121, if you
want to change also UPS manufacturers data you have to overwrite also the file
UPSTYP.UPS. Please contact your UPS software support for further information.

4.3 Firmware flash renewal and recovery

Caution: This upgrade process requires some technical knowledge. This process
can seriously damage your CS121 if not performed correctly. Please
follow the instructions carefully to avoid damaging your system! We
strongly recommend to use the CS121 update tool to avoid conflicts and
to safely update your CS121.

General information regarding the upgrading process of the CS121 - Known Problems
and Preliminary Precautions:

e Any update will cause a deletion of all former settings. The adapter must be reconfigured
after the update. The current settings information can be saved by using an FTP connection to
your adapter to save the upsman.cfg file in the flash directory to a local directory. This file
contains all of the information about the current CS121 settings in a formatted text. Do not
copy this file back onto the adapter after the update as a replacement for the new upsman.cfg.
The information must be entered back into the settings using the adapters configuration
interface. Note that the http interface often contains newer settings options that are not yet
implemented in the telnet and terminal interfaces.

e Any recovery should be made on the default IP Address 10.10.10.10. Put DIP Switch 1 and
2 in the OFF position before starting.

e Please avoid the use of routers and switches between your computer and the CS121, if
available use Hub (recommended) or a direct line (Ethernet-cross-cable).

Instructions for recovery procedure:

In case the CS121 is not running, has any defect or other problem, please put dip switch 1 to
OFF (Dip 2 should be always OFF) and follow the procedure below:
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1. Before starting the update, unplug the adapter from the power supply (slot cards have to be
removed from the slot).

2. Set a route to default IP-Address. Command syntax on your windows computer: "route add
10.10.10.10 <your IP address>". Also note that the flash tool can also be used to set the route
for you by checking the set route check box in the update interface.

3. Check if your route is correctly set with the console command "route print". You should see
that 10.10.10.10 is in the list.

4. Make sure that no other device is answering on "ping 10.10.10.10". If you get any answer
then you have to disable this device first before you can continue.

5. As an extra notice, the update interface displays an stereo button with the text "Format &
Rewrite" to show that all settings will be lost.

6. Press the "Start Update" button and re-power the CS121 in THE EXACT SAME MOMENT!

If the start was successful, you will see that the firmware is loading. DO NOT INTERRUPT
THIS PROCESS! Pay attention to the process. If during the loading the following text
reappears in the dialogue:

"Connecting to target 10.10.10.10 on port 4000....."

then shortly disrupt the power supply to the adapter in order to initiate the communication call
between the updating computer and the adapter once again. The process should then flow
through all the way to the following text: "update successful".

o Attention: It is important to start the update and the adapter at the same time
because even with a defect firmware installation, there is a window of 1
second during the start of a cold boot in which the CS121 will answer IP
calls to 10.10.10.10. When the firmware update tool gets a connection
during this time, the recovery process can start. If you get a timeout,
retry this procedure.

7. After the firmware has been loaded, you can reboot the adapter and configure the system
with HTTP (resp. TELNET), still using IP address 10.10.10.10.

4.4 How to get the “upsman.cfg” from a CS121 to your computer via FTP

Click on the web-interface of your CS121 into the configuration menu bar the ,Save
Configuration® button. Click the ,Backup Configuration® icon with the right mouse button, select
~Save Target As“ and choose the path of your hard disk, where you want to store the
L~upsman.cfg” data.
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CS121 Configuration Manager

Reset to Factory Settings
Load the 5121 factory settings into the configuration editor.

Cancel Recent Changes
Reset all changes and reload the saved settings.

Save Configuration
Write all changes to flash memary. Changes will be used after the next reboot.

Backup Configuration
Store a backup of the configuration on your local harddisk. (Lse right mousebutton and "save target as™)

MOTE: For UPLOAD older config files ta new firmware versions please contact support.

Reboot
Rehoot the ©5121 without saving configuration changes.

Save, Exit & Reboot
Write all changes to flash memary and rehootthe ©S5121. (Please be patient after clicking here)

OQ e O W O

Figure 73: CS121-Configuration Manager

Via FTP: Enter the following into the address field of a web-browser: ftp://<ip-address of your
CS121>. Enter the username admin and the password csl121-snmp. You will find the
L~upsman.cfg® into the ,flash” folder.

- FTP root at 192.168.222.209 - Windows Internet Explorer

O -en

Uf RF @FTP roat at 192.165.222.209 | |

FTP root at 192.168.222.209

Teo wiew this FTT site in Windows Explorer, click Page, and then click Open FTP Site in Windows Explorer.

0170171980 12:00 Directory flash
01/01/1930 12:00 Directory ramdisk

Figure 74: CS121-FTP Access
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ftp://<ip-address/

j he M4 IGoogIe L~

-~ B - =~ |:=F Page ~ {CF Tadls ~ ®

ey Wiind o Chrl+HM AI

Cuk Chrl+
Copy Ckrl+C
Paste L ey
Save As..,

Send Page by E-mail...
Send Link by E-mail...
Edit with Motepad

Zoom 4
Texk Size »
Encoding »
View Source

Web Fage Privacy Palicy. ..

Figure 75: CS121-FTP Context Menu

v

( )\ ) |thp:H192.165.222.209;

Organize « 55 Views =

Favorite Links Name = M [ -] rvpe | =] Date modiisd
. Flash File: Folder 31.12.1979 17:00
[E poouments ramdisk File: Folder 31.12.1979 17:00
FE Pictures
FD Music
More  »

Figure 76: CS121-FTP Folders
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”
i | 1 fepiitiae.168.222. 209)Flashy

Organize » 35 Views v

Faworite Links Mame = |v| Size |v| Type |v| Date modified
http File Folder 0&,10,2008 02;33
[F) Documents || #larmiog 7KE File 31,12,1979 17:00
EE Pictures || Datalog 28KE File 31.12,1979 17:00
!B\ Music 4%  display.ini 1KE  Configuration Settings 15.07.2007 11:51
More 3 4% | display_default.ini 1KE  Configuration Settings 18.07.2007 11:51
|| ExternalDevicelog 14KE  File 31.12.1979 17:00
Folders v | ftp_accounts.txt 1KE Text Document 08,10,2008 02:33
4%  modbus.ini 3KE  Configuration Settings 05.12,2007 11:46
L '?esmp | ] project.hec B93KB  HEC File 02.10,2008 11:19
& :dg_‘”‘mam’ | senkrymsg.dat DAT File 18,06,2004 01:29

. Public =

18 Computer
2 Metwork
'_fé Internet Explorer

|| upstyp.ups
L wersion.bxt

Figure 77: CS121-FTP Upsman.cfg

156 KE UPSFile
1KE Text Document

3 1
29.09.2008 10:25
17.09.2008 07213

After you have updated your CS121, please open the ,new" and the stored ,upsman.cfg” in an
editor. Now check, if the parameter of the new data are present into the stored data. If not, you
need to copy the missing parameter of the new data into the stored ,upsman.cfg”.

Now you can overwrite the ,upsman.cfg® into the ,flash® folder via ftp.

Ftp:/{192,168,222,203Fash]

=& [5earch

[T
Fau | Size | =] Type | | Date modified | -| ate created |
EE File Folder 08.10.2008 02:33 05,10,2008 02:33
ot KB Fil 31.12.1979 17:00 31.12.1979 17:00
Caleulating the time required ta upload the fles. e
FE F 28KE File 31.12.1979 17:00 31.12.1979 17:00
B [] . Confirm File Replace

[ Jprojecthec
|| sentrymsg, dat
|| upsman.cfg
| |upstyp.ups
| version.bxt

L e
| Administrator
Public
8 Computer
¥ Hetwork
(& Internet Explorer
¥ 192.168.222,209
Flash
ramdisk
Cantrol Panel

& Recycle Bin

Figure 78: CS121-FTP File Replacement

JJ This folder already contains a file called 'upsman. cfg',
i

wiould you like to replace the existing file

15,0 KE (15,454 bytes)

with this one?
231 bytes (231 bytes)
Mitbwoch, 19, September 2007, 05:33

ves | vestam i

Cancel

Just reboot (do not select ,Save, Exit & Reboot”) the CS121 via web-browser.
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CS121 Configuration Manager

Reset to Factory Settings
Load the C5121 factory settings inta the canfiguration editar,

Cancel Recent Changes
Reset all changes and reload the saved settings.

Save Configuration
‘Write all changes to flash memaory. Changes will be used after the next reboot.

Backup Configuration
Store a backup ofthe configuration on your lacal harddisk. (Use right mousebutton and "save target as™)
MNOTE: Far UPLOAD alder config files ta new firmware versions please contact support.

Reboot
Rehootthe C5121 without saving configuration changes.

Save, Exit & Reboot
‘Write all changes to flash memory and rebootthe C5121. (Please he patient after clicking here)

OO o Ow o

Figure 79: CS121-Reboot

At the reboot, the stored ,upsman.cfg“ will be load and the CS121 will obtain the configuration
prior of the update.

45 Changing the Adapter’s MAC-Address
e The MAC-Adress of the CS121 can be changed in 4 steps:

1. Connect your CS121 to the network again, after you successfully flashed the device with
new firmware.

2. To connect to the CS121 please enter from a Windows Commandline : "hymon.exe <ip
adress of your CS121> 4000"

Example: "hymon 10.10.10.10 4000"

You may alternativly open the batchfile "login_HynetOS.bat" and simply change the IP adress.
(NOTE: The usage of Hymon requires a JAVA Runtime version 1.3 or higher.)

3. Now you should be connected to your CS121 at the login prompt.
c\CS121\CS121_Mac_Adresse>hymon 192.168.202.123 4000
Connecting to target 192.168.202.123...0k.

192.168.202.123:/>

4. Enter in the prompt the command: "set MAC <GENEREX MAC Identifier>" <ENTER>
Finish. After this you can enter exit and reboot your CS121.

o GENEREX MAC Identifier - Address code:

The GENEREX MAC address range is :

Model CS121 Hardware 131, Typ L,SC,Modbus Version 2005:
00-03-05-0E-XX-XX

Model CS121 Hardware 121, Typ L,SC,Modbus Version 2005:
00-03-05-02-XX-XX

Model CS121 Hardware 131, Typ BSC,BL:

00-03-05-0F-XX-XX

Model CS121 Hardware 121, Typ BSC,BL:

00-03-05-02-XX-XX
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BACS, SiteMonitor, SiteManager:

00-03-05-0A-XX-XX

where XX-XX represents the HEX code of the GENEREX CS121 Board's serialnumber

(decimal).

e How to find the CS121 board serialnumber:

o Note:

This is not the serial number of the CS121 itself, its the serial number of
the CS121. Motherboard. At a CS121 Slot this number is found as a
white lable on the board, the text of this lable maybe like this: "SN:B (or
C)-xxxxx QC:Passed". The number after SN:B (or C) is the
motherboards serialnumber. (If you can not find the label on the
motherboard, please contact your USV manufacturer.)

At CS121 external units you have to open the chassis to see this label.

Example 1 : If youre lable is : "SN:B-40985", than the correct command to set the MAC adress
for your CS121 is: "set MAC 00-03-05-02-A0-19".

[Alternativly you may use the CS121 Product serial number (e.g. 0123-11328) instead:

Example 2 : If youre Product serial number is : "0123-11328", than the correct command to set
the MAC adress for your CS121 is: "set MAC 00-03-05-02-2C-40"]
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5. Additional Software

51 RCCMD

RCCMD is the client module for integrating an unlimited number of computers of any operating
system into an UPSMAN managed UPS facility. The main purpose is to transmit shutdown
signal or messages to RCCMD clients in other networks or on other OS.

Send email +
Het send message +

Shutdown | Shutdown! Shutdown |
Hovell Server Windows Server Mac 05
RCCMD 2 client RCCMD 2 client RCCMD 2 client
= - -
UPSMAN Server +
RCCMD 2 Sender
rewal - —
= -

-
Windows pS
Server

| J—

-
iy -
05/2 Inix 5
RCCMD 2 client  RCCMD 2 client ’/ =
PR Shindovin | 5121 ups iSeries Server

UPSMAN Server + RCCMD 2 Client
RCCMD 2 Sender

Figure 80: RCCMD - Overview

From the UPS Management Software Suite (optional UPS software product) you may use the
module for multi server shutdown “RCCMD” (separate client license required) to shutdown
another networking computer, unregarded which OS. (for a complete list of RCCMD supported
OS please see the documentation-page of www.generex.de.

Please note that you need for every computer to receive an RCCMD shutdown call another,
separate license! If you need to shutdown several 100 of computers in your LAN or WAN
within the same company or organization, you may ask your UPS reseller for an “enterprise
license” which allows the usage of a single license key for all your computers (optional).

Additionally, RCCMD can send messages and execute other programs on remote computer
via the CS121 SNMP adapter. In general, the jobs can be broadcasted and relayed from a
machine within its own segment. Depending on the network configuration and the number of
RCCMD licenses, an unlimited number of Computers/Servers can be shutdown. Contact your
UPS dealer to purchase RCCMD software.

5.1.1 Installation

Please start the installation of the RCCMD-client with the download of the latest version from
www.generex.de. (If included, use also the CD from the adapter package) Uncompress the
files, execute setup.exe and a wizard guides you through the installation. (Note: Some older
versions (using InstallShield5) sometimes stop the installation process with a window, which
shows you a completion of 99%. In this case, download the latest RCCMD-Version from the
www.generex.de download-page and continue.)

After you entered the Licence-Key a window to configure the IP-address appears. Add the IP-
address from the adapter(s), of which the client has to receive RCCND-signals.
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Eiclient installation

1ol

IP addvess list of all ACCMD servers that are allowed to sand a
shutdown cammand ta this clisnt [no entry means:svery server)

Add Address
Delete Address

Edibddess.

Enter an IP addiess (for sxample 192.33.44.55

IP addiess or name: ||

Cancel |

S

Use Port; [E003

RCCMD ver. 3.2.0.0

< Back. Next »

Cancel

Figure 81: RCCMD Client Installation — IP-Address

The following window gives you the possibility to enable a periodical connection check and to
attach a batch-file to be executed in the case of a failure.

7 Client installation
~UPSMAN alive checking

=101 x|

™ Enable connection check

20 min
Connect reties: |100

Execute at failure:

g

Paling rate:

Tiest cannechion(s]..

( [FRECH D ave bt

urs

8

UPSMAH Default sefting I

Erowse ..

Edit file

 ACCHMD Redundancy RCCMD Traps

™ Use RCCMD gioup/redundancy

™| Enable RECHMD) Traps

RCCMD wver. 3.2.0.0

Canicel

Figure 82: RCCMD Client Installation — Connection check

With the following window you complete the installation by attaching batch-files to each action
the RCCMD-client can receive from the CS121-adapter. Usually, you do not need to edit the
default-values, because the installation already includes the batch-files as default. Just edit the
batch-file, if you want to add or change an action to be executed.

7 Client installation

=101 x|

Logfile-configuration:

Max loglile-size: 512 Kb Viewlog

Execute at mail signal from RCCMD server:

|CARCCMD il bat

Execute at message signal from RCCMD server.

Edit file

|C:\F\CCMD\message.bat

Execute at execute signal flom RCCMD server:

UPSMAH

Edit file:

[CARCCMDerecute bat

3

Execule at shutdown signal from RCCMD server:

Edi file

|CARCCMDshutdown bat

Browse ... I Configure ... | Edit file

RCCMD wver. 3.2.0.0

< Back Instal

Canicel

Figure 83: RCCMD Client Installation — Batch-files
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5.1.2 RCCMD with SSL for Windows

The Secure Sockets Layer (SSL) protocol is a cryptographic protocol that provides security
and data integrity for communications over TCP/IP networks.

Use your Web-browser to navigate to the address of your UPS Web-Manager. Click the
“Network & Security” configuration button and enable the SSL network feature.

Network & Security Settings

MAC Address: 00-03-05-0E-09-E1 Enable Telnet Server;
Network Card Speed: AUTO - Enable HTTP Server:
Local Address: 192.168.202.98 HTTP Port: 80
Gateway Address: 192.166.202.1 HTTP Refresh Time: 10
Subnet Mask: 255.255.265.0 HTTP Default Page: UPS Status
DHS Server: 192.188.202.8 Enable HTTP Tooltips:

Enable UpsMon Server:
Change Administrator Password: Use RCCMD2 Traps:
Confirm Password: Enable RCCMD Listener: |

RCCMD Listener Port: 6002
Change UpsMon & $84 Password:

RCCMD Timeout: 180
Confirm Password:

(use Recmp ssi @)

Use UpsMon Password for Web Pages: 1

Figure 84: RCCMD SSL Settings

The SSL network feature requires correct time settings, so it is required to configure a
timeserver. Click the ,Timeserver* configuration button and enter the address of at least one
timeserver.

Time Settings ?

RFC&68 TCF compatible imeserver listening on port 37 required
To disable the timeserver feature settimeserver address 1to 0.0.0.0

Some public timeservers (could be used for bath protacols):
129.6.15.29 : National Institute of Standards and Technolegy

192.53.103.103: P Technische Bundesanstalt
‘Current system time: Thu Dec 4 23:49:26 2008
(TmeserverAddress1: 19253103103 SNTP ~)
Timeserver Address 2: 0.0.0.0 SNTP =
Timeserver Address 3: 0.00.0 SNTP -
Timezone: (GMT+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna

Automatically adjust clock .
for daylight saving changes: (implemented for european timezones only)

Connection Retries: 2
Synchronize Time on B
incoming RAS connection:
Synchronize Time on

4 ]

outgoing RAS connection:

([ TestTimesener1 || [ TestTimesenver2 | [ TestTimeserer3 | | Synchronize C$121 clock now

Figure 85: Timeserver Settings

Click the ,Save Configuration“ button and the ,Save, Exit & Reboot* button to confirm your
settings.
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CS121 Configuration Manager

Reset to Factory Settings
Load the C5121 factory settings into the configuration editor.

Cancel Recent Changes
Reset all changes and reload the saved settings.

Save Configuration
Write all changes to flash memory. Changes will be used after the next reboot.

Backup Configuration
Store a backup of the configuration on your local harddisk. (Use right mousebutton and “save target as”)
MOTE: For UPLOAD older config files to new firmware versions please contact support.

Reboot
Rebootthe C5121 without saving configuration changes.

EQEHEEED

[

Save, Exit & Reboot
Write all changes to flash memory and reboot the CS5121. (Please be patient after clicking here)

Figure 86: Settings Confirmation
Start the RCCMD Wizard installation again and enable the SSL network feature.

RCCMD ver. 40.0.7

IP address list of all RCCMD servers that are allowed to send a
shutdown command to this client [no entry means:every server).

Add Address ..
Delete Address
Edit Address ...

Metwork zettings

Configure advanced
network settings like IP
address to bind, port
and 551 or uze the
default values.

UPSMAN

< Back Mest » Cancel

Figure 87: SSL Configuration

[Advanced network settings 25

o Part:

S5L

IP addrezs and part:

IPtabindte:  [127.0.0.1

Brrowse for [P...
5003

(W Use secure connection [S5L) )

Cancel | ok |

Figure 88: Advanced Network Settings
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5.1.3 RCCMD with own SSL certificates

In this chapter we will describe, how to use an own SSL certificate with RCCMD, e. g.
OpenSSL ( http://www.openssl.org ):

Be your own CA

Using OpenSSL it is quite simple to become your own CA. Just run:
CA.pl -newca

Done! Just ensure, that you select a useful CN (common name)!
Create your RCCMD certificate

You need to create your certificate for RCCMD now. As it will use it for verification, it should
contain the same useful common name (CN), that you selected for the CA. The private key
must not be encrypted to let the RCCMD Client (service) start without trouble. Therefore we
use the “—nodes” option and the “-newreq” command:

CA.pl -newreq -nodes
Sign with your CA:
CA.pl -sign

Now create an empty file named “rccmd.pem* and copy the cert information of newcert.pem
(rccmd certificate), newkey.pem (private key) and cacert.pem (CA) into it. Please note, that the
exact copying is required to use it without trouble!

Use your own RCCMD certificate
Do the following steps at the RCCMD Client and every sender (e. g. UPS Web Manager):
. Backup the existing “rccmd.pem”
. Replace the existing “rccmd.pem” with your own
. Restart the RCCMD Client
. Restart the RCCMD Sender

75


http://www.openssl.org/

5.14 RCCMD client as relay station

In order to reach a bigger number of RCCMD receivers, the adapter needs to be operated as
relay station. The receiver will be configured so that it will receive a RCCMD signal and this
signal is then used to start a batch file, which then starts even more RCCMD sender signals.
This computer is then sender and receiver at the same time and is therefore an important link
in the UPS monitoring chain. Generally the use of an RCCMD client as relay stations makes
the management of several 100 RCCMD clients far easier than configuring this via the
Webbrowser interface of the CS121. Additionally, all Webrowser Event configurations have a
certain limitation so that you have to use the relay function if the number of jobs exceed e.g. 50
per event at the CS121 HW 131, at older CS121s even earlier.

See the following script, which lets the RCCMD-client act as relay station:

BECHD off

REM —--—- Created by RCCHD configuration —--

SET path=C:\WINDOWSY ; C: Y\ WINDOWS, system32) ; C: 4 RCCHD

SET path=%path%;C:\RCCHDY

RELAY RCCHMD

# This katch will send RCCMD shutdown calls to the the IP adresses liste below
# At the end of the batch this computer will initiate the local shutdown

recmd -2 —-a 191.168.200.5
recwd -2 —-a 191.165.200.6
recmd -5 —-a 191.168.200.7
recmd -2 —a 191.168.200.8
recmd -2 —a 191.168.200.9
recmd -2 —-a 191.165.200.1
recwd -2 -a 191.165.200.1
# to he continued ..

#

# local shutdown
ExitWin.exe shutdown force
BCLE

Figure 89: Example: Batch file to let the RCCMD act as relay station

5.15 License regulations

Please note that in order to use these functions legally, the corresponding RCCMD program is
installed and started from the UPS-Management Software CD resp. see www.generex.de-
download page for the latest version. (see above) The license code can only be used once
per_installation. If more computers need to be added to the shutdown process, additional
licenses are required. The CS121-adapter package does usually contain a single licenses for
RCCMD to shutdown 1 computer. For more computers to shutdown you have to order
separate RCCMD client licenses. Generally the CS121 has an unlimited capacity to shutdown
RCCMD clients, but if you have to enter more than 30-50 RCCMD clients via the Webbrowser
interface it may make sense to use RCCMD relays (see above).

5.2 gChart

gChart is a GENEREX plug-in for the MS Internet Explorer
available as a free download from the GENEREX web site. Quickly and easily visualise all of
the CS121-adapter logfiles using Generex's ActiveX graphical log controller GChart when
using the Internet Explorer. Discover UPS problems more easily and optimise system tuning
more rapidly. Navigate through the data with the mouse using functions like zoom and pan with
continuous motion in real time and query interpolated data values by clicking in the areas of
interest. Customize the view by moving or toggling off the legend, toggle off and on the data
grid and also switch individual log values on and off.
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Figure 90: gchart plug-in for the internet explorer

Get the gChart experience now by visiting our online CS121 at: http://q01.generex.de/ and be

sure to follow the GChart lodfile links.

In order to activate this function, the following adjustments in the Internet Explorer Options are

required:

Click via the menu , Tools" into the Internet Options.

Select the tab ,Security”.

Click the ,Trusted Sites” icon, than the ,Sites” button and add the desired IP address.

Internet Options

i

X

General  Security IPriva:y | content | Connections | Programs | Advanced |

Select a zone to view or change security settings.

@ @4 v O

Internet  Localintranet  Trusted sites  Restriched
sites

Trusted sites

GENEREX

Trusted sites E

# ou can add and remave websites from this zone, All websites in
this zone will use the zone's security settings,

Add this website to the zone:

,’ This zone contains websites that you
v trust not ko damage your computet or
your files.
You have websites in this zone.

! Sites !

Security level For this zone

Custom
Cuskom setkings,
- To change the settings, dick Custom level.
- To use the recommended settings, click Default lewel,

I~ Enable Protected Mode (requires restarting Internet Explarer)

Custom level... Default level

Reset all zones to default level

Ok | Cancel |

Apply

I hktp:f v, generex. de

Websites:
http: (192,168,222, 204

Remove:

[onars |

[~ Require server verification (https:) For all sites in this zone

Close

+ ™8 corman

+ @ Korean

EARCH

Search

Figure 91:

Internet Options of the internet explorer
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Close the opened windows via ,Close” and ,Ok".
Click into the Internet Options and Security again. Click via ,Custom level...“ into the Security
Settings of the Trusted Sites Zone.

Security Settings - Trusted Sites Zone X
—Settings
) Prompt d

|, Activer controls and plug-ins

|#| Allow previously unused Activex conkrols to run without prom
() Disable .J
{2} Enable

|#| Allows Scriptlets
(%) Disable
O Enable
) Prompt

|#| Automatic prompting For Activex contrals
(3 Disable
) Enable

\#| Binary and scripk behaviors
) Administrator approved
O Disable

9 Frahle =
« | »

*Takes effect after you restark Internet Explorer

~Reset custom settings

Reset (i [msdium (default) = Reset... |

Figure 92: Security Settings

Activate the following options:
e  Allow previously unused ActiveX controls to run without prompt

e  Download unsigned ActiveX controls
e Initialize and script ActiveX controls not marked as save for scripting
e Run ActiveX controls and plug-ins

Close the opened windows via ,Ok" and restart your Internet Explorer with the desired site.

5.3 UPS monitor (UPSMON)

UPS-Monitor (UPSMON) is the graphical monitoring and command inferface application for
UPSMAN and is available in standard and custom interfaces.

In order to display the UPSMAN provided data via the network customer friendly, the modules
UPSMON and JAVAMON are delivered for free. The UPSMON is a client for all Microsoft-
platforms, whereas the JAVAMON can be started on all operating systems, that support JAVA.
A LAN, WAN, or the Internet (TCP/IP) connection can be used as a connecting network
between UPSMAN and the management interfaces. Both graphic interfaces can be
customised to the demands of the UPS manufacturer, that's why the UPSMON appearance
differs for almost every UPS maker product. This allows for an adaptation of all UPS systems
with all different kinds of functions. UPS systems, with serial interfaces often incorporate of a
variety of measured values and status information. Those can be displayed using overview or
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block diagrams. Other devices, such as diesel generators or extra measuring units can be
integrated with this management software via the network. A separate password protected
screen can be created, if the devices also support remote controlling commands. The values
and status information, which are stored in the UPSMAN log file, can be requested from every
computer with an installed UPS monitor module.

Features:

e Monitoring of all UPS systems that are connected in the network via UPSMAN and
respective SNMP adapter

e gCHART dynamic visual log file graphic tool

* Remote controlling of all UPS systems via the network

* Graphic display of the UPS input data (voltage, power)

e Read out and display of the UPSMAN event-log files

e Programming of the UPSMAN scheduler

e Graphic screens containing all UPS information also under UNIX, MAC (JAVAMON)
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6. CS121-Enhancements, Field of applications
6.1 SiteSwitch4 (SS4) and SiteSwitch4AUX (SS4AUX)

/gf““

$S4 AUX \ ss4

===, .| Nemmmm.

Figure 93: SideSwitch4 and SS4 AUX

SITEWITCH4AUX is a high-performed extension of the CS12l-adapter but can also be
operated as stand-alone solution with the possibility to connect to UPS or UPS-similar devices.
The SITESWITCH has 4 power outputs sockets, which can be configurated by the event
settings of the CS121 or any other RCCMD compliant sender like SITEMANAGER,
SITEMONITOR.

P Network (LANWWAN) )
S

Power cable

Figure 94: CS121-Installation with SideSwitch4

Using the integrated Webserver, the SITESWITCH 4 enables the monitoring and the remote
control of its 4 power outputs. The power sockets can be switched on and off individually. This
can be done either manually via the HTML browser interface or UPSMON or automatically
using the EVENT manager of the CS121 - or any other network CS121 or compatible device.
When executing the action using the EVENT manager of the CS121, the power switching can
be preconfigured to run with delays or to run on a schedule. Both the UPSMON time scheduler
and the HTML time scheduler can be used to configure a power switching time schedule.

This task can also be achieved using the full version of the UNMS UPS Network Management
Software.

o Note: (only SS4, not SS4AUX) If you wish to use a UPS with your SS4 then
you must install the appropriate CS121 Firmware on your SS4. The
default Firmware on SS4 (OEMID 27) is for the usage without UPS, as
standalone remote powerswitch. For UPS usage at the SS4 you must
also be sure to set the Exchange COM Ports checkbox and then use the
configuration cable to connect the SS4 with your UPS.
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UPS Model & System Settings 2

UPS Model: = UPS ID: o

Power (VA): W System Name: ICS121—
Load (VA): [0 System Location: [Famburg
Hold Time (min): I System Contact: fgmin
Recharge Time (h): CH Attached Devices: [UPS protected devices
Baud Rate: [2800 ] Battery Installation Date: ~ [18.06.2004

Cable Type: [serial =]

Exchange COM Ports: O M‘

Exchange COM Ports
Check box for switching COM1 and COM2 on the CS121 adapter for enabling alternative cable connections.

Figure 95: Exchange COM Ports 1 & 2 for SS4

6.1.1 SS4 Feature overview

e 4 configurable powers sockets with a breaking capacity of 230V/8A

e Power socket status indicator via HTML, UPSMON, UNMS or SNMP

e Control via the internal CS121 or via remote CS121 or RCCMD compatible devices

* Remote control of the powers sockets via HTML Browser (Password protected)

e LED-Status of the power sockets

e Small metal casing with 1.5RU, designed for 19"-Rack Mountings (mounting frame included)
* High breaking capacity (8A), input with IEC 16A.

e Programmable power switching via the HTML and UPSMON Scheduler

e Delay of alarm (e.g. UPS alarms) triggered power switching on COML1 of the CS121

6.1.2 SS4 Contents

e SITESWITCH 4

e 16A IEC 230V power cable

e 2 mounting irons for 19“-Rack installation
e manual for SS4

The manuals are being constantly updated and therefore the reader is encouraged to check
our website for a newer download version of the adapter manual. Check
http://www.generex.de for manual updates.

6.1.3 SS4 Installation

The power consuming devices are connected to the SS4 using IEC 250 VAC/6A plug cables.
The SS4 has 4 IEC 250VAC/6A chassis sockets that can be switched on and off separately.
Special notice is to be given to the 8A threshold breaking capacity; exceeding this limit will
cause the SS4 fuse to break leaving all connected devices without electricity.

o Note: Due to errors that may cause the switched off power outlet to remain on
it is necessary to conduct the following: Before connecting any power
consuming devices with the SITESWITCH 4 or working on any power
consuming devices already connected to the SITESWTICH 4, make sure
that the SITESWITCH 4 is not connected to the power supply by pulling
its power cable out of the power socket.

Use the provided mounting irons to fix the SS4 into a 19" rack. Place the SS4 so that the front
panel of the SS4 can be securely screwed onto the 19 rack housing while insuring also that
the power cables can be connected from behind as well.

As soon as all of the power consuming devices are connected to the SS4, the IEC 16 power
supply cable can be connected. Upon establishing power to the SS4, the green ,POWER, LED
will light up, and the 4 ,Power Socket Status LED* one for each of the sockets should be unlit.
This means that none of the sockets are being provided with power thus cutting the connected
devices from the power supply.
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The CS121 establishes a user interface for the SS4 for which the user has the option of using
either UPSMON, Webbrowser, UNMS or an SNMP-Program. All communications take place
either through a modem or network connection. Detailed information is covered in section 7.7.9
AUX and SS4 Settings.

6.1.4 SS4 - Technical data

Inputvoltage: 230V AC +/- 5%

Max. Power Input: 16A

Max. Power Output per socket: 8A (Load at cos phi 1)

Dimensions 260x180x60mm (BxTxH), with 19" : 1,5U
Operating temperature: 0-40°C/rel.Humidity0-95% non condensating
6.2 Sensor SM_T_COM

The SM_T_COM is a temperature sensor for the use with a GENEREX CS121. It has a range
from -25° - 100° Celsisus (-13° —212° Fahrenheit) and comes with a 1.8 meter cable for
connecting to the CS121 COM2 port. The SM_T_COM is designed for monitoring and
management of 19"- racks, UPS rooms, server and data center rooms and for industrial
applications. Simple Plug' n Play connections insure that the sensor can be easily and safely
installed.

Figure 96: The Sensor SM_T_COM

&P

P Network (LAN/WAN)
|

s Temp erature and Humidity

= —,‘?7'7: B ggi@

SM_T_COM

cs121
Figure 97: CS121-Installation with temperature SM_T_COM

The SM_T_COM (also available as SM_T_H — a combination of Temperature and Humidity) is
a temperature sensor with an RS232 protocol which can be connected directly to the CS121
COM2 port. (Not BUDGET series).

The SM_T_COM shows the actual values on the CS121 Webserver screen and allows to
trigger alarms, emails, messages in case the values exceed configurable thresholds.
SM_T_COM is simply connected with the original CS121-TEMP cable (part of every CS121
SC and L) to the COM2. In the Webinterface COM2 & AUX you have to change to the COM2
mode to “SM_T_COM”, press “apply” and “save&exit” and reboot to start the CS121 with your
new settings. The Configuration of thresholds and Events is made via the Event-configuration
windows and the SM_T_COM configuration page.
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6.2.1 SM_T_COM configuration

UPS Status: © UPS STATUS OK

AUX Status: © © © © Sensor Status: © © ©
COM?2 Settings ?
COM2 Mode: SM_T_COM v
Please note: COMZ is always used for configuration as long as DIP switch 1 is off!

COM2 Baud Rate: 38400 v
COM2 Parity: None v

Apply
SM_T COM Settings 7
Location unit Threshold (Low) Threshoid (High) Offset
Temp. Sensor 1 [Degree ceisius ] oo ] [1000 ]

Apply

Figure 98: CS121- SM_T_COM Settings
Enter the desired values for the Threshold (low) and Treshold (high).

You can calibrate every sensor with the Offset, that means if you want to rise a measured
value for 5°C, just modify the default range from 0.0 to 5.0. Therefore you are able to adjust
the measurement values like a gauged thermometer.

You can define the following functions for SM_T_COM Events (see figure below).
Job Editor

Function: When: @ Immediately, once
Text: iRl oS ©) scheduledin 0 seconds
Send an EMail
Send RCCHD Shutdown to remote client OFvey 0 =TS
Send RCCHD Message to remate client i
Send RCCMD Command to remote client Oater 0 seconds
Shutdown UPS > Ater 0
Switch AUX/Sensarian/UPS Output - S g
Send RCCMD Trap seconds & repeat —Aﬂ:ollllts will ?‘"N':e e)(ecl#:: 'fe'\’e";oro"ﬂnﬁoll
Send Wake-On-LAN Magic Packst ) After 0 e
Send RAS Notification
Send SWS with GSM modem SIS (2R
SF S
seconds remaining time

Figure 99: CS121- SM_T_COM Functions

The CS121 firmware version 4.26.x provides the option to define threshold events for the
analogue inputs. Click the “Configure Threshold Events” button into the CS121
“Events/Alarms” menu.

Device Status: { UPS STATUS OK

Sensor Staws: ¢ © ©
* Threshold Events

Threshold Events

CS8121 Staty 1 SM_analogue 1<13.00 EditEvent Delete Event  Edit Jobs ‘Add Threshold Event
- EIT 2 SM_analogue 1-47.00 EditEvent Delefe Event  EditJobs
System & Network Status Variavle: [Gaiayvoaz )
Device Status M
Device Status Graphic Direction: Secunwﬂs u”gaaﬁw
Device Functions Threshold: | Battery Autonomy (m)
SensorMan Status Battery chargs (%)
: UPS Temperature 00,23 new event
- Configuration Inputvottage P-N
UPS Model & System Outout 0ad (%)
Network & Security I
LED Display Shi_analogue 2
RAS Configuration SM_analogue 3
Scheduled Actions SM_analogue &
b Sh_analogue 5
- Sh_analogue 6
EMail SM_analogue 7
Timeserver

SM_analogue

Figure 100: CS121-Configuration Threshold Events of analogue Inputs

In this example, a below threshold of 13 was defined for SM_analogue 1, in this case for the

temperature in °C, which will appear into the Event Configuration, after you executed the
“Save, Exit & Reboot” function.
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Device Status: ) UPS STATUS OK
Sensor Status: ' © ©

Event Configuration

Event Overview (Events 130 of 31)

- _ RCCMD RCCMD
Event Disabled Log  EMail Shut - Message

- C8121 Status 1 Powerfail 0
System & Network Status 2 Power restored
Device Status 3 System shutdown
Device Status Graphic 4 UPSMAN started
Device Functions

0

5 UPS connection lost
6 UPS connection restored
- Configuration 7 UPS Battery Old

UPS Model & System 8 Overload

Network & Security 9 Load Mormal

LED Display 10

RAS Configuration
scheduled Actions 11 Temperature Normal

SHMP 12 Bypass on

EMail 13 Bypass off
Timeserver 14 Battery low

Ccom2 15 UPS Battery bad
SensorManager 16 Scheduler Shutdown
Events | Alarms 17 Input bad

Save Configuration -. 18 Load=80%

SensorMan Status

Overtemperature

19 Load >90%

+ Logfiles 20 General Alarm

+ Web Links 21 General Alarm canceled

22 SM_T_H_COM Temperature High
23 SM_T_H_COM Temperature Low
24 SM_T_H_COM Temperature Normal
25 SM_T_H_COM Humidity High

26 SM_T_H_COM Humidity Low

27 SM_T_H_COM Humidity Normal

28 SM_T_H_COM Connection Lost

29 SM_T_H_COM Connection Restored

(3{) SM_analogue 1=13.00 ]

5 ) o i i i e o o
- E - E-D-N--N--N-N-N-N-N. N
ccocococococoocooococoocooocooococooocococoooooo
cccccococcococccoococcocoocccooococooo
cccoccccocoococcoccoccoccccccoccoocooao

Events 31-31>> =>|

Configure threshold events

Figure 101: CS121-Configuration Threshold Event for SM_analogue 1

6.3 SENSORMANAGER & SENSORMANAGER ||

6.3.1 General information

If more than 1 or 2 environmental values are wanted to manage, than the SENSORMANGER
(SensorMan) is your choice. This device is a data measurement and collecting unit which
allows the individual measurement and monitoring of 8 analog measurement devices (0-10V)
and 4 digital alarm inputs or 4 outputs (open collectors).

Figure 102: Sensor Manager (SensorMan)

The SENSORMANAGER is a system extension for the CS121 Professional, BACS
WEBMANAGER, CS121 Mini und CS121_R_ll.Universal Remote Sensor Control Box for the
monitoring of temperature, humidity and many other types of sensors as well as for the the
management of digital input/output signals. 8 analog inputs (0-10V), + 4 digital input and/or
outputs (48 V 500mA). Digital Outputs are configurable as normally open or as normally
closed. Digital input connections directly through sensor for some models or connect directly to
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the RJ11 socket. Convenient splitting plug available for attaching two sensors to one RJ11
socket.

Purpose:

e Monitoring of temperatures, humidity and other analog data in computer rooms with
automated response to system alarms.

e Alarms can be individually configured and defined for trip contacts such as fire, smoke and
intrusion, and minimum/maximum thresholds values can be set for analog devices such as
humidity, temperature and pressure, fluid level, etc. — any sensor which transmits its values
between 0- 10 V may be connected to a SENSORMANAGER.

e Data logging, logging of alarms, automatic shutdowns of network computers, and other
actions can be set as reactions to critical alarms.

o All system operating and configuring can be done remotely via Web browser. The EVENT
driven alarm management system of the CS121 informs the administrator of problems and
may automatically switch off computers and other devices (Optional extensions: SITESWITCH
4 or SITEMANGER).

o The SENSORMANAGER is an extension to the CS121 Webmanager. If you want to connect
any other computing device, please download the RS-232 protocol for the SENSOR
MANAGER from our website and adjust your software to this communication type.

Important:
New firmware for your CS121 is available for download at: http://www.generex.de

6.3.2 Installation and Network integration

Temperature and Humidity o

— RS E

Pressure and Levels

(
-
SN B
=

J = __g__l_ : ﬁ@
= ‘I?;.. ‘ _—Lﬂiands'ﬁ o ey

: g
%ﬁ»/ - =

cs121 SensorMan
Motion and Intrusion

—L@eE

Figure 103: CS121-Installation with SENSORMANAGER

As shown in the figure above CS121 can also be applied to observe and react on alarms of the
SENSORMANAGER-Inputs. Therefore, the CS121 COM2 port is connected and configurated
for the SensorManager’'s AUX- and Sensor-Input/Outputs. Within the CS121 configuration it is
possible to define actions, which will be released from events of the SensorManager’s devices.
Connecting the SENSORMANAGER Box

The SENSORMANAGER has to be connected with the original configuration cable of the
CS121 to COM 2.

The sensors for the SENSORMANAGER may be connected direct to the socket Inputs 1-4
using an RJ12 cable. In this configuration you can only use up to 4 sensors. If you want to use
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all 8 analog inputs, you have to use a splitting plug (optional) or connect the sensors directly to
the Channel Inputs as described above.

If you use the sensor type SM, you may connect a second SM sensor to the input of the first
SM. You can not connect more than 2 SM sensors in line.

For connecting an alarm contact to the SM sensor, you may use the first or the second SM
contact input/output, but not both. Only one digital input/output is available per socket.

OTHER SENSORS: If you use other sensors than SM, EE or TM, you must use a splitting plug
in order to connect more than one sensor to a single INPUT of the SENSORMANAGER.

For setting up the sensors in the SENSORMANAGER make sure your configuration matches
your sensor type, e. g. see example:

B C5121 SNMP/Web Adapter - Mozilla
Dater Bearbeiten Ansicht Chromik Lesereichen Egiras Hille

2 C X A (] mepiren geneende BIE B -
#1674 GLOBAL RADIO - M4he Electr... > | " Laden... x o

Device Status: ( UPS is on Bypass. General Alam
AUX Status: © © Sonsor Status: © € €

BACS Status: © Status: Charging

Port Name Low Low Hig Sensor Type.
Alarm PreAlarm PreAlarm Aarm
1 Temperatur Q01 10 ¥l 13 v w0 vl oag v o = 100 ‘c SM_T_H_Révh
2 Lumeucne Qo1 10 7 15 ¥ s0 vl 60 7 0 - 100 SrelF  SM_T_H_Revh -
3 st a a a 255 o - 255 c Custom 0-10 +
4 nalogingut a o a 265 0 255 c Custom -10 +
5  Analoginput o o o 255 Q 255 C Custom 0-10V
6  Analoginput o o o 255 L] - 255 ‘'C Customn 0-10V  «
T Analoginput o o o 255 L 255 C Custom 0-10V «
8 Analoginput o o o 255 0 255 C Cuslom 0-10V «
Hysteresis: 3
Lograte: 180 Seconds Agply
Digital Inputs
Port Hame NC Contact  Active Port Name NC Coatact  Active
1 e 3w v
2 -frei- v 4 -fei-

[ Aeety |
+Logfies
+ Web Links 1 e 0 3 Buzer o

2 Fiashiignt 0 4 ouet o

Figure 104: SENSORMANAGER Il Settings

Using the splitting plugs (order number SPSMRJ) it is possible to connect up to 8 sensors and
4 contacts to the SENSOR- MANAGER. A MOUNTING KIT (sold separately) is available for
affixing the SENSORMANAGER to walls and railings.

The power supply for the SENSORMANAGER may also supply an external CS121 using a
SM-CS121 type cable (sold separately) by simply connecting the POWER OUT of the
SENSORMANAGER with the POWER IN of the CS121 external.

Startup the SENSORMANAGER

Connect the sensors to the SENSORMANAGER. Connect the SENSORMANAGER using the
Mini8-DBSub9 cable to the COM 2 port of the CS121. Finally, plug the power supply into one
of the UPS power outlets. Check the LEDs on the bottom of the SENSORMANAGER,; the right
one should be flashing (reading request from CS121 COM2) and the left one should be

constantly lit (power supply on). The flashing LED shows the requests from the CS121, the
other LED shows that the device has started.
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Figure 105: SENSORMANAGER Il LEDs

Note: You have to configure the CS121 COM2 port to “SensorMan” (for SENSORMANAGER I
“SensorMan 2”) — otherwise the CS121 will not start making requests to the SENSOR
MANAGER.

See the CS121 user manual for instructions on how to configure the CS121 for operation with
the TEMPMAN/SENSOR MANAGER and how to manage and set the alarms.

The latest version of CS121 user manual is available for download at:
http://imww.generex.de/wwwfiles/dokus/1/cs121/german/pdf/cs121.pdf

When the SENSOR MANAGER is running, you will see the values in the AUX section of the
CS121 Web browser.

Detection of the analog temperature values via variables:

#TEMP1
#TEMP2
#TEMP3
#TEMP4
#TEMP5
#TEMP6
#TEMP7
#TEMP8

Pin layout of INPUT Socket the SENSORMANAGER Box:

INPUT 1:

Pin 1 Voltage 9-24Volt +

Pin 2 Analog Channel 1 (0-10V+)

Pin 3 Analog Channel 5 (0-10V+)

Pin 4 Ground

Pin 5 OUTPUT: Open collector OUT 9-24 V, max. 30mA
Pin 6 INPUT: Digital Input 9-24V

INPUT 2

Pin 1 Voltage 9-24Volt +

Pin 2 Analog Channel 2 (0-10V+)

Pin 3 Analog Channel 6 (0-10V+)

Pin 4 Ground

Pin 5 OUTPUT: Open collector OUT 9-24 V, max. 30mA
Pin 6 INPUT: Digital Input 9-24V
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INPUT 3:

Pin 1 Voltage 9-24Volt +

Pin 2 Analog Channel 3 (0-10V+)

Pin 3 Analog Channel 7 (0-10V+)

Pin 4 Ground

Pin 5 OUTPUT: Open collector OUT 9-24 V, max. 30mA
Pin 6 INPUT: Digital Input 9-24V

INPUT 4:

Pin 1 Voltage 9-24 Volt +

Pin 2 Analog Channel 4 (0-10V+)

Pin 3 Analog Channel 8 (0-10V+)

Pin 4 Ground

Pin 5 OUTPUT: Open collector OUT 9-24 V, max. 30mA
Pin 6 INPUT: Digital Input 9-24 V

Example:

Alarm INPUT contact

If the alarm contact INPUT is used, you may connect your alarm contact e.g. to INPUT 1 Pin 6
and Power supply Pin 1. In the CS121 you can configure that as a HIGH signal to the alarm is
set — or the other way round.

OUTPUT contact

If you want to switch any relays or send high signals to the OUTPUT, you may connect your
OUTPUT contact e.g. to INPUT 1 Pin 5 to your relays and configure the CS121 as “OUTPUT”
for this signal. Now you may configure your Events in the CS121 to set the OUPUT to HIGH or
LOW.

Sensor connection

The sensor has to work within 0-10Volts, this may be connected directly to Channels 1-8, and
the CS121 will now show the values in its Web browser. Alarm thresholds and actions may be
configured via the EVENT manager of the CS121.

6.3.3 Special features of theSENSORMANANAGER I

Unlike the CS121 and the older SENSORMANAGER type, the new SENSORMANAGER I
configuration data will be stored in the device itself on a non-volatile chip. This result in a
different behaviour of the SENSORMANAGER Il compared to the older SENSORMANAGER:

Acknowledged alarms are displayed in yellow in the status bar of the SENSORMANAGER 1.
Not confirmed alarms are displayed in red (at older SENSORMANAGER always in yellow).

After clicking the “Apply” button no rebooting is required, because the SENSORMANAGER I
saves it configuration data in its internal ROM.

The 3 status diodes will be displayed in blue, if the communication between the CS121 and the
SENSORMANAGER Il is lost.

The status site of the SENSORMANAGER Il was changed. The analog measurement values
will be displayed vertical.
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Figure 106: SENSORMANAGER Il Status Site

6.3.4 Configuration
The SENSORMANAGER Il provides the opportunity of the definition of pre-alarm-thresholds.

Beside the name of the input you also define here as shown above the alarm thresholds, the
sensor range and the measurement unit. Note, that the alarm values (low and high) are only
active if the fields beside the alarm values are enabled. In the drop down menu “Sensor Type”
some basic sensor models are already listed, which you can choose to set predefined values
for these types (select “Custom” to make divergent or individual settings).

You can calibrate every sensor with the Sensor Range, that means if you want to rise a
measured value for 5°C, just modify the default range from 0-100 to 5-100. Therefore you are
able to adjust the measurement values like a gauged thermometer.

With the field “Hysteresis” you define the scope within the defined value can oscillate without
releasing an alarm. This is important e.g. for temperature measurements, which are not
increasing/decreasing continuously.

At “Lograte” you can set the loop time (in sec) in which the measured values will be written into
the lodfile.

Analog Inputs

Port Name Low High Sensor Range Unit Sensor Type
Alarm Alarm

1 Temperatur Rack 10 42 0 - 100 C SM_I_T_H -
2 Luffeuchte Rack 15 47 0 - 100 %relF  SWM_I_T_H -
3 Temperatur Serverraum 8 a7 0 - 100 C SM_ILT_H -
4 Lufffeuchte Serverraum 12 45 0 - 100 %relF  SM_I_T_H -
5  Analog Input 0 O ] 100 O o - 100 C Custom 0-10v
6  Analog Input 0 O ] O 100 O o - 100 C Custom 0-10V
7 Analog Input 0 O O O 100 O o - 100 C Custom 010V ~
&  Analog Input 0 F El Tl 100 1 o - 100 °C Custom 0-10V =

Hysteresis: 3

Lograte: 180 Seconds

Figure 107: SENSORMANAGER Il Configuration Analog Inputs
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Port Name PowerOn Timer Port Name PowerOn Timer

1 [Outlet r |s 5 [Outlet r 5
2 [outet r [10 6 [Flashiighf r ES
3 [outet r [15 7 [Outiet r ES
4 [outet r 20 g [Outlet r [0

oy |

Figure 108: SENSORMANAGER Il Configuration Outlets

Furthermore it is possible to attach a timer value to each Outlet. This determinates how long
an outlet will be switched (in seconds). Set the timer value to “0” if the outlet is to be switched
without any time limit.

o Note: If you do not want to use a name for the Analog-, Digital Inputs or rather the
Outlets, please set the following into the single name area: &nbsp;

6.3.5 Alarm Matrix of the SENSORMANAGER ||

The following “Alarm Matrix” gives you numerous possibilities to configure dependencies
between different alarm states and to logically combine them to different Event. This makes it
possible to process an alarm scenario in dependency of the status of several input sensors.
(For example: An alarm scenario is to be released only if two temperature sensors are out of
range or if the air condition is not active. This requires to create a new event which gets “true”
only if 2 or more other events are true)

Alarm Matrix

I'r;ﬂvaer;:::l Logic Digital Inputs Analog Inputs

1 2 3 4 &5 6 7 8 1 2 3 4 &5 6 7
Marker1 | Jor = m n = = = = = = L2 s = s
Marker2 || [and x| (] 2 N Y Y s [l 2l O N
Marker3 [~ [and =] ) (w (w m (m m m] (m O O Y s Y A
Markera [ [and 7| m om m om = B N N O CCCorC
Marker5 [~ [and =] [ i i il i Y O O O O A Y
Marker6 [~ [and =] m (m m m m m ([ | O O O i N
Marker7 I | [and =] H on m = B = E m n m m = =
Marker8 [~ [and 7] i A e O Y Y el O A Y Y Y N

Figure 109: Alarm matrix — Marker configuration

In the figure above is shown the alarm matrix with its 8 markers to be set or unset. Each
marker thereby is a new state on which specific alarm scenarios can be released.

For example: In the figure above is configured that the Markerl will be set, when at the
analogue input 1 or 3 an alarm occurs. (Enabling the field “Marker Inverted” causes that
Markerl will be unset in case of an alarm at analogue input 1 or 3.) Furthermore marker 2 will
be set, when at the digital input 2 and at the analogue input 2 an alarm state occurs at the
same time. (Means that an alarm at just one input is not sufficient for setting marker 2)
Accordingly it is possible to set (or unset) each marker in dependency of different digital and/or
analogue input states.

After having defined the conditions when markers are to be set resp. unset, you can specify
the actions to be executed when a marker will be set/unset. Therefore you have two
possibilities: The first is to handle the actions through the event configuration, described later
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in chapter 3.2.5 Events / Alarms. This is possible because each marker has its own event
“Alarm Marker x”, which can be configured through the event configuration.

The second possibility is to switch a relay output in dependency of the statue of one or several
markers. Therefore you have the output matrix, figured as below. In this example is configured
that Output 4 is to be switched on when Marker 1 or Marker 2 is set (or the opposite way
around in case “Output Inverted” is enabled). Using the “Alarm Matrix” offers you numerous
possibilities to switch Outputs in dependency of input alarms.

Im‘gﬁl Logic Marker
1 2 3 4 5 [ T 8
Output 1 O And (v H el 5 ESEl = .
Output 2 il - O 0O O 0o oo O
Qutput 3 O v H E el § | ENES § .
Qutput 4 O v Cp iy O O |
Disable Outputs: |

SensorManager || Version: 2.01

Figure 110: Alarm Matrix — Switching of relay outputs

Status Switch Name Status Switch Name

1 Outlet 1 5 © Outlet5
2 Outlet 2 6 Outlet &
4 Outlet 4 8 © setbymarker Ouflets

Figure 111: Alarm Matrix — Switching of relay outputs
Detection of the analog temperature values via variables:

#SM2_ANALOGO
#SM2_ANALOG1
#SM2_ANALOG2
#SM2_ANALOG3
#SM2_ANALOG4
#SM2_ANALOG5
#SM2_ANALOG6
#SM2_ANALOG7

6.4 RASMANAGER

The RAS-Manager relays alarm signals coming from monitoring devices such as UPS,
SiteManagers, contact alarms and the like to monitoring stations or email receivers. Any
computer with RAS capabilities (Windows, Linux) can be used as a monitoring station. The
only requirement is the setup of an PPPServer on the monitoring station. After the
establishment of communications between the RAS-Manager and the monitoring station, a
RCCMD signal is sent that depending on configuration can either make log entries, send
emails and SMSs or execute programs.
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Figure 112: RASMANAGER network integration

6.5 GSM Modem - Notification via SMS

The CS121 firmware version 4.17.x provides a new function, which enables the notification via
SMS. Use the CS121configuration cable and an adapter-connector (PINs 2, 3, 5, GENEREX
order number: GSM_A) for the connection of the GSM modem and the CS121. Select into the
menu “COM2 & AUX” the GSM Modem” for the COM2 mode.

o Note: It is required to disable the PIN-code request of the SIM-card.

DSUB 2 Male DSUB 9 Male
Sy
e ki —
RECEIVE 2 3 SEND
SEND 3 2 ERECEIVE
—
GROUND 5 5 GROUND
S P54 e o

Figure 113: PIN Adjustment Adapter-Connector GSM_A

Alternative, you can make a Mini8-DSUBS9 cable for the Siemens GSM TMA T35i Modem by
yourself, as follows:
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Cable from C3121/COM2 to SiemensTC35i-Modem

Pin COM?2
Mini-DIN 8 pol maley C8121 SUB-D 9 male connector
SPI 3
o1
fi
LA PIN 3 OQO
® oo o
PIN 2
.PI_N 1 03
shield |. T o)
04
09
05

-

Figure 114: Mini8-DSUB9 Cable Cross-Section

COM2 Settings

COM2 Mode:
COM2 Baud Rate:
COM2 Parity:

e
Configuration
Pipe Through 1
Pipe Through 2
Modbus/SPI3
TempMan
SensorMan

SensorMan 2

AUX Settings RAS

Port Name . Usage
SiteManager 2
1 AUX Port 1 SiteManager 2v3 Unused
SiteMonitor 2
2 AUX Port 2 SM_T_COM Unused
3 AUX Port 3 SM_T_H_COM Unused
4 AUX Port 4 Unused

Write logfile entry on AUX output: ||

SS4Mode: Off  ~

Figure 115: COM2 Mode: GSM Modem

Add an accordant function via the “Events / Alarms” menu. Select the function “Send SMS with

GSM modem” for the notification via SMS and set the telephone number of the receiver and
the message.

'Powerfail’ Job 3

Function: : Send SMS with GSM modem v
Phone Number: 040226929117
Message: Stromausfall USV 1!

This job will only be executed if COM2 mode is set to 'GSM Modem'
Figure 116: Configuration of the Function

LED Status Display

Operating Status: LED Signaling:
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SIM card not present Slowly red flashing
SIM card active Fast red flashing

Figure 117: Siemens GSM TMA T35i Modem

Into the menu “System & Network Status” you can see the signal level of the modem, to adjust
your antenna optimal. Green means a good signal is present.

System Info & Network Status

CS121 Hardware  CS131 Location

C5121 Firmware  CS121-SNMP v 4.17.12 090831 System Name cs-121
HyNetOS Rel. 2.4.1.32(pduc) - Aug 27, 2009 Systom Coninck
Target Server Rel. 24.1.15(pduc) - Aug 06, 2009 Attached Devices  UPS protected devices
e e R e s Sl System Time 02.09.2009 12:17:07
UPS driver: 714 Uptime 0 days 0 hours 10 minutes 3 seconds

UPS Manufacturer Generex Total Uptime Approx 0 days 0.2 hours

UPS Model smart offline UPS GSM Signal Quality -109_-53 dBm

MAC Address  00-03-05-0E-07-19 Telnet Server [

Network Speed  AUTO HTTP Server on

1P Address 192.168.222.186 Upsmon Server on

Subnet Mask 255.255.255.0 Use RCCMD2 Traps Yes

Default Gateway 192.168.222.100 SNMP Server on

DNS Server 192.168.222.100 Use SNMP Coldboot Trap No

EMail Server  not configured Use SNMP Authentication Trap No

Time Server  120.6.15.29 Modbus Server on

Figure 118: GSM Signal Quality Display

6.6 LED-Matrix Display

The LED-Matrix display is a remote display unit for relaying RCCMD messages that can be
operated via the Ethernet.

Power cable
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Figure 119: LED-Matrix display network integration

Any device operating as an RCCMD Sender like a computer running UPSMAN software,
RCCMD clients, CS121 Web managers and other RCCMD 2 compatible products can send
text messages or environmental data values to the LED-Matrix and can add sounding alarms
for warnings that require immediate attention. Users can also use the built in Web server
interface of the LED-Matrix to relay alarms and messages without the use of an RCCMD
Sender. The user simply enters the message into the Web browser that is to be relayed
through the LED-Matrix.

For further information and description please take a look into the LED-Matrix User Manual.

6.7 MODBUS / PROFIBUS
e MODBUS

Modbus is a serial communications protocol for use with its programmable logic controllers
(PLCs). It has become a de facto standard communications protocol in industry, and is now the
most commonly available means of connecting industrial electronic devices. Modbus allows for
communication between many devices connected to the same network, for example a system
that measures temperature and humidity and communicates the results to a computer.
Modbus is often used to connect a supervisory computer with a remote terminal unit (RTU) in
supervisory control and data acquisition (SCADA) systems.

The CS121-series (exclude BUDGET models) support MODBUS over IP and MODBUS over
RS232 generally. Additionally, the CS121MODBUS-series also includes an RS485 interface at
COM2, which can be connected to a 485Bus-system.

Cs121 MODBUS

central building
control system
units

Modbus RS-485 ()

Figure 120: CS121MODBUS Installation

¢ PROFIBUS, LONBUS and other Field busses

PROFIBUS (Process Field Bus) is the most popular type of fieldbus with more than 14 million
nodes (2006) in use worldwide. PROFIBUS was defined in 1991/1993 as DIN 19245, moved in
1996 to EN 50170 and is since 1999 included in IEC 61158/IEC 61784 Standards.

To integrate the CS121 in a Profibus environment, GENEREX offers a Profibus gateway,
which converts the MODBUS output of the CS121 into PROFIBUS environment. The
implementation of LONBUS or any other GENEREX field bus converter takes place in similar
way.
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Figure 121: CS121 PROFIBUS Installation

6.8 UNMS (UPS-Network Management System)

UNMS Il is a UPS network monitor designed to inform you of emergency power supply
systems problems before your clients, end-users or managers do. The UNMS as a limited
version is part of every UPSMAN license (UPSMAN suite contains UPSMAN RS232/USB UPS
Manager, UPSMON Windows client and UNMS 2 — limited to 9 UPS). The UNMS Server
Service runs intermittent checks on UPS devices you specify. When problems are
encountered, the UNMS Server Service can send notifications out to administrative contacts in
a variety of different ways (For example: Email). Current status information, historical logs, and
reports can all be accessed via a web browser (Web Console).

=

UNMS Server

No. | Name Description

@ UNMS Server | The UNMS Server Service and the related Web-Server installation.

@ Site A user defined group of services (For example: UPS devices).
@ upPs A single service (e.g. UPS device) that is monitored by the UNMS Server.

@ Web Console |Web-Consoles provide sharing of management information by many people .

Figure 122: UNMS-Installation
MIB-Integration into your NMS
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Standard-NMS Installations require for each device to be monitored its specific MIB
(Management Information Base). To monitore the CS121 the Standard-MIB for UPS-systems,
RFC1628, is generally to be integrated into your NMS.

To identify CS121 adapters in your network you may use the MAC address. The MAC address
of every CS121 adapter starts with 00-03-05-02-XX-XX, whereas this address can be found in
the Telnet menu (menu: IP address, gateway address, MIB system group).

Your SNMP adapter is now installed and fully functional. Please read the following for
configuration and functionality descriptions of the adapter.

The MIB is to be loaded onto each SNMP Management Station that is monitoring an UPS via
an UPS SNMP Agent. The MIB determines which UPS parameters can be monitored and
controlled with the SNMP commands ,get“ and ,set”.

To complete the SNMP adapter installation and configuration process, you must compile the
necessary MIBs to configure the NMS. Any NMS with a MIB compiler can manage the SNMP
adapter.

Perform a ,get" and a ,set". If the get or set command fail, check the SNMP adapter access
control. The manager must have read permission to execute a get command and read / write
permission to execute a set command successfully.

For instructions on how to compile MIBs for the most popular NMSs - Novell's NetWare
Management Station, Hewlett-Packard’s OpenView Network Node Manager, and SunConnect;
SunNet Manager; see the corresponding heading below.

Please note that the CS121 uses the standard MIB, which is included in most SNMP software
already. This MIB is called UPSMIB and corresponds with the Standard RFC1628. In most
cases compiling of the MIB is not required as it can be found under:

iso.org.dod.internet. mgmt.mib2.upsMIB

Please check your MIB directory before compiling the RFC1628!

Configure the NMS

o Set/compile the device MIB, if there is no standard UPS MIB RFC 1628 (CS121 only!)

o Add the SNMP adapter object to the management map and configuration of the events (e.g.
message to the operator)

¢ Ping the SNMP adapter

Due to the different compilation procedures of the SNMP software products, it is not possible
to explain the general procedures in greater detail. The compilation of a MIB file is explained in
the general SNMP software manuals. Please contact the support, if you cannot resolve errors
using this manual.

After the compilation the UPS software can be polled via a MIB browser and data can be read.
Please choose the corresponding MIB variable or string of MIB variable and set the destination
address TCP/IP of the adapter. The adapter will answer with the UPS data.

Alternatively the Windows UPSMON, JAVAMON or the UPS SNMP WATCH of the DataWatch
Pro Software can be used. The UPS data will then be displayed graphically and internal UPS
information, which are only useful to the technical support, will be hidden. In addition to this,
the UPS SNMP WATCH is able to manage groups of UPS devices, in order to manage parallel
redundant UPS systems.

As an optional add-on for the HP OpenView software, a snap-in may be ordered for
UPSMAN/CS121.

o Note: (SNAP-IN FOR HP OPENVIEW for WINDOWS NT, SNAP-IN FOR HP
OPENVIEW for HP UNIX). This software implements itself into the HP
Openview Node Manager surface and displays UPS devices as objects
in the colors GREEN (OK), GREEN and RED (Alarm). With a mouse
click, the graphic window starts (JAVAMON or Windows UPSMON) and
displays current UPS data.
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7. Troubleshooting — FAQ

Problem: Inform Pyramid DSP Series Communication with UPS Slotcard inside does not start
the UPS communication or if the external RS232 communication does not work.

Solution: It is required to put the DIP switches onto the UPS mainboard into the position “ON”,
if you are using a CS121 SNMP slot card! Put the DIP switches into the position “OFF”, if you
are using an external CS121 via RS232 interface!

) |
Figure 123: Mainboard Inform Pyramid DSP
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Appendix

A. CS121 - Technical data
Operating
Product Power Size Weight |temperature
CS121L 12vDC 125x7x2,8cm 210gr. |<40°C
(Extern) 300 mA.
CS121SC 13,5x6x1,5cm 66 gr. <40°C
(Slot chinese)
CS121F 75x8x15cm 64 gr. <40°C
(Slot FUJI)
CS121R 145x75x1,5cm |80gr. <40°C
(Slot RIELLO)
CS121MOD 125x7x2,8cm 210gr. |<40°C
(MODBUS Extern)
CS121BL 12vDC 125x7x2,8cm 202 gr. |<40°C
(Budget Extern) 300mA.
CS121BSC 12,5x7x2,8cm 59 gr. <40°C
(Budget Slot Chinese)
CS121-L CS121-C CS121 Slot
Power supply 12V DC 12V DC 12V DC
Power output 350mA 100mA bei 12V | 100mA bei 12V
Size 69x126 mm 69x126 mm 60x120 mm
Ethernet connections 10/ 100Base-T 10/ 100Base-T | 10/ 100Base-T
RS-232 interface 2 2 2
LED’s 4 4 4
DIP Switches 2 2 2
Operating temperature 0-40°C 0-40°C 0-40°C
Humidity during normal | 10-80%, no condensation
operations
B. CE- and UL-Certification

Both models, CS121L and CS121SC, are certificated by Underwriters Laboratories Inc. for the
US and Canada with the power supply 12 V DC, 300 mA.

As well, for both hardware specifications 121 and 131 of CS121-Adapter a certification of
Conformity has been drawn up. Please see the download page at www.generex.de to get a

copy of the certifications and documents.

C. Cable and Circuit board configuration, Pin/AUX-Ports, SensorMan
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CS121 Config cable

without Handshake

PC

C8121/COM2 9-pol. female
Mini DIN 3-pol. male 4
i
1-°
7]
e
2o
2o
41—
0

Figure 124: Cable configuration HW121 COM2

CS121 HW121/HW131 configuration cable with handshake

| 1500mm

MO8 M
4
3
-1 | &0 o
: 5
P1 F7
2 3
3 7
4 B
B B
SHED — 5

Figure 125: Cable configuration HW121/HW131 COM2

Pin Layout CS121 COM1:

1 2 3 4 5

6 7 8 9

Figure 126: External D-SUB 9-polig male

Pinl: DCD Pin6: DSR
Pin2: RxD Pin7: RTS
Pin3  TxD Pin8: CTS
Pind  DTR Pin9: RI
Pin5  GND
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|—|q2 4

=

8

10

1 3 9
Figure 127: Slot version: Circuit board connection

Pin1:
Pin2:
Pin3:
Pin4:
Pin9:

->
->
->
->
->

GND
VDD
TxD
RxD
GND

Pin8 connected with Pin 10

Figure 128: Pin COM2 Mini-DIN 8 pol female
Mini DIN 8 socket RS-232:

Pin1: -> DCD
Pin2: -> RxD
Pin3: -> TxD
Pin4: -> DTR
Pin5: -> DSR
Pin6: -> RTS
Pin7: -> CTS
Pin8: -> RI
Schirm -> GND
RS-485 (optional):
Pinl: -> RS485/B(+)
Pin5: -> RS485/A(-)

Pin

12 3 45 8

Figure 129: AUX-Port (Hardware Revision 1.1 = from Serial numbers 0121-1203, 0122-00198,
0123-00564 onwards) RJ11 6-pol
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Pin1: ->+3,3V

Pin2: -> Input/Output 1
Pin3: -> Input/Output 2
Pin4: -> Input/Output 3
Pin5: -> Input/Output 4
Piné: -> GND

The maximum input voltage is 3,3V. The input signals may be fed from external power sources
or feed directly from Pin 1. If the external power supply delivers more than 5V a pre-resistor
has to be fitted. The input resistance of the input is 5,1 kQ

When using a opto coupler switch, a Pull up resistor of 1,5kOhm has to be used.
Output-voltage: If configured as OUTPUT, every Pin delivers 3.3 Volt/10mA.

AL Port Pind (4334
-

ALY Part Fin 2 -5
Bngang! Input 1 - 4
-

ALY Port Bint (+3.3V)

-

ALY Port Pin2 -5
Bngang/! Input 1- 4

-

.

Figure 130: Example (Inputs): Opener or closer contact (only on hardware model CS121)

ALK Port Find (+3.3%)

ALV Pert Pin 2 B 18
Bngang/ Input 1

AL Port Pin 3
Bngang/ Input 2

ALK Port Pin 6 (Gnd)

|
|l>|:sz| ||;|:sz|

Figure 131: Opto coupler logic

AL Port Fin 2

Pusgangs Output 1 330 Ohm
e |
B

AL Port Fin 3

Auzgangsd Output 2 330 Okm
i
| S—

ALK Port Pin 6 (GND)

Figure 132: Example (Outputs)
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AL Part
Fin 1
':I:IT'." -

Pin 2 5‘[;]
n —

- IR -
:|Ms mcD

n _,.o-l"-_
rpe 2 1.5k
Pin 4 -
npak 3 -

1%
Pin 5
nifit 4 -

Fin&
oo

Figure 133: Examples: AUX Input on hardware model CS131 only, left side “pull-down”, right
side “pull-up” configuration

Pin 1 2 3 4 5 8

Figure 134: AUX Port Assignment

AUX port assignment for CS121 HW131 L from serial number 0121-10417 and CS121 HW131
SC from serial number 0123-09428:

PIN 1: 3,3V

PIN 2: AUX port O: disposable

PIN 3: AUX port 1: disposable

PIN 4: AUX port 2: RX from COM3 (input)
PIN 5: AUX port 3: TX from COM3 (output)
PIN 6: GND

D. MODBUS Interface

D.1. General information

For remote control and monitoring of devices the MODBUS interface in each CS121 M can
read out measurement values, events, status and other information in a master-slave protocol.

o Note: Please note that not all UPS models support all or specific measurement
values (e.g. battery low).

Communication Parameters:

ASCIl Mode works at CS131 & CS121 platforms with communcation
parameters 7/E/2, or 7/E/1 or with 7/N/2 from baudrate 1200 to 38400. We
recommend for ASCII the use of 7/N/2 and the highest baudrate supported by
your device.
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RTU Mode works at CS131 & CS121 platforms with communcation
parameters 8/E/1 or 8/N/2 or 8/N/1 or 8/E/2 or 8/0O/2 or with 8/O/1 from
baudrate 1200 to 38400. We recommend for RTU the use of 8/E/1 and the
highest baudrate supported by your device.

MODBUS Parameter

Modus ~ [Paritit [DataBts |StoppBits
RTU None |8 1
IRTU |Even E 1
RTU |0dd E 1
lascm [Nome |7 2
|ASCTT [Bven |7 I
lascn |0dd |7 1

If you receive faulty answers (Timeout Errors, Transaction ID Errors, Write Errors etc.), it may
be, that the polling cycle was defined to fast. This causes the non answered polling requests or
even a reboot of the CS121 through the integrated Watchdog, because the system is
overloaded. Further on it can come to delayed answers during the MODBUS over IP or rather
RS485 polling due to traffic into the bus or network, because the CS121 is a multi device,
which has to handle several tasks at the same time.

NOTE: Please define a response timeout of at least 2000ms (at a fast MODBUS over IP or
RS485 network/bus or rather higher accordingly, e.g. 4000ms at slow connections). The
timeout has to be increased until the errors stay out.

D.2.  Available Modbus Function Codes
Implemented MODBUS functions in the CS121 M units:

01H Read Coils

02H Read Discrete Inputs
03H Read Holding Registers
04H Read Input Registers
05H Write Single Coll

Which functions are supported depends on the connected UPS. For standard UPS only
functions 03H and 04H are available. In this case the CS121 M makes no difference between
function O3H and 04H. The baud rate is adjustable up to 38400 Baud.

o Note: Please note that the MODBUS adapter client allows a timeout of 40ms at
9600 baud for one value.
D.3. Exception Codes

Except for broadcast messages, when a master device sends a query to a slave device it
expects a normal response. One of four possible events can occur from the master's query:

If the slave device receives the query without a communication error, and can handle the query
normally, it returns a normal response.
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If the slave does not receive the query due to a communication error, no response is returned.
The master program will eventually process a timeout condition for the query.

If the slave receives the query, but detects a communication error parity, LRC, or CRC, no
response is returned. The master program will eventually process a timeout condition for the

query.

If the slave receives the query without a communication error, but cannot handle it (for
example, if the request is to read a non existent register the slave will return an exception
response informing the master of the nature of the error.

Available Exception codes:

Code Meaning

01H llegal Function:
The command received in the query is not defined.

02H lllegal Address:
The address received in the query is not defined for the slave.

04H Slave Device Failure:
Internal slave device error.

D.4. MODBUS Modes in the CS121 M (ASCIl and RTU)

MODBUS Command

The following tables contain the general command descriptions and examples with ASCII and
RTU framing.

Read Words (Functions 03h and 04h)
For the CS121 there is normally no difference between these two functions.

Query:
slave no |[function code [address of first word|word count Checksum

to read LRC or CRC
1 byte 1 byte High byte |Low byte [High byte Low byte 1 or 2 byte(s)
Answer:
slave no |[function code [Byte count |high byte|low byte of|bytes with|Checksum

of first|first word contents of n|LRC or CRC
word words
1 byte 1 byte 1 byte 1 byte 1 byte n * 2 bytes 1 or 2 byte(s)
Example: Read Words, Function 04h, ASCIl Mode
Read one word at address 63h (= 99 decimal):
Query:
Byte |1 2,3 4,5 6,7 |8, 9 10,11 [12,13 [14,15 |16 17
Mea- |Lead- |Slave |Func- |address of firstjword count to|LRC Carria|line
ning |ing num- |tion word to read read ge feed
colon |ber code high low high low retun || g
byte byte byte byte
ASCII 01 04 00 6 3 00 01 97 <CR> |[<LF>
HEX |[3A] |[30][31] |[30][34] |[30][30] |[36][33] |[30][30] |[30][31] |[[39][37] |[0D] |[OA]
Answer:
Byte |1 2,3 4,5 6,7 8, 9 10,11 |12,13 |14 15
Mea- |leadin |Slave |function|byte content |LRC carriag |line
ning |[g number|code |count |s of the e return|feed
colon word LF
high low
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byte byte

ASCII

01

04 02 12 34

B 3 <CR> |<LF>

HEX [[3A]

(30][31]

[30][34] |[30][32] |[31][32] |[33][34]

[42][33] |[0D] [0A]

ASCII: Data, which will send over the link as ASCII characters.

HEX: Hexadecimal values of the data

- The word at address contains the value 1234h = 4660 decimal.
Example: Read Words, Function 04h, RTU Mode

Read one word at address 63h (= 99 decimal):

Query:
Byte 1 2 3 4 5 6 7 8
Meani |silent [Slave [function|address of firstjword count to|CRC silent
ng interval |number |code |word to read read interval
>= 35 high low high low low High >= 3.5
charact byte |byte |byte |byte |byte |byte |charact
ers ers
RTU [01] [04] [00] [63] [00] [01] [C1] [D4]
HEX
Answer:
Byte 1 2 3 4 5 6 7
Meani |silent |Slave |function|byte Content|CRC  |Silent
ng interval |number |code |count |s of interval
>= 35 the >=3.5
charact word charact
ers ers
RTU high low low high
HEX byte byte byte byte
[01] [04] [02] [12] [34] [B4] [47]

- The word at address contains the value 1234h = 4660 decimal.

D.5. UPS Parameter
Standard UPS — Address Description

Please note that this is just an example for a typical UPS, not every UPS has all these values,
some UPS may have more, some less. Please contact your UPS manufacturer to check which
variables are available and which requests are not supported.

Note: “Type U/S”: this defines whether the answer has an algebraic sign (math. +/-) or not. U
means “unsigned”. S means “signed”, this answer may be positive or negative.

IAddress|TypelFunctionName Description Length
100 U [3/4 OUTPOWERO Outpower Phase 1 1
101 Uu [B/4 OUTPOWERL1 Outpower Phase 2 % 1
102 U [3/4 OUTPOWER2 Outpower Phase 3 % 1
103 U [3/4 BATTCAP Battery Capacity % 1
104 S [B/4 INVOLTO Input Voltage Phase 1V 1
105 S [B/4 INVOLT1 Input Voltage Phase 2 V 1
106 S [3/4 INVOLT2 Input Voltage Phase 3V 1
107 S [B/4 ITEMPDEG Temperature C° 1
108 S BB/4 IAUTONOMTIME Autonomy Time minutes 1
109 U [38/4 STATUS (e. g. UPS normal = “4”, |UPS Status (ASCII HEX) 1

Powerfail = “12”, Battery test Please note UPSMAN

running = “68”, Bypass = “5” ) status bytes table below
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10 S [B/4 BATTVOLT Battery Voltage V 1
111 Uu (3/4 INFREQO Input Frequency Hz Phase 1
112 Uu [3/4 INFREQ1 Input Frequency Hz Phase 1
2
113 Uu [B8/4 INFREQ2 Input Frequency Hz Phase 1
3
114 U [3/4 CNT_PF Powerfail Counter 1
115 U [3/4 JAlarm Battery Bad 1 = active; 0 = not active 1
116 U [3/4 /Alarm: On Battery 1 = active; 0 = not active 1
117 U [B/4 Alarm: Battery Low 1 = active; 0 = not active 1
118 U [3/4 /Alarm: Battery Depleted 1 = active; 0 = not active 1
119 Uu [B/4 Alarm: Over temperature 1 = active; 0 = not active 1
120 U [3/4 Alarm: Input Bad 1 = active; 0 = not active 1
121 U [3/4 JAlarm: Output Bad 1 = active; 0 = not active 1
122 U [B/4 Alarm: Output Overload 1 = active; 0 = not active 1
123 U [3/4 Alarm: On Bypass 1 = active; 0 = not active 1
124 U [B/4 Alarm: Bypass Bad 1 = active; 0 = not active 1
125 U [3/4 Alarm: Output Off as requested. |1 = active; 0 = not active 1
126 Uu [B/4 Alarm: UPS Off as requested. 1 = active; 0 = not active 1
127 U [B/4 Alarm: Charger Failed 1 = active; 0 = not active 1
128 U [3/4 Alarm: UPS Output Off 1 = active; 0 = not active 1
129 U [B/4 Alarm: UPS System Off 1 = active; 0 = not active 1
130 Uu [B/4 Alarm: Fan Failure 1 = active; 0 = not active 1
131 U [3/4 Alarm: fuse failure 1 = active; 0 = not active 1
132 U [3/4 Alarm: general fault 1 = active; 0 = not active 1
133 U [3/4 Alarm: diagnose test failed 1 = active; 0 = not active 1
134 U [3/4 Alarm: communication lost 1 = active; 0 = not active 1
135 U [3/4 Alarm: awaiting power 1 = active; 0 = not active 1
136 U [B8/4 Alarm: shutdown pending 1 = active; 0 = not active 1
137 U [8/4 Alarm: shutdown imminent 1 = active; 0 = not active 1
138 U [B/4 Alarm: test in progress 1 = active; 0 = not active 1
139 U [38/4 AUX Port 1 1 = active (high) 1
0 = not active (low)
140 U [38/4 AUX Port 2 1 = active (high) 1
0 = not active (low)
141 U [38/4 AUX Port 3 1 = active (high) 1
0 = not active (low)
142 U [8/4 AUX Port 4 1 = active (high) 1
0 = not active (low)
143 U [38/4 Sensormanager/SMTCOM sensor [Analog value 1
1
144 U [38/4 Sensormanager/SMTHCOM /Analog value 1
sensor 2
145 Uu [B8/4 Sensormanager sensor 3 Analog value 1
146 U [3/4 Sensormanager sensor 4 Analog value 1
147 U [3/4 Sensormanager sensor 5 /Analog value 1
148 U [3/4 Sensormanager sensor 6 Analog value 1
149 U [3/4 Sensormanager sensor 7 Analog value 1
150 Uu [B8/4 Sensormanager sensor 8 Analog value 1
Section OEM |NEWAVE UPS |
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99 Uu [16 ITimesyncronization signal ICommand 16 (write) : 1
\When this signal is set, the
CS121 sets the internal
clock to 01:00 of the same
day. Command 3 or 4
(read) is not allowed.

139 Uu [3/4 Manual Bypass Switch Closed 0 = open 1
1 = closed

140 U [3/4 OUTPUT_VOLTO Outputvoltage Phase 1 1

141 Uu [B/4 OUTPUT_VOLT1 Outputvoltage Phase 2 1

142 U [B/4 OUTPUT_VOLT2 Outputvoltage Phase 3 1

143 Uu [3/4 OutputCurrent Phase A * 10 Output Current Phase 1 in 1
Ampere *10

144 Uu [3/4 OutputCurrent Phase B * 10 Output Current Phase 1 in 1
Ampere *10

145 Uu [8/4 OutputCurrent Phase C * 10 Output Current Phase 1 in 1
Ampere *10

146 U [3/4 xid3017 Bits 0-15 Statusbit of UPS 1 =true, 0| 1
= false

147 Uu [3/4 Xid3017 Bits 16-31 Statusbit, for details please| 1
contact NEWAVE

148 U [8/4 Xid645 Bits 0-15 IAlarmbit, for details please| 1
contact NEWAVE

149 U [8/4 xid645 Bits 16-31 IAlarmbit, for details please| 1
contact NEWAVE

150 Uu [38/4 xid645 Bits 32-47 IAlarmbit, for details please| 1
contact NEWAVE

151 Uu [3/4 Xid645 Bits 48-63 IAlarmbit, for details please| 1
contact NEWAVE

152 U [8/4 Sensormanager/SMTCOM sensor |Analog value 1

1
153 Uu [38/4 Sensormanager/SMTHCOM lAnalog value 1
sensor 2

154 U [B/4 Sensormanager sensor 3 Analog value 1

155 U [3/4 Sensormanager sensor 4 Analog value 1

156 Uu [B/4 Sensormanager sensor 5 Analog value 1

157 U [B/4 Sensormanager sensor 6 Analog value 1

158 U [8/4 Sensormanager sensor 7 Analog value 1

159 U [B/4 Sensormanager sensor 8 Analog value 1

160 Uu [38/4 TrueOutputPower Phase A in KW [True Output Power Current| 1
Phase 1 in Kilowatt

161 U [38/4 [TrueOutputPower Phase A in KW [True Output Power Current| 1
Phase 1 in Kilowatt

162 U [3/4 [TrueOutputPower Phase A in KW [True Output Power Current| 1
Phase 1 in Kilowatt

163 U [3/4 IAUX Port 1 1 = active (high) 1
0 = not active (low)

164 Uu [3/4 IAUX Port 2 1 = active (high) 1
0 = not active (low)

165 Uu [3/4 IAUX Port 3 1 = active (high) 1
0 = not active (low)

166 U [3/4 IAUX Port 4 1 = active (high) 1

0 = not active (low)
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Section OEM |MASTERGUARD
139 U 3/4 PXWARN 2
141 U 3/4 FAULT CODE 1 1
142 U [3/4 FAULT CODE 2 1
143 U 3/4 FAULT CODE 3 1
144 U [3/4 FAULT CODE 4 1
145 U 3/4 BADBATTBLOCK 1 1
146 U [3/4 BADBATTBLOCK 1 1
147 U [3/4 BADBATTBLOCK 1 1
148 U 3/4 BADBATTBLOCK 1 1
149 U [3/4 BADBATTBLOCK 1 1
150 U 3/4 BADBATTBLOCK 1 1
Section OEM |RITTAL
Digital Input Status(DI)
0 bit |2 Bypass working Status 0: Normal, Status 1:| 1
Alert
1 bit |2 Bypass Interruption Status 0: Normal, Status 1: 1
Alert
2 bit |2 Rectifier Failure Status 0: Normal, Status 1: 1
Alert
3 bit |2 Inverter Failure Status 0: Normal, Status 1:| 1
Alert
4 bit |2 Over Temperature Status 0: Normal, Status 1:| 1
Alert
5 bit |2 Over Load Status O: Normal, Status 1:| 1
Alert
6 bit |2 (0] Status O: Normal, Status 1:| 1
Alert
7 bit |2 Battery Voltage too Low Status 0: Normal, Status 1:| 1
Alert
8 bit |2 Fuse broken Status 0: Normal, Status 1:| 1
Alert
9 bit |2 Battery discharging Status 0: Normal, Status 1: 1
Alert
10 bit |2 (0] Status O: Floating charge 1
Status 1: Instant charging
11~30 |bit 2 For future expansion 1
After 31 |pit 2 \Venders own definition 1
Analog Measurement point (Al)
00 ord|4 U in R phase 0.1 Volt 2
input voltage
01 ord |4 U in S phase 0.1 Volt 2
input voltage
02 ord |4 U in T phase 0.1 Volt 2
input voltage
03 ord |4 | in R phase 0.1A 2
input current
04 ord |4 | in S phase 0.1A 2
input current
05 ord |4 |in T phase 0.1A 2
input current
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06 ord |4 F input frequency 0.1Hz

07 ord 4 U out R phase 0.1 Volt
output voltage

08 ord|4 U out S phase 0.1 Volt
output voltage

09 ord|4 U out T phase 0.1 Volt
output voltage

10 ord 4 | out R phase 0.1A
output current

11 ord 4 | out S phase 0.1A
output current

12 ord|4 | out T phase 0.1A
output current

13 ord|4 P out 0.1kVA
output power

14 ord 4 P out 0.1kW
output power

15 ord 4 PF 0.01Cos
output power factor

16 ord 4 U Bypass 0.1 Volt
R phase voltage

17 ord 4 U Bypass 0.1 Volt
S phase voltage

18 ord |4 U Bypass 0.1 Volt
[T phase voltage

19 ord |4 F out 0.1Hz
output frequency

20 ord 4 U Bat 0.1 Volt
battery voltage

21 ord 4 | charch Bat 0.1A
battery charging/discharging

22 ord |4 Temp 1 0.1degC
battery temperature

23 ord |4 Temp 2 0.1degC
battery temperature

24 ord |4 Temp 3 0.1degC
battery temperature

25 ord |4 Temp 4 0.1degC
battery temperature

26 ord |4 Temp 5 0.1degC
UPS shelf temperature

Digital output (DO)

Function 1 to read data; 5 to control the function

0 bit [1/5 UPS Turn On

1 bit [1/5 UPS Shut down

2 bit [1/5 Alarm Reset

3 bit [1/5 Battery Instant Charging

4 bit [1/5 Battery Floating Charging

5~10  |bit For future expansion

IAfter \Vender self definition
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Section OEM [Rittal New from CS121
firmware version
4.22.14

139 Uu (3/4 Manual Bypass Switch Closed 0 = open 1
1 = closed

140 U [3/4 OUTPUT_VOLTO Outputvoltage Phase 1 1

141 U [3/4 OUTPUT_VOLT1 Outputvoltage Phase 2 1

142 U [B/4 OUTPUT_VOLT2 Outputvoltage Phase 3 1

143 Uu (3/4 OutputCurrent Phase A * 10 Output Current Phase 1 in 1
Ampere *10

144 Uu [3/4 OutputCurrent Phase B * 10 Output Current Phase 1 in 1
Ampere *10

145 Uu [B8/4 OutputCurrent Phase C * 10 Output Current Phase 1 in 1
Ampere *10

146 Uu [38/4 xid3017 Bits 0-15 Statusbit of UPS 1 =true, 0| 1
= false

147 Uu [3/4 xid3017 Bits 16-31 Statusbit, for details please| 1
contact NEWAVE

148 Uu [3/4 xid645 Bits 0-15 Alarmbit, for details please| 1
contact NEWAVE

149 Uu [3/4 xid645 Bits 16-31 Alarmbit, for details please| 1
contact NEWAVE

150 Uu [3/4 xid645 Bits 32-47 Alarmbit, for details please| 1
contact NEWAVE

151 Uu [3/4 xid645 Bits 48-63 Alarmbit, for details please| 1
contact NEWAVE

152 Uu [3/4 Sensormanager/SMTCOM sensor [Analog value 1

1
153 Uu [3/4 Sensormanager/SMTHCOM /Analog value 1
sensor 2

154 U [3/4 Sensormanager sensor 3 /Analog value 1

155 U [3/4 Sensormanager sensor 4 Analog value 1

156 U [B/4 Sensormanager sensor 5 Analog value 1

157 U [3/4 Sensormanager sensor 6 Analog value 1

158 U [8/4 Sensormanager sensor 7 Analog value 1

159 U [3/4 Sensormanager sensor 8 Analog value 1

160 U [38/4 TrueOutputPower Phase A in KW [True Output Power Current| 1
Phase 1 in Kilowatt

161 U [38/4 TrueOutputPower Phase A in KW [True Output Power Current| 1
Phase 1 in Kilowatt

162 Uu [3/4 TrueOutputPower Phase A in KW [True Output Power Current| 1
Phase 1 in Kilowatt

163 U [3/4 AUX Port 1 1 = active (high) 1
0 = not active (low)

164 Uu [3/4 IAUX Port 2 1 = active (high) 1
0 = not active (low)

165 Uu [3/4 IAUX Port 3 1 = active (high) 1
0 = not active (low)

166 U [3/4 AUX Port 4 1 = active (high) 1
0 = not active (low)

Section OEM |Netminder for all LT and MD types |
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Address | Type | Function | Name Description Length
100 U 3/4 INVOLT Input Voltage 1
101 u 3/4 OUTPUTVOLT Output Voltage 1
102 U 3/4 BATTVOLT Battery Voltage 1
103 U 3/4 OUTPUTCURR Output Current 1
104 u 3/4 LOADPERC Load (%) 1
105 U 3/4 OUTPUTPOW Output Power in W 1
106 u 3/4 KVA KVA 1
107 U 3/4 FREQUENCY Frequency 1
108 u 3/4 CS121UPSSTAT CS121 UPS Status 1
109 U 3/4 Alarm: Battery Bad 1 = active; 0 = not active |1
110 U 3/4 Alarm: On Battery 1 = active; 0 = not active | 1
111 U 3/4 Alarm: Battery Low 1 = active; 0 = not active |1
112 U 3/4 Alarm: Battery Depleted 1 = active; 0 = not active | 1
113 U 3/4 Alarm: Overtemperature 1 = active; 0 = not active |1
114 U 3/4 Alarm: Input Bad 1 = active; 0 = not active |1
115 U 3/4 Alarm: Output Bad 1 = active; 0 = not active |1
116 U 3/4 Alarm: Output Overload 1 = active; 0 = not active |1
117 U 3/4 Alarm: On Bypass 1 = active; 0 = not active |1
118 U 3/4 Alarm: Bypass Bad 1 = active; 0 = not active |1
Alarm: Output Off As
119 U 3/4 Requested 1 = active; 0 = not active |1
Alarm: UPS Off As
120 U 3/4 Requested 1 = active; 0 = not active |1
121 U 3/4 Alarm: Charger Failed 1 = active; 0 = not active |1
122 U 3/4 Alarm: UPS Output Off 1 = active; 0 = not active | 1
123 U 3/4 Alarm: UPS System Off 1 = active; 0 = not active | 1
124 U 3/4 Alarm: Fan Failure 1 = active; 0 = not active |1
125 U 3/4 Alarm: Fuse Failure 1 = active; 0 = not active |1
126 U 3/4 Alarm: General Fault 1 = active; 0 = not active |1
127 U 3/4 Alarm: Diagnosis Test Failed | 1 = active; 0 = not active |1
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128 3/4 Alarm: Communication Lost 1 = active; 0 = not active |1
129 3/4 Alarm: Awaiting Power 1 = active; 0 = not active | 1
130 U 3/4 Alarm: Shutdown Pending 1 = active; 0 = not active |1
131 3/4 Alarm: Shutdown Imminent 1 = active; 0 = not active | 1
132 3/4 Alarm: Test In Progress 1 = active ; 0 = not active | 1
1 = active (high) ; 0 = not
133 U 3/4 AUX Port 1 active (low) 1
1 = active (high) ; 0 = not
134 U 3/4 AUX Port 2 active (low) 1
1 = active (high) ; 0 = not
135 U 3/4 AUX Port 3 active (low) 1
1 = active (high) ; 0 = not
136 U 3/4 AUX Port 4 active (low) 1
SensorManager/SMTH_COM,
137 U 3/4 Sensor 1 Analog Value 1
SensorManager/SMTH_COM,
138 U 3/4 Sensor 2 Analog Value 1
139 U 3/4 SensorManager/Sensor 3 Analog Value 1
140 U 3/4 SensorManager/Sensor 4 Analog Value 1
141 U 3/4 SensorManager/Sensor 5 Analog Value 1
142 U 3/4 SensorManager/Sensor 6 Analog Value 1
143 U 3/4 SensorManager/Sensor 7 Analog Value 1
144 U 3/4 SensorManager/Sensor 8 Analog Value 1
Section OEM |Netminder for all other types|
Address | Type | Function | Name Description Length
100 U 3/4 INVOLT Input Voltage (I11-n) 1
101 U 3/4 INVOLT Input Voltage (12-n) 1
102 U 3/4 INVOLT Input Voltage (11-12) 1
103 U 34 OUTPUTVOLT Output Voltage (11-n) 1
104 U 3/4 OUTPUTVOLT Output Voltage (12-n) 1
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105 U 3/4 OUTPUTVOLT Output Voltage /(11-12) 1
106 U 3/4 OUTPUTCURR Output Current (I11-n) 1
107 U 3/4 OUTPUTCURR Output Current (12-n) 1
108 U 3/4 OUTPUTWAT Output Watts (11-n) 1
109 u 3/4 OUTPUTWAT Output Watts (12-n) 1
110 U 3/4 OUTPUTWAT Output Watts (11-12) 1
111 U 3/4 OUTPUTWATTOT Output watts (total) 1
112 U 3/4 OUTPUTVA Output VA (11-n) 1
113 U 3/4 OUTPUTVA Output VA (12-n) 1
114 U 3/4 OUTPUTVA Output VA (11-12) 1
115 U 3/4 OUTPUTVATOT Output VA (total) 1
116 U 3/4 OUTPUTLOAD Output Load (11-n) 1
117 U 3/4 OUTPUTLOAD Output Load (12-n) 1
118 U 3/4 OUTPUTFREQ Output Frequency 1
119 U 3/4 BATTVOLT Battery Voltage 1
120 U 3/4 PERCBATT Percentage Battery 1
121 U 3/4 DCCHARGECURR DC Charging Current 1
122 U 3/4 CS121UPSSTAT CS121 UPS Status 1
123 U 3/4 Alarm: Battery Bad 1 = active; 0 = not active |1
124 U 3/4 Alarm: On Battery 1 = active; 0 = not active |1
125 U 3/4 Alarm: Battery Low 1 = active; 0 = not active | 1
126 U 3/4 Alarm: Battery Depleted 1 = active; 0 = not active | 1
127 U 3/4 Alarm: Overtemperature 1 = active; 0 = not active |1
128 U 3/4 Alarm: Input Bad 1 = active; 0 = not active |1
129 U 3/4 Alarm: Output Bad 1 = active; 0 = not active | 1
130 U 3/4 Alarm: Output Overload 1 = active; 0 = not active |1
131 U 3/4 Alarm: On Bypass 1 = active; 0 = not active |1
132 U 3/4 Alarm: Bypass Bad 1 = active; 0 = not active |1
Alarm: Output Off As
133 U 3/4 Requested 1 = active; 0 = not active |1
Alarm: UPS Off As
134 3/4 Requested 1 = active; 0 = not active |1
135 3/4 Alarm: Charger Failed 1 = active; 0 = not active |1
136 3/4 Alarm: UPS Output Off 1 = active; 0 = not active |1
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137 U 3/4 Alarm: UPS System Off 1 = active; 0 = not active |1
138 U 3/4 Alarm: Fan Failure 1 = active; 0 = not active |1
139 U 3/4 Alarm: Fuse Failure 1 = active; 0 = not active |1
140 U 3/4 Alarm: General Fault 1 = active; 0 = not active |1
141 U 3/4 Alarm: Diagnosis Test Failed | 1 = active; 0 = not active |1
142 3/4 Alarm: Communication Lost 1 = active; 0 = not active |1
143 3/4 Alarm: Awaiting Power 1 = active; 0 = not active | 1
144 U 3/4 Alarm: Shutdown Pending 1 = active; 0 = not active | 1
145 3/4 Alarm: Shutdown Imminent 1 = active; 0 = not active |1
146 3/4 Alarm: Test In Progress 1 = active; 0 = not active |1
1 = active (high) ; 0 = not
147 U 3/4 AUX Port 1 active (low) 1
1 = active (high) ; 0 = not
148 U 3/4 AUX Port 2 active (low) 1
1 = active (high) ; 0 = not
149 U 3/4 AUX Port 3 active (low) 1
1 = active (high) ; 0 = not
150 U 3/4 AUX Port 4 active (low) 1
SensorManager/SMTH_COM,
151 U 3/4 Sensor 1 Analog Value 1
SensorManager/SMTH_COM,
152 U 3/4 Sensor 2 Analog Value 1
153 U 3/4 SensorManager/Sensor 3 Analog Value 1
154 U 3/4 SensorManager/Sensor 4 Analog Value 1
155 U 3/4 SensorManager/Sensor 5 Analog Value 1
156 U 3/4 SensorManager/Sensor 6 Analog Value 1
157 U 3/4 SensorManager/Sensor 7 Analog Value 1
158 U 3/4 SensorManager/Sensor 8 Analog Value 1
Secti
on POWERTRONIX
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OEM

MIZAR
Adres
se Name ALCOR QUASAR SUPERNOVAE
100 Outpower Phase 1 % X X X
101 Outpower Phase 2 % X X X
102 Outpower Phase 3 % X X X
103 Battery Capacity % X X X
104 Input Voltage Phase 1V X X X
105 Input Voltage Phase 2 V X X X
106 Input Voltage Phase 3V X X X
107 Temperature °C not supported X X
108 Autonomy Time minutes X X X
109 UPS Status (ASCII Hex) X X X
110 Battery Voltage V X X X
111 Input Frequency Phase 1 Hz not supported X not supported
112 Input Frequency Phase 2 Hz not supported X not supported
113 Input Frequency Phase 3 Hz not supported X not supported
114 Powerfail Counter X X X
115 Alarm: Battery Bad X X X
116 Alarm: On Battery X X X
not
117 Alarm: Battery Low not supported supported | X
118 Alarm: Battery Depleted X gﬁr)ported X
119 Alarm: Overtemperature X ggt)ported X
120 Alarm: Input Bad X X X
121 Alarm: Output Bad not supported X not supported
122 Alarm: Output Overload X X X
123 Alarm: On Bypass X X X
124 Alarm: Bypass Bad X X X
Alarm: Output Off As
125 Requested X X X
126 Alarm: UPS Off As Requested | x X X
127 Alarm: Charger Failed X X
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128 Alarm: UPS Output Off X X X
129 Alarm: UPS Sytem Off not supported X not supported
not
130 Alarm: Fan Failure X supported | x
not
131 Alarm: Fuse Failure not supported supported not supported
132 Alarm: General Fault X X X
not
133 Alarm: Diagnose Test Failed not supported supported not supported
134 Alarm: Communication Lost X X X
not
135 Alarm: Awaiting Power not supported supported | not supported
not
136 Alarm: Shutdown Pending not supported supported | not supported
not
137 Alarm: Shutdown Imminent not supported supported not supported
not
138 Alarm: Test In Progress X supported | not supported
139 AUX Port 1 X X X
140 AUX Port 2 X X X
141 AUX Port 3 X X X
142 AUX Port 4 X X X
Section [Transfer Switches All transfer switch vendors, except PILLER
1 U [3 / 4Sources Asynchronous \Warning, input current difference, switching might |1
not be possible
2 U [3 / 4iStatic Switch A Failure /Alarm, switching failure 1
3 U [3 / 4iStatic Switch B Failure Alarm, switching failure 1
4 U [3 / 4/0On Static Switch A Supplied from input A 1
5 U |3 / 4/0n Static Switch B Supplied from input B 1
6 U [3 / 40n Manual Bypass A Supplied via bypass from input A 1
7 U [3 / 40n Manual Bypass A Supplied via bypass from input B 1
(¢] U [3 / 4)Source A Failure Alarm, input A failure, problem with voltage 1
9 U [3 / 4)Source B Failure /Alarm, input B failure, problem with voltage 1
10 U 3 / 4{General Fault General alarm 1
11 U |3 / 4Redundancy Lost Redundancy lost, 1
12 U |3 / 40utput Overload [To much load 1
13 U [3 / 40utput Failure Output failure 1
Other OEM’s ->See OEM MODBUS

documentation
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D.6. UPSMAN Status Bytes - Standard Device Status Bits

UPS Status Hex-Value [Dec-Value [Description
UPS_SB_BYPASS_MODE 0x0001 1 power piped thru
UPS_SB_SHUTDOWN 0x0002 2 shutdown ups
UPS_SB_OUTPUT_ACT 0x0004 4 inverter on = UPS OK
UPS_SB_BACKUP_MODE 0x0008 8 battery power
UPS_SB BATTERY_LOW 0x0010 16 low battery err
UPS_SB_OVER_TEMP 0x0020 32 over temp err
UPS_SB _TEST_ACT 0x0040 64 test in progress
UPS_SB_INPUT_HIGH 0x0080 128 over power err
UPS_SB_OUTPUT_HIGH 0x0100 256 over load err
UPS_SB_INVERTER_FAILURE|0x0200 512 Inverter error
UPS_SB_BATTERY_BAD 0x0400 1024 Battery error
UPS_SB_ECO_MODE 0x0800 2048 eco - bypass
UPS_SB_INVERTER_WARN |0x1000 4096 eco - bypass
UPS_SB_UPS_FAILED 0x2000 8192 prser flag
UPS_SB_COMM_LOST 0x4000 16384 for snmp
UPS_SB_DVG_ALARM 0x8000 32768 SiteManager/SiteMonitor

Example (decimal):
STATUS=,5" means UPS_SB_OUTPUT_ACT (4) + UPS_SB_BYPASS_MODE (1) are active
I = UPS on Bypass!

STATUS= ,12” means UPS_SB_OUTPUT_ACT (4) + UPS_SB_BACKUP_MODE (8) are
active ! = UPS Powerfail!

STATUS= ,22” means UPS_SB_OUTPUT_ACT (4) + UPS_SB_BACKUP_MODE (8) +
UPS_SB_BATTERY_LOW (10) are active | = UPS Powerfail and Battery low!

STATUS= ,4” means UPS_SB_OUTPUT_ACT (4) + no other alarms = UPS OK

D.7. Bus termination

It is necessary to set the last bus device on the RS-485 Bus jumper for the bus termination.
The jumper is already set in newly delivered adapters. Please remove the 4 screws at the
underside of the adapter in order to open the box. You will find the jumper J1 near the network
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connector, near the PCB shows a “+” symbol. (see fig.) Default is OFF = CS121 is NOT last
device. To terminate the RS485 bus at your CS121, please close the Jumper.

» - -

T
- ~ :

-

dbin

Figure 135: MODBUS - Jumper

D.8. Configuration

Please use Telnet (network connection) for the configuration with the default IP address
10.10.10.10. Put DIP switch 1 into the “OFF” position. If you have a RS-232/ RS-485 converter
available you can also use a HyperTerminal via COM2 with both DIP switches in the “OFF”
position.

D.9. TCP/IP - UDP Ports

The following are ports of the CS121 SNMP Adapter. These are the ports that have to be
made available in the Firewall in order to use all of the CS121 functions:

Echo Tltcp
echo 7/udp
WOL 9/udp
ftp-data 20/tcp
ftp 21/tcp
telnet 23/tcp
smtp 25/tcp
http 80/tcp
snmp 161/udp

snmptrap 162/udp
time (rfc868) 37/tcp
time (sntp) 123/tcp
rccmd 6003
Upsmon 5769
Modbus over IP502/tcp

Update flash 4000/udp

The UPSMON port 5769 is required for the following:
. UPSMON Windows
. RCCMD and UNMS Il alive check

. Port forwarding (unblocking of several CS121 into the network via own ports into
other networks)
. Support of all other commands and functions via UPSTCP
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D.10.

MODBUS Cables
The following cable (Cable 112) is used for connecting the Schneider Electrics TSX SCY

CM6030 MODBUS device and the CS121 MODBUS adapter.

DB 25 male connector

Schneider TSX SCY CM6030

Pin COM2
Mini-DIN 8 pol (male) , 5121
Modbus

PIN 6 pifis® @
CEEBOgRNORRES ®
Gll!lL.lll L] PIN 24 PIN'1

J °.T

Figure 136: MODBUS -
NOTE: it is very important that the Shield is connected to the MINI 8 housing and to the

shield

Cable 112

MODBUS requesting device common ground!

E. Available Variables of the CS121

Note:

Not all variables are supported from all UPS-models. Please try the use

of the variable to see, whether your UPS supports the variable or not.

Variable

Meaning

OUTPUT_VOLT

Output voltage - only supported from specified USV manufactures

OUTPUT_CURRENT

Output currency

SECSONBATT Seconds, since the event power outage has been released
STATUS Actual UPS state

INVOLTO Input voltage, phase 1

INVOLT1 Input voltage, phase 2

INVOLT2 Input voltage, phase 3

INCURR Input currency

BATTVOLT Battery voltage

TEMPDEG Ambient or operating temperature — depends on the UPS-Model
AUTONOMTIME Power-on time left over under actual charge

BATTCAP Capacity of the battery in percent

OUTPOWERO Load in percent, phase 1

OUTPOWER1 Load in percent, phase 2

OUTPOWER2 Load in percent, phase 3

INFREQO Input frequency, phase 1

INFREQ1 Input frequency, phase 2

INFREQ2 Input frequency, phase 3

OUTFREQO Output frequency, phase 1

OUTFREQ1 Output frequency, phase 2
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OUTFREQ2 Output frequency, phase 3

CONNECT ID of the used UPS protocol

CABLE ID of the used cable type

POWER Configurated UPS Power

LOAD Configurated Load

HOLDTIME Configurated hold time

RECHARGETIME Configurated time for a complete battery charging
MODEL UPS model name

TIMEREMAIN Resttime (AUTONOMTIME-POWERREMAIN)
LOCALTIME Local timestamp

OUTPHASES Output phase

INPHASES Input phase

LOCATION UPS-Adapter location

DATE Date

TIME Time

ATTACHED_DEVICES|Attached devices

BATTINSTDATE Battery installation date

AGENTSOFTREV Firmware version
MANUFACTURER Manufacturer

TEMP1, Actual measurement for sensors 1-8, used for SensorMan settings
only

TEMP8
TEMP1LOCATION, Configurated sensor 1-8 location

TEMPSLOCATION

TEMP1UNIT, Configurated sensor 1-8 unit

TEMPBUNIT

CUSTOMITEXT, Configurated Custom Text 1-6
CUSTOMGTEXT

F. Pin layout of Input-sockets of the SENSORMANAGER unit
INPUT 1:

Pin 1 Input Voltage 9-24Volt +

Pin 2 Analog Channel 1 (0-10V+)

Pin 3 Analog Channel 5 (0-10V+)

Pin 4 Ground

Pin 5 OUTPUT: Open collector OUT 9-24 V, max. 30mA
Pin 6 INPUT: Digital Input 9-24V

INPUT 2:

Pin 1 Input Voltage 9-24Volt +
Pin 2 Analog Channel 2 (0-10V+)
Pin 3 Analog Channel 6 (0-10V+)

121



Pin 4 Ground
Pin 5 OUTPUT: Open collector OUT 9-24 V, max. 30mA
Pin 6 INPUT: Digital Input 9-24V

INPUT 3:

Pin 1 Input Voltage 9-24Volt +

Pin 2 Analog Channel 3 (0-10V+)

Pin 3 Analog Channel 7 (0-10V+)

Pin 4 Ground

Pin 5 OUTPUT: Open collector OUT 9-24 V, max. 30mA
Pin 6 INPUT: Digital Input 9-24V

INPUT 4:

Pin 1 Input Voltage 9-24 Volt +

Pin 2 Analog Channel 4 (0-10V+)

Pin 3 Analog Channel 8 (0-10V+)

Pin 4 Ground

Pin 5 OUTPUT: Open collector OUT 9-24 V, max. 30mA
Pin 6 INPUT: Digital Input 9-24

G. Events/Alarms of the CS121 — Description of the alarms

The Events/Alarms are different from UPS to UPS, depending on the UPS manufacturer. We
are describing in the following example the Events/Alarms of a NEWAVE UPS, which are
similar to most of the UPS. Anyway all alarms, which are not POWERFAIL, BATTERY LOW,
SYSTEM SHUTDOWN, UPSMAN STARTED and AUX, you should advice your UPS
manufacturer, because an UPS hardware failure might be present! The mentioned alarms are
universal. The POWERFAIL and BATTERY LOW alarm require a reaction, e. g. the
configuration of shutdowns of clients via RCCMD.

Event Description

UPS is on battery and the autonomy time decreases. ADVICE: The
RCCMD shutdowns will be set into this alarm, to send shutdown
Powerfail signals to the clients, if the powerfail will last longer!

Power Restored Power supply restored

This event is TRUE, if the remaining time is reached or rather undershot.
That means the autonomy time is only available for seconds, the UPS
System Shutdown shutdown is pending.

UPS service is started into the CS121. This event is always true, if the
CS121 is running and therefore ideal for permanent recurrent jobs
suitable like the forwarding of emails always after restart of the UPS or

UPSMAN Started to produce log file entries steady.
UPS Connection Lost UPS RS232 communication lost, CS121 tries to restore the connection.
UPS Connection Restored UPS RS232 communication restored
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Battery Low

The autonomy of the battery has reached the defined threshold
"Battery Low". The UPS shutdown is pending. ADVICE: The RCCMD
shutdowns will be set into this event too, but without delay!
(Emergency shutdown, if batteries are to weak)

Output Breaker Open

Output breaker open. UPS is isolated from load. No supply of the
consumers.

Output Breaker Closed

Output breaker closed. Load will be supplied.

Maintenance Breaker Closed

Maintenance breaker closed (active). Load will be supplied through the
grid directly.

Maintenance Breaker Open

Maintenance breaker open (inactive). Load will be supplied via the UPS.
Regular UPS protected operation.

Inverter Breaker Open

Inverter breaker open. Load is not UPS protected!

Inverter Breaker Closed

Inverter breaker closed. Load will be supplied via the inverter. Normal
condition.

Battery Breaker Open

Battery breaker open. No battery buffering active!

Battery Breaker Closed

Battery breaker closed. OK, normal condition.

UPS Off UPS off

UPS On UPS on

New Alarm New alarm, buzzer was activated.
Buzzer Off Buzzer off

General Alarm

An alarm has occured. Alarm LED at the UPS is flashing.

General Alarm Off

No more alarm is active. Alarm LED at the UPS is off.

Overtemperature

Overtemperature of the UPS

Temperature Ok

Temperature of the UPS is back in normal range.

Output Bad UPS output failure (e. g. voltage, frequency)
Output Okay UPS output OK
Overload UPS overload, reduce load otherwise the UPS shutdown is pending

No More Overload

No more overload

Bypass Bad

Bypass failure at input (e. g. voltage, frequency)

Bypass Ok

Bypass Ok

UPS Shutdown Canceled

UPS shutdown canceled

UPS Shutdown

UPS shutdown initiated

Charger Fault

Charger fault

Charger Ok

Charger Ok
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System Off

UPS output will be switched off or rather is off

System Off Canceled

UPS output switching off canceled

Bypass On Bypass on
Bypass Off Bypass off
Battery Depleted Battery depleted

Input Bad

Input bad, alarm will be triggered with the powerfail event

Mains Input Okay

Power restored at the input

Fan Failure

UPS fan failure

Fan Ok

UPS fan OK

Awaiting Power

Awaiting power prior of automatic start of UPS

Shutdown Pending

UPS shutdown/switching off is pending

Shutdown Imminent

UPS shutdown/switching off is imminent

Unit Powerfail

Powerfail at an UPS module

Unit Power Restored

Power restored at an UPS module

Redundancy Lost

UPS redundancy lost, load to high or UPS modules are not at hand

Inverter Failure

Inverter failure

Emergency Power Off

Emergency power off, UPS was switched off

Synchronization Error

Synchronization error between the parallel modules or for the feeding,
e. g. power supply of a diesel generator

ECO Mode On

ECO mode on, load is on bypass

ECO Mode Off

ECO mode off, load is on rectifier

Battery Weak

Battery weak

Battery Need Replacement

Battery need replacement, please restart the UPS after replacement

Battery Ok Battery Ok
Rectifer On Rectifer on
Rectifer Off Rectifer off

Inverter Off

Inverter off

Inverter On Inverter on
Booster On Voltage booster of battery is on
Booster Off Voltage booster of battery is off

Battery Discharging

Battery discharging

Battery Charging

Battery charging

Load Is Supplied

Load is supplied, normal condition

Fuses Failure

Fuses failure
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Fuses Ok Fuses Ok
Battery Grounding Error Battery grounding error
Generator On Generator on
Generator Off Generator off
Output Normal Output normal, normal condition
Redundancy Ok Redundancy is at hand
AUX Port 1 High AUX port 1 opened
AUX Port 2 High AUX port 2 opened
AUX Port 3 High AUX port 3 opened
AUX Port 4 High AUX port 4 opened
AUX Port 1 Low AUX port 1 closed
AUX Port 2 Low AUX port 2 closed
AUX Port 3 Low AUX port 3 closed
AUX Port 4 Low AUX port 4 closed
o
bypass

maintenance

o =z 1

oY %, e

rectifier inverter

]

battery

Schematic drawing of an UPS, e. g. NEWAVE
Yellow = Fuse

Blue = Automatic breaker

Green = Manual Breaker

H. Description of the alarms for single-phase UPS

Event Description
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Powerfail

UPS is on battery and the autonomy time decreases. ADVICE: The RCCMD
shutdowns will be set into this alarm, to send shutdown signals to the
clients, if the powerfail will last longer!

Power restored

Power supply restored

System Shutdown

This event is TRUE, if the remaining time is reached or rather undershot.
That means the autonomy time is only available for seconds, the UPS
shutdown is pending.

UPSMAN started

UPS service is started into the CS121. This event is always true, if the CS121
is running and therefore ideal for permanent recurrent jobs suitable like the
forwarding of emails always after restart of the UPS or to produce log file
entries steady.

UPS connection lost

UPS RS232 communication lost, CS121 tries to restore the connection.

UPS connection restored

UPS RS232 communication restored

UPS Battery Old

UPS batteries too old, call UPS service

Overload UPS overload, reduce load otherwise the UPS shutdown is pending
Load Normal No more overload
Overtemperature Overtemperature of the UPS

Temperature Normal

Temperature of the UPS is back in normal range

Bypass on Bypass on

Bypass off Bypass off
The autonomy of the battery has reached the defined threshold "Battery
Low". The UPS shutdown is pending. ADVICE: The RCCMD shutdowns will
be set into this event too, but without delay! (Emergency shutdown, if

Battery low batteries are to weak)

UPS battery bad

Battery in bad condition

Scheduler Shutdown

This event got no relevance and will be removed in the future C5121
firmware

Input bad

Input bad, alarm will be triggered with the powerfail event

Load >80%

Load is over 80%

Load >90%

Load is over 90%

General Alarm

An alarm has occured. Alarm LED at the UPS is flashing

General Alarm canceled

No more alarm is active. Alarm LED at the UPS is off

Manual Bypass on

Manual Bypass on

Manual Bypass off

Manual Bypass off

Charger fault

Charger fault

AUX Port 1 High

AUX port 1 opened

AUX Port 2 High

AUX port 2 opened

AUX Port 3 High

AUX port 3 opened
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AUX Port 4 High AUX port 4 opened
AUX Port 1 Low AUX port 1 closed
AUX Port 2 Low AUX port 2 closed
AUX Port 3 Low AUX port 3 closed
AUX Port 4 Low AUX port 4 closed

. Configuration of Microsoft SCOM 2007 as CS121 Trap Receiver (Monitor)

In this section we will configure Microsoft Operations Manager 2007 (SCOM/OpsMgr) as an
SNMP Trap receiver, discover SNMP-enabled cs121 network devices, and configure an alert-
generating SNMP-trap-based monitor to raise alerts when specific traps are received from
cs121 devices.

Installation of the SNMP service (on Windows Server 2003)
e Inthe Control Panel, select Add Remove Programs
e  Click on Add/Remove Windows Components
e  Scroll down and select Management and Monitoring Tools, click Details.
e  Click on the checkboxes for Simple Network Management Protocol (and optionally
WMI SNMP Provider) and click OK.
e  Click Next and click Finish.

Configuration of the SNMP service (on Windows Server 2003)
e  Close Add or Remove Programs.
e  Click Start, Run, type services.msc, and then click Enter.
e  Scroll down and select SNMP Service. Right click the service and select Properties.

SNMP Service Properties (Local Computer) e

Ganarall Log EInI Hecoveryl Agent I Trapz  Security |Dependenclas|

|_Rights
READ ONLY

public

Add. Edit... Femove

= Accept SNMP packets fiom ahy host
— Accept SNMP packets from these hosts

sdd, | Edt.. | | Femove |

’TI Cancel | Spply

Figure 137: SNMP Service Properties

e  Select the Security tab.
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e  Check the Send Authentication Traps checkbox. In the Accepted Community
Names list, type “public” and click the Add to list button. Rights should be set to
READ CREATE.

e  Select the Accept SNMP packets from these hosts radio button. Use the add button
to add the IP addresses of the managed devices that will forward SNMP traps to the
OpsMgr server. Alternatively, you could select the Accept SNMP packets from any
host option.

e  Restart the SNMP Service.

IMPORTANT: SNMP community strings are case sensitive!

Activate the SNMP Trap Service (on Windows Server 2003)
e Inthe Services Panel, select the SNMP Trap Service
e Inthe SNMP Trap Service properties dialog select « Startup type : Automatic », then
click the « Start » button to start this service now.

=lal x|
File  Action Yiew Help
&= | HEHR @ZE| > 80 o

% Services (Local) Mame # | Description | Skatus | Startup Type | Log On As |;|

Smart Card Manages access to smart cards read b, Manual Local Service
%SNMP Service Enables Slmple Metwork Management ., Started  Aukomatic Local System [

i s generated by, Started  Aukomatic Ce
%Speual Admlnlstratl Allovs admlnlstrators to remately acce. . Manual Local System LI

Extended A, Standard

Figure 138: SNMP Trap Service

Configuration of OpsMgr as SNMP trap receiver

The cs121 device must be configured to accept SNMP requests from the OpsMgr Server. You
must also configure the cs121 device to use the same SNMP community string you configured
in the Accepted community names in the SNMP Service properties on your OpsMgr Server.
Please take a look at the cs121 manual for the details of this configuration step...

Configuration of one or more alert-generating SNMP-trap-based Monitors
e Inthe Administration space, create a unsealed management pack to store your
SNMP-based monitoring rules.

L. aManagement Pack x|

General Properties

General Properties @ Help

Knowled
ML Management Pack Genetal Properties

1D :
IUPS.Monitoring

MName
|UPS Moritoring

Wersian
|1 0.00 For example, 1.0.0.0

Dezcription :

Figure 139: General Properties
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In the Operations console (Authoring space), start the Create a Monitor Wizard.

On the Select a Monitor Type page, do the following:

Expand SNMP - Trap Based Detection -> Simple Trap Detection > Event Monitor

— Single Event and Single Event.

Select your unsealed management pack from the list. Click Next.

@ Create a unit monitor

| Select a Monitor Type

Monitor Type

Genesal

Fist SrmpTrapPravider

Build Fist Enpression

x|

Select the type of monitor to create

@ Help

=L SNMP
\ B4 FiobeBased Detestion

Second SnmpT rapProvider ¢ B Trap Based Detection

Buld Second Expression

Corfigure Health

Corfigure Alerts

& [ Simple Trap Detection

BB®] - i Morilo - Singe E vent and Single Event
[ WM Performance Counters

3 LogFiles

22 ‘Windows Events

[ Windows Services

[ Windows Performance Counters

[ Seripting

2 WMl Everts

Drescription: Two states monitor. each associated to an event

Management pack

Select destination management pack:

% |UPs Manitoring =l New.

<Breviovs | [ mets || e |

Carcel |

4

Figure 140: Select a Monitor Type

On the General Properties page, do the following:

Type the Monitor name, such as UPS On Battery Monitor. Optionally, type a

Description for the monitor.

Click Select, select View all targets, click a target, such as SNMP Network Device,

and then click OK.

Leave Monitor is enabled selected to have the monitor take affect at the completion
of the wizard, or clear the check box to enable the monitor at a later time, and then

click Next.
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@ Create a unit monitor x|

‘ General Properties
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Specify the name and description for the manitor you are creating.
Build First Expression
Name:
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Figure 141: General Properties

e On the Configure the trap OIDs to collect page for the First SNMP TrapProvider,
leave Use discovery community string selected.

e  Click to place the cursor in the Object Identifier Properties section and type the first
object identifier (OID) that you want to monitor: 1.3.6.1.2.1.33.2.3
(upsTrapAlarmEntryAdded). Then click Next.
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| ‘ Configure the trap OIDs to collect
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First SnmpTrapProvider % Use discovery commurity string
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Figure 142: Configure the trap OIDs to collect

e  On the Build Event Expression page, click to place the cursor in the Parameter
Name section and type the trap parameter variable that you want to use here:

e /Dataltem/SnmpVarBinds/SnmpVarBind[2]/Value

e  Why did we use SnmpVarBind[2] in our expression? Because the traps second
contains the OID of the traps UPS alarm (Object upsAlarmDescr of the trap).

e  Click to place the cursor in the Operator section and select Equals.

e  Click to place the cursor in the Value section and type the value to match here:

e 1.3.6.1.2.1.33.1.6.3.2 (The 1.3.6.1.2.1.33.1.6.3.2 is the well known alarm OID for
upsAlarmOnBattery).

@ create a unit monitor ll

Build Event Expression

Moaritar Type @ Help

General .
Filter one or more events

First SnmpT rapProvider

; . Build the expression to filter one or more events:
Build First Expression H

Second SnmpT rapProvider I#Ingart - | Delete X | Fgrmu\a‘ﬁf

Build Second Expression | | Parameter Mame | Dperatar | Yalue |
i 1.361.21.331.683.2

Corfigurs st » ADataltemsSnmpyaBinds/...  Equals | _‘

Configure &lerts

Figure 143: Build Event Expression
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Then click Next.
On the Configure the trap OIDs to collect page for the Second SNMP TrapProvider,
leave Use discovery community string selected.

e  Click to place the cursor in the Object Identifier Properties section and type the first
object identifier (OID) that you want to monitor: 1.3.6.1.2.1.33.2.4
(upsTrapAlarmEntryRemoved). Then click Next.

H @ create a unit monitor

 Moritr Type
General
Firs SenpTrapPiovides @ Use dscovery communiy sting
Buld First Exqpeession " Use custom communily sting
Second SrenpTfapPiavides I
Buid Second Expression Dbject Identifier Properties
Canfigure Health
Configure Alerts

@ Helo

™ AN Trsps:

| <Bwiwu| Cresle I Cancel |

Figure 144: Configure the trap OIDs to collect

e  On the Build Event Expression page, click to place the cursor in the Parameter
Name section and type the trap parameter variable that you want to use here:
/Dataltem/SnmpVarBinds/SnmpVarBind[2]/Value
Why did we use SnmpVarBind[2] in our expression? Because the traps second
contains the OID of the traps UPS alarm (Object upsAlarmDescr of the trap).

Click to place the cursor in the Operator section and select Equals.

Click to place the cursor in the Value section and type the value to match here:
1.3.6.1.2.1.33.1.6.3.2 (The 1.3.6.1.2.1.33.1.6.3.2 is the well known alarm OID for
upsAlarmOnBattery).
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{ Build Event Expression
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Firzt SnmpT rapProvider
Build First Expression
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Corfigure Health

Corfigure Alerts

Filter one or more events
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@) Help

Figure 145: Build Event Expression

e  Then click Next.
e On the Configure Health page, select Critical for the Health State of Monitor

Condition First Event Raised. Then click Next.

reate a unit mi

{ Configure Health

Monitor Type

General

First SnmpT rapProvider
Build First Expression
Second SnmpTrapProvider
Build Second Espression
Configure Health

Configure Alerts

Figure 146: Configure

Map monitor conditions to health states

#Ingert - | Delete X | Fgrmu\a’_,&
Parameter Mame | Dpesatar | Walue |
3 /D ataltem/SnmptarBinds/...  Equals |1 3E1.21.331632

@ Help

Specify what health state thould be generated for each of the conditions that this moritor will detect:

Monitor Condition Operational State Health State
Second Event Raised | Second Event Raized @ Healthy
» Firgt Event Raiged First Event Raised -

Health

e Onthe Configure Alerts page, set the properties of the alert, for example:
e  Type the Name for the alert, such as UPS OnBattery Alert.
e  Optionally, type the Alert description. You can also click the (...) button and select

Target and Data variables to include in the description, such as Device Name.

e  Select a Priority from the list, such as High.

e  Select a Severity from the list, such as Critical.

e  Click Create
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@ Create a unit monitor
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Figure 147: Configure Alerts

Discover your SNMP enabled CS121 devices in OpsMgr

e Inthe Administration space, right click and launch the Discovery Wizard.
e On the What would you like to manage page, select Network Devices. Then click

Next.192.168

e  Onthe Discovery Method page, enter the Start and End of the IP address range that

you want to scan.
Type the SNMP community of the objects that you want to manage.
Select the Management Server that should receive the cs121 traps.
Click Discover to display the Discovery Progress page.
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Figure 148: Discovery Method

Discovery for even a single device will run for a couple of minutes by default. If you specify an
IP range, it will take a little longer.

e On the Select Objects to Manage page, select the devices desired for management.

e  Onthe Summary page, click Finish. The objects will display in the Network

Devices node of the Operations Console Administration space.

At this point, SNMP-enabled device availability monitoring will start automatically. Any traps (of
kind upsAlarmOnBattery) received from the cs121 target devices will be raised as alerts in the

Operations console.
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